How to Start with IGEL



IGEL

IGEL provides an End User Computing platform that includes IGEL's endpoint operating system, management
software for the secure remote administration of your endpoint devices, and cloud services.
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Introduction

The operating system IGEL OS 12 fully separates the IGEL OS base system and IGEL OS apps. With this modular
principle, you can install and update single applications like Citrix, Chromium browser, etc. individually and
independently from the IGEL OS base system and have maximum flexibility.

The IGEL platform comprises:

¢ IGEL Universal Management Suite (UMS) for managing IGEL OS 12 and IGEL OS 11 devices.
* |GELOS 12
* The IGEL Cloud Services:
¢ IGEL Customer Portal (see page 4) which is a doorway to the IGEL Cloud Services listed below.
Here, you register your company account to invite other users and assign them specific
roles (see page 23), e.g. for opening support cases. In the IGEL Customer Portal, you can also
raise and view support requests, make necessary configurations for IGEL Onboarding
Service, etc.
¢ IGEL App Portal where you can find all applications currently available for IGEL OS 12
¢ IGEL App Creator Portal that enables you to create your custom applications for IGEL OS
12
¢ IGEL Onboarding Service (see page 58) which allows your users to easily onboard IGEL OS 12
devices using only their corporate e-mail
¢ IGEL Insight Service (see page 217) which collects analytical and usage data to improve IGEL
products and services and provide a better customer experience
® IGEL License Portal (see page 168) where you can manage licenses for your IGEL OS devices

In this guide, you will find the first steps with the IGEL platform, IGEL OS 12, and UMS 12. Please read this guide fully,
without skipping any steps.

o Information about data storage of personal data can be found in the IGEL privacy policy.

o
Further Resources

For more information on the IGEL platform, check IGEL Academy? and IGEL Community?.
You may also find it useful to check the community docs:

e HOWTO IGEL*

® Cheatsheet IGELCommunity®.

1. https://www.igel.com/privacy-policy/

2. https://learn.igel.com/

3. https://videos.igelcommunity.com/

4. https://igel-community.github.io/IGEL-Docs-v02/Docs/HOWTO-COSMOS/

5. https://igel-community.github.io/IGEL-Docs-v02/Docs/Cheatsheet-IGELCommunity/
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Using the IGEL Customer Portal
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Using the IGEL Customer Portal

IGEL Customer Portal®is the doorway to IGEL product-related services. Registering your company account here is
the first step to using IGEL products. After registration, you can also use the IGEL Customer Portal to submit and
manage support cases.

Registering for the IGEL Customer Portal

To register for the IGEL Customer Portal:

1. Open the IGEL Customer Portal” and click Register in the upper right corner of the menu bar:

IGEL Cloud Services Catalog Knowledge Register Login

Insert your question here

Dear Customers,
Welcome to IGEL Cloud Services.
If you don't already have an account please register
If you have any questions or need more information, please visit our Knowledge Base.

Services Software Hardware

Customer Sunnart Packag, frware Downlnad Declare UDC destriction

The IGEL Customer & Account Registration form opens.

2. Enter your user data.

6. https://support.igel.com/csm
7. https://support.igel.com/csm
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* Indicates required

Company Information L o )

* COMPANY NAME * ADDRESS
| | ~
Required information |
ADDRESS 2 *arry COMPANY NAME | ADDRESS
‘ ‘ POST CODE [| STATE/PROVINCE || LOGIN-EMAIL
WORKPHONE [ FIRSTNAME || LASTNAME v
* COUNTRY * POST CODE
Germany ’ v ‘ Please write N/A if no zip code is available ‘
* STATE/PROVINCE * INDUSTRY
‘ Others v ‘

Personal Information

* LOGIN-EMAIL * WORK PHONE

‘ Please use following format +1234567890 ‘

* FIRST NAME * LAST NAME

* CHOOSE YOUR PREFERRED LANGUAGE

English ‘ v ‘

| agree that IGEL will send me information about IGEL produ s & promotions by e-mail ("IGEL News") on a

upcoming e\
regular basis. | can unsubscribe from this at any time. The pr: g of my personal data is described in the Privacy Policy.
: * | HAVE READ AND ACCEPT THE IGEL CLOUD SERVICES TERMS AND CONDITIONS

(] *1HAVE READ AND ACCEPT THE IGEL APP CREATOR PORTAL TERMS AND CONDITIONS

IGEL Cloud S Ter Conditions can be found here

Conditions can be found here

r Portal Term:

IGEL App Cre:

Required information is marked with an asterisk (*) and is displayed in the right pane at the same time.
When you have entered all the information, you will no longer see a reference to the required information in the
right pane.

o IGEL Company Account Requirements
* Your name and email address
Must be a business email address with your company domain
No personal email addresses (solely B2B)
* No generic contact details or email addresses, e.g. (info@company.tld)
No shared (multi-user) accounts (e.g. support-team@company.tld)
Free email provider domains are not allowed (e.g. gmail.com, http://yahoo.com, etc.)

3. Click Submit.
A confirmation email will be sent to you.
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4. Check your mailbox and confirm your registration by clicking on the appropriate link. If you have
not received the email, please check your spam folder.
Your user data will now be internally checked. When your registration has been approved, you will
receive an email confirmation containing your username and one-time password. As soon as you
log in for the first time, you will be prompted to change your password. The registration approval
process usually takes no more than 24 hours.

To ensure communication related to your registration is delivered, make sure your IT organisation does
not block noreply@id.igel.com® If you have registered, and your registration has been approved, please
make sure the welcome email containing your password is not in your spam folder, and has not been
quarantined by your organisation’s email system.

5.To login to the IGEL Customer Portal, click the button Log in in the received email.

Please remember your login email address. It will be used as Super Admin credentials, with which you can
later invite new users and assign them specific roles, see Managing Users and Roles in the IGEL Customer
Portal (see page 23).

Enabling Multi-Factor Authentication (MFA) for the IGEL Customer Portal

It is recommended to add multi-factor authentication (MFA) to your IGEL Customer Portal account.
The following methods are available:

¢ Authenticator app; the supported apps are:
* Google Authenticator
* Microsoft Authenticator
e Authy

* Email verification

Authenticator App
1. In the IGEL Customer Portal, open the user menu and select My IGEL ID Profile.

Catalog Knowledge My History & My Requests Usersv Configure Services v Tours e

Logout

- il . . —~ (4 .
! * ..:,} e *FP o ’ My IGEL ID Profile (&
- ,. -‘ ! l - _ —
o ¥ ’ \:, - : -+ -:‘ .‘ =

"~

8. mailto:noreply@id.igel.com

How to Start with IGEL 6/232


mailto:noreply@id.igel.com
mailto:noreply@id.igel.com

Using the IGEL Customer Portal

IGEL

You are taken to the IGEL ID Profile Management site in a separate browser tab or browser window.

2. Select MFA Settings.

IGEL ID Profile Management & sign out

& Profile Details O MFA Settings & Change Password

Multi-Factor Authentication

Current MFA Status

[J Authenticator App: Disabled

& Email Verification: Disabled

MFA Options
[J Authenticator App
Use an authenticator app like Google Authenticator, Microsoft Authenticator, or Authy to generate verification codes.

@ Set up Authenticator App

& Email MFA
Receive verification codes via email when you sign in to your account.

© Enable Email MFA

3. Click Set up Authenticator App.
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Using the IGEL Customer Portal 1

2 Profile Details O MFA Settings & Change Password

Multi-Factor Authentication

Current MFA Status

[ Authenticator App: Disabled
& Email Verification: Disabled

MFA Options

[ Authenticator App
Use an authenticator app like Google Authenticator, Microsoft Authenticator, or Authy to generate verification codes.

@ Set up Authenticator App

& Email MFA
Receive verification codes via email when you sign in to your account.

© Enable Email MFA

4. Scan the QR code with your authenticator app or enter the secret key manually.
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Using the IGEL Customer Portal 1
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& Profile Details O MFA Settings & Change Password

Multi-Factor Authentication

Set up Authenticator App
Scan this QR code with your authenticator app (like Google Authenticator, Microsoft Authenticator, or Authy).

If you can't scan the QR code, enter this secret key manually:

Enter the 6-digit verification code from your authenticator app:

X Cancel /Verify Code

5. Enter the 6-digit verification code from your authenticator app and verify it.
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Using the IGEL Customer Portal \I

& Profile Details O MFA Settings & Change Password

Multi-Factor Authentication

Set up Authenticator App

Scan this QR code with your authenticator app (like Google Authenticator, Microsoft Authenticator, or Authy).

If you can't scan the QR code, enter this secret key manually:

Enter the 6-digit verification code from your authenticator app:

X Cancel v Verify Code

When you log in to the IGEL Customer Portal, you will be prompted to enter the current verification code from your
authenticator app.

Email Verification
1. In the IGEL Customer Portal, open the user menu and select My IGEL ID Profile.
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Using the IGEL Customer Portal

Catalog Knowledge My History & My Requests Usersv Configure Services v Tours

.

P y IGEL ID Profile (2

You are taken to the IGEL ID Profile Management site in a separate browser tab or browser window.

2. Select MFA Settings.

IGEL ID Profile Management & Sign Out

& Profile Details O MFA Settings & Change Password

Multi-Factor Authentication

Current MFA Status

[0 Authenticator App: Disabled
& Email Verification: Disabled

MFA Options

() Authenticator App
Use an authenticator app like Google Authenticator, Microsoft Authenticator, or Authy to generate verification codes.

@ Set up Authenticator App

& Email MFA
Receive verification codes via email when you sign in to your account.

© Enable Email MFA

3. Click Enable Email MFA.
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IGEL ID Profile Management & sign out

& Profile Details O MFA Settings & Change Password

Multi-Factor Authentication

Current MFA Status

[J Authenticator App: Disabled

& Email Verification: Disabled

MFA Options

() Authenticator App
Use an authenticator app like Google Authenticator, Microsoft Authenticator, or Authy to generate verification codes.

@ Set up Authenticator App

& Email MFA
Receive verification codes via email when you sign in to your account.

© Enable Email MFA

When you log in to the IGEL Customer Portal, you will be prompted to enter the one-time authentication code sent
to you via email.

Changing Your Personal Information in the IGEL Customer Portal
1. In the IGEL Customer Portal, open the user menu and select My IGEL ID Profile.

Catalog Knowledge My History & My Requests Usersv Configure Services v

e

K ™
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You are taken to the IGEL ID Profile Management site in a separate browser tab or browser window.

2. Ensure that Profile Details is active and click Edit.

& Profile Details O MFA Settings & Change Password

Profile Information

Account Information Personal Information
Email Address First Name

(Email address cannot be changed)
Last Name

Account Name

QAS Test Company
Time Zone

Clobal Account ID Default (Europe/Berlin)

Phone Number
Assigned Roles Not set
Super Admin

App Portal Access
Yes

App Creator Portal Access
Yes

3. Edit your personal information as desired and click Save.

© rlease note the following about the phone number:
* When you set/edit your phone number, a text message is sent to that number for
verification purposes.
* Your phone number will be used to send a verification code for password reset (see Login
Credentials Forgotten? (see page 17)). If you have not provided a phone number, your email
address will be used instead.

How to Start with IGEL 13/232



Using the IGEL Customer Portal

2 Profile Details O MFA Settings & Change Password

Profile Information

Account Information

Email Address

X Cancel

Personal Information

First Name

BSave

-
(Email address cannot be changed)

Account Name
Last Name

Global Account ID
——

Assigned Roles Time Zone

Super Admin Default (Europe/Berlin)

App Portal Access
Yes Phone Number

App Creator Portal Access

Yes
Please include country code (e.g., +1for US)

Changing Your Password in the IGEL Customer Portal
1. In the user menu, click My IGEL ID Profile.

Catalog Knowledge My History & My Requests Usersv

Configure Services v Tours ‘

— .
My IGEL ID Profile (%

You are taken to the IGEL ID Profile Management site in a separate browser tab or browser window.

2. Click Change Password.
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IGEL ID Profile Management

& Profile Details O MFA Settings & Change Password

Profile Information

Account Information
Email Address

(Email address cannot be changed)

Account Name
QAS Test Company

Global Account ID

AppPortal Access
Yes

AppCreator Portal Access
Yes

Roles
Super Admin

Personal Information

First Name

Last Name

Time Zone
Default (Europe/Berlin)

Phone Number
Not set

(> Sign Out

3. Enter your current password and the new password, and confirm with Change Passwort. Please

note the password requirements.

How to Start with IGEL
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& Profile Details O MFA Settings & Change Password

Change Password

Current Password

®ecccsccccccscscscscee

New Password

Password must:

« You cannot repeat any of your last 6 passwords

Confirm New Password

Change Password

A confirmation message will be displayed briefly.

Logging in to the IGEL Customer Portal
1. Open the IGEL Customer Portal® and click Login.

o If your browser is already logged in to the IGEL Customer Portal, the IGEL App Portal, or the IGEL App
Creator Portal, you do not need to authenticate again. When you select Login, you are automatically
logged in via SSO.

2. Enter the credentials you used to register with IGEL and click Sign in.

9. https://support.igel.com/
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Sign in with your email and password

Email
Password

Forgot your password?

The IGEL Customer Portal opens. If you have configured MFA, you must enter a verification code first.

Login Credentials Forgotten?
1. Open the IGEL Customer Portal® and click Login.

2. Click Forgot your password? to reset a password.

A dialog for requesting a new password opens.

10. https://support.igel.com/
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N P

IGEL

Forgot your
password?

Enter your Email below and we will send a
message to reset your password

3. Enter the email address to which the verification code should be sent and click Reset my
password.

4. Check your email inbox for the email with the code. If you have not received the email, please
check your spam folder.

5. Provide the code you received under Code and set a new password.
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Using the IGEL Customer Portal

N P

We have sent a password reset code by email to
a"™ @a""". Enter it below to reset your password.
Code

New Password

Enter New Password Again

6. Confirm by clicking Change Password.
With the verified user data and the new password, you can now log in to the IGEL Customer Portal.
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IGEL Support Information on the IGEL Customer Portal

IG Ei: IGEL COSMOS Cloud Services Catalog  Knowledge  MyHistory&MyRequests  Usersw  Configure Services¥  Tours .

10 getacquainted with all the new features we have prepared a Guided 10Ur to assist you.
To take the tour click the Tours menu item in the header menu.
If you have any questions or need more information please visit our Knowledge Base.

New Case Cases RMA

Submit New Support Case View all cases Submit RMA request for IGEL hardware

Reset Key License Questions 0 UMS Registration

Submit Reset Key Request Submit License Questions

9 Users 0 User & Role Administration @ IGEL OS Onboarding
6 IGEL OS IdP @ Bring your IdP

[ Support Level: Priority Call: + Pin:

Services Software Hardware

Sofn DeclaralinC.

If you have Priority or Plus support, you can find the following support information on the landing page after login:

¢ Support Level

The level of support you have. You can find more information on support levels at https://
www.igel.com/support/.

e Call
Regional support number.

* PIN

The PIN that you use for authentication during a support call.

A
Changes in Support Contact Information

Starting from 12 August 2024 a new phone system is introduced at IGEL Support. As a result, the following
will change:

* New phone number to contact IGEL Support.
* New 8 digit authentication PIN. The new PINs are assigned to individual users and not to
customer accounts and they will change periodically.

You will find the new information after login under Call and PIN.

Creating Support Cases in the IGEL Customer Portal for Different Environments

When submitting a new case, you need to select the type of your environment under Is this a production
environment?.
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Using the IGEL Customer Portal

Is this a production environment? Xk
POC / POV Environment v
--None --

Production Environment

Test Environment

+ POC / POV Environment

Select one of the three options using the drop-down menu:

* Production Environment - Your case is connected to a production environment. A production
environment is a real-time setting where users are working with the software.

¢ Test Environment - Your case is connected to a test environment. A test environment is an
internal environment, used to test, check, and validate new technology. The system is not used in
production.

¢ POC/POV Environment - Your case is connected to an IGEL supported Proof of Concept (POC) or
Proof of Value (POV) environment, where IGEL Presales and you are in touch.

Creating an RMA Request in the IGEL Customer Portal

You can submit a Return Material Authorization (RMA) request after registering for the IGEL Customer Portal.

The RMA request form is for IGEL hardware only.
If you would like to request an RMA for hardware produced by an IGEL partner, you need to refer to the
vendor's RMA process.

1. Click RMA or Request an RMA.

2. Fill out the RMA form with the following information:
Mandatory fields:

¢ Serial Number
e Complete description
¢ Delivery address (for new, or repaired devices)

The delivery address must be checked as it is not updated automatically and gets taken from the
customer’s registered details.

Optional fields:
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¢ Part Number

e Unit Type

e “MORE THAN ONE DEVICE”
If this drop-down is set to Yes, you can insert additional Serial Numbers of endpoints showing a

similar issue.

Get Help - Customer Portal

igel.com,

-3) Import bookmarks.. @ Prod - AWS @ Testgmail O QAS -without AWS O QAS Config Workspac... © PROD Config Workspa.

IGEL Cloud Services

Cotalog  Knowledge My History &My

Home > CustomerService D> Services > RM Search

YOUR CONTACT INFORMATION
To return evaluation units, please enter the text “Return DEMO device™ under “Complete description®.

Notice regarding customer data:

Ples personsl da disposal. IGEL Technology is not liable for any lost or confidential dats, sokware

ing dsta from the operating system or formating system

sle, delivery and licensing (see below

ou confirm that you've read and accepted this notice regarding

customer data.

hen 30 1GEL Thin Client is locked by password and we need to reset it, the device will be reset to factory defaults and updated to latest

Paragraph B I

"
0]
hl
[}
iii
il
il

& B ® o

Q
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Managing Users and Roles in the IGEL Customer Portal
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Managing Users and Roles in the IGEL Customer Portal

This article describes how to invite users, cancel or renew invitations, and add roles to a user or remove roles in the
IGEL Customer Portal. Also included is a description of how to use Okta or Ping as federated identity providers (IdP)
for logging in to your IGEL Cloud Services accounts.

Roles and Permissions

In the IGEL Customer Portal, you can find the following roles:

e Super Admin
The first account you register in the IGEL Customer Portal* > Register is your Super Admin
account. For details on registration, see Using the IGEL Customer Portal (see page 4).

lll

IG E‘i:. IGEL Cloud Services Catalog Knowledge Register

Welcome to IGEL Cloud Servig_»

Insert your question here

The Super Admin is the first user to register any new account.
Account Admin

OBS Admin

UMS Admin

App Creator

¢ Customer Support Account Manager

The users with these roles have the following permissions:

Super Account oBS UMS App Customer
Admin Admin Admin Admin Creator Support
Account
Manager
Account Management
View account (/] (/]
User Management
View users (/] (/]
Invite users (/] (/]
Add / remove user roles (/] (/]

OBS IdP (Onboarding Service Identity Provider)

11. https://support.igel.com
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Register IGEL OS IdP
Use OBS instance

IGEL OS Onboarding
Register OBS instances
View OBS attributes
Use OBS attributes
Create OBS attributes

Add / change OBS
attributes

UMS Management
View UMS instances
Use UMS instances
Create UMS instances

Add / change UMS
instances

App Creator Portal

Create apps via the IGEL

App Creator Portal

Super
Admin

@ o

@ ¢ 0 0 o

@ 0 0 o

o

Support [ Case Management

View support cases
Submit support cases
View RMA cases
Submit an RMA case

Submit reset key cases

Submit license question

cases

How to Start with IGEL

@ 0 06 0 0 o

Account
Admin

OBS
Admin

@ o

@ © 0 0 o

UMS
Admin

@ 0 0 o

App
Creator

IGEL

Customer
Support
Account
Manager

@ 0 06 0 00 o
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Managing Users and Roles in the IGEL Customer Portal

Inviting a User and Assigning a Role

In the following example, we will invite a new user and make this user an OBS administrator.

1. Open the IGEL Customer Portal®, log in to your admin account, and select Users > User & Role
Administration.

Catalog Knowledge My History & My Requests Advanced Service Users v Configure Services ¥ My Company Subscriptions ¥ Tours

Overview ? I j -~
Jie o

o

I User & Role Administration I -

Bring your IdP
Welcome to |G et
My Profile

Insert your question here

2. Select Invite new user.

Cloud Services Catalog Knowledge My History & My Requests Advanced Service Users v Configure Services v My Company Subscriptions v Tours
Home > CustomerService » Services 2 User&Role Administration Search Q
* |ndicates required
~Ar 0 DAlA AArA A ictrat: A
User & Role Administration
User & Role Administration
Required information
*Please choose
None . |
l 3
- None --
| Invite new User
Add aditional role
Remove role

3. Provide the data of the new user:
¢ First name: First name of the user
¢ Last name: Last name of the user
¢ E-mail (required): E-mail address of the user
* Language: Preferred language for the user

12. https://support.igel.com
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Managing Users and Roles in the IGEL Customer Portal

Cloud Services Catalog Knowledge My History & My Requests Advanced Service Users v Configure Services v My Company Subscriptions ¥

Home > CustomerService » Services 2 User&Role Administration Search Q

User & Role Administration

User & Role Administration

*Please choose

Invite new User

ﬂv st Name \

lke

Last Name

Igel

* E-Mail

@igel.com l

Language

English

4, Select OBS Admin as the role and click Submit.

Cloud Services Catalog Knowledge My History & My Requests Advanced Service Users v Configure Services v My Company Subscriptions v

Home > CustomerService » Services 2 User&Role Administration ‘Sealch ‘Q

User & Role Administration

User & Role Administration

*Please choose

Invite new User ‘ v ‘

First Name
‘ lke ‘

Last Name

‘ Igel ‘

* E-Mail

‘ @igel.com ‘

Language

English ’ . ‘

*Please select the role you would like to add/remove for this user

o

0BS Admin x

The invitation mail is sent to the user.
The list of users is displayed; it includes the newly added user.
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Managing Users and Roles in the IGEL Customer Portal

All> Account = Test Company

Account Email Role Active Invitation Status

@igel.com OBS Admin Pending Pending

@igel.com UMS Admin Pending Pending

I@igel.com OBS Admin Pending Pending

f@temp.mailbox.org App Portal User Pending Pending

1@igel.com App Portal User Yes Accepted

’ 1(2|3] > ‘ Rows 1-100f25

When the user accepts the invitation, the account is created, and the role is assigned. (If the user
declines, the account is not created.)
The Super Admin receives a confirmation e-mail.

Canceling and Resending Invitations

You can cancel or resend pending invitations if you have one of the following roles:

e Super Admin
e Account Admin

o Pending invitations older than 30 days will be deleted automatically. If an invitation has been deleted, you
can create a new one.

1. Open the IGEL Customer Portal®, log in to your admin account, and select Users > Overview.

Catalog Knowledge My History & My Requests Advanced Service Users v Configure Services ¥ My Company Subscriptions ¥ Tours

I Overview

User & Role Administration

Bring your IdP

Welcome to |G R

My Profile

Insert your question here

The users are listed.

2. Find the relevant user and click on Resend or Cancel, as appropriate.

13. https://support.igel.com
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All> Account =1

Account Email Role Active Invitation Status Action

QAS Test Company @igel.com App Portal User Pending Pending Resend m
QAS Test Company \@igel.com App Portal User Yes Accepted

QAS Test Company App Portal User Yes Accepted

QAS Test Company : t@igel.com App Portal User Yes Accepted

Adding a Role to an Existing User

1. Open the IGEL Customer Portal*, log in to your admin account, and select Users > User & Role
Administration.

Overview

User & Role Administration

Bring your [dP
Welcome to |G e
My Profile
Insert your question here

2. Select Add additional role.

Cloud Services Catalog Knowledge My History & My Requests Advanced Service Users v Configure Services ¥ My Company Subscriptions ¥

Home > CustomerService » Services 2 User&Role Administration ‘Seaych

Q
* Indicates required
User & Role Administration

User & Role Administration

Required information

*Please choose

B

| ]

--None -

Invite new User

Add aditional role

Remove role

3. Select one or more users that should be assigned the role.

14. https://support.igel.com
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Managing Users and Roles in the IGEL Customer Portal

* Indicates required

User & Role Administration

User & Role Administration

*Please choose

Add aditional role

*please select all users you want to assign an additional role to

|

(O

Submit

I Q)
m,
e

Required information

Please select all users you want to assign an
additional role to

4, Select OBS Admin as the additional role and click Submit.

User & Role Administration

User & Role Administration

*please choose

‘ Add aditional role

*please select all users you want to assign an additional role to

‘ x

Additional role

‘ i [oss;\dmin

The updated list of users is displayed.

All>Account =

Account Email Role

App Portal User

0OBS Admin

0OBS Admin
n App Portal User

1 0OBS Admin
Account Admin

Super Admin

Rows 1-7of 7

Active
Yes

Yes
Pending
Yes
Pending
Yes

Yes

Invitation Status
Accepted
Accepted
Pending
Accepted
Pending

Accepted

Removing a Role / Deactivating a User

You can remove one or more rules from a user. If you deactivate a user, the account is deleted. No e-mails will be

sent to this account anymore.

How to Start with IGEL
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1. Open the IGEL Customer Portal, log in to your admin account, and select Users > User & Role
Administration.

Catalog Knowledge My History & My Requests Advanced Service Users ¥ Configure Services ¥ My Company Subscriptions ¥ Tours

Overview

User & Role Administration

Bring your [dP

Welcome to |G IREEEE
My Profile

Insert your question here

2. Select Remove role.

* |ndicates required

User & Role Administration

User & Role Administration

Required information

*Please choose
[ 3]
--None -

Invite new User

Add aditional role

(|

3. Select the user from whom you want to remove a role.

User & Role Administration

User & Role Administration

*Please choose

)

Please select the user you want to remove from this role

| -]
I 3]

—

4. Select the role you want to remove from the user.
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* Indicates required

I Q)
m,
S

Submit

User & Role Administration

User & Role Administration

Required information

*please choose Please select the role you would like to
add/remove for this user

(e E

Please select the user you want to remove from this role

e .

*please select the role you would like to add/remove for this user
I 3]

Customer Support Account Manager

5. Click Submit to confirm the change.

User & Role Administration

User & Role Administration

*Please choose

— 3

Please select the user you want to remove from this role

o x.‘

*please select the role you would like to add/remove for this user

© | Customer Support Account Manager x N ]

This user only has one role, removing it will deactivate the user

Using Okta as Federated Identity Provider

Setting Up an App Integration in Okta

For federating identities from Okta to Azure Active Directory (AAD), which is used in IGEL Cloud Services, you must
set up an application integration in your Okta tenant. For this purpose, we will create a SAML 2.0 application.

1. Log in to your administrator account at Okta, go to Applications, and click Create App
integration.
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2 Applications @ Help
[ Browse App Catalog Assign Users to App ] More v l
Search
STATUS @ Okta Admin Console
ACTIVE (o]
INACTIVE ) @ Okta Browser Plugin
Okta Dashboard
2. Select SAML 2.0 and click Next.
X

Create a new app integration

Sign-in method

Learn More (3

OIDC - OpenlID Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with
the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APls using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

3. Define an App name and, optionally, an App logo, and click Next.

How to Start with IGEL
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#:Create SAML Integration

° General Settings

1 General Settings

( )

App name

App logo (optional) @
[

\ /

App visibility Do not display application icon to users

o =

4. Edit the SAML connection details as follows:

* Single signon URL: Enter https://login.microsoftonline.com/login.srf
Use this for Recipient URL and Destination URL: Activate this checkbox.
Audience URI (SP Entity ID): Enter urn: federation:MicrosoftOnline
Application username: Set this to Email.
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A  SAML Settings

General

Single sign-on URL @ https://login.microsoftonline.com/login.srf

Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ urn:federation:MicrosoftOnline

Default RelayState @

If no value is set, a blank RelayState is sent

Name ID format @

Unspecified v
Application username @ Email .
Update application username on Create and update .

5. Add the following attributes:
* Name: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/

emailaddress ;Value: user.email
e Name: NameID Format ;Value: urn:oasis:names:tc:SAML:2.0:nameid-

format:persistent

Attribute Statements (optional) LEARN MORE

Name Name format Value

(antional)

http://schemas.xmlso: | Unspecified v user.email v

NamelD Format Unspecified v urn:oasis:names:tc:SAML:2.0:nameid- v

Add Another
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6. Finish your app integration.

Extracting the SAML 2.0 Connection Data

In this step, we will extract the connection data which will be used for creating an external identity that will be used
for the IGEL Onboarding Service (OBS).

1. Open the settings for your application and select Sign On.
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. lgel SSO

‘ Active ~

©

‘ L 4 ‘ View Logs Monitor Imports

Once you have a working SAML integration, submit it for Okta review to publish in the OAN.

General Sign On Import Assignments

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an application.

Some sign-on methods require additional configuration in the 3™ party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

Identity Provider metadata is available if this application supports dynamic configuration.

2. Click on the link Identity Provider metadata to download the data we will use afterward for
configuring the IGEL Onboarding Service (OBS). The data is contained in an XML file. Also, note
down the URL from this link, as we will need it later on.

Example metadata file:
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kta.com >
questsSigned="(alse” protocolSupportEnumeration="urn oas

rm:oasis:names:tc:SAML:1.1:nameid-format.unspecified

—<;

urn:oasis:names:tc:SAML:1.1:nameid-format.emailAddress

Binding="urn oasis names:tc. SAML:2.0:bin HTTP-POST" Location="ntlps

aml'/>

Binding="urn:oasis:names:tc.SAML:2 0:bindings:HTTP-Redirect” Location="https
vssolsaml'/>

Configuring Okta as Your Federated IdP

1. Open the IGEL Customer Portal®, log in to your admin account, and select Users > Bring your IdP.

Overview

User & Role Administration

Bring your IdP

Welcome to |G Exass

My Profile

Insert your question here

2. Enter the following data from your metadata file:
* Issuer URI: Value of the attribute entityID of the

element <md:EntityDescriptor>

ol [EarecoisupportEnumeration="urn:oasis:names:tc:SAML:2 0:protocol">

15. https://support.igel.com
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¢ Passive authentication endpoint: Enter the value of the Location attribute of the

<md:SingleSignOnService> element.

=s >
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress
</ >

< Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location=}https://trial- 1.okta.com/app!/trial-

="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location="https://trial- okta.com/app/trial-
/sso/saml"/>

e Metadata URL: Enter the URL of the link Identity Provider metadata you have used before
to download the metadata file.
¢ Domain name of federating IdP: The part of Passive authentication endpoint before the

/app/ withoutthe https:// .Example: mycompanydomain.okta.com

Bring your IdP

Register SAML connection data for federated IdPs

http://www.okta.com/e

* Passive authentication endpoint

https:/| .okta.com/app/ _igelsso_1/ /sso/saml

Metadata URL

https:// .okta.com/app/i 3/sso/saml/metadata

* Domain name of federating IdP

.okta.com )

Actions Domain name

No data to display

*

Certificate

3. Under Associated Domains, add the domains that will be associated with your federate IdP.
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Bring your IdP

Register SAML connection data for fed

* |ssuer URI

‘ http://www.okta.com/e

* passive authentication endpoint

‘ https:/ .okta.com/app/ _igelsso_1/ /sso/saml

Metadata URL

‘ https:/, .okta.com/app/ 3/ssof/saml/metadata
* Domain name of federating IdP
‘ .okta.com

(. N

Associated Domains

Actions Domain name

No data to display

\. V.

*

Certificate

4. Under Certificate, paste the content of the <ds:X509Certificate> elementand then
click Submit.
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Actions Domain name

= B

L /

Assigning the Application to the Users

In the final step, we will assign the relevant users to the application we have created. When this is done, these users
will be able to onboard their devices to the UMS in their company network.

You can assign groups of users or single users.

1. In your Okta application, select Assignments.
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.. lgel SSO

: Active ~ L View Logs Monitor Imports

Once you have a working SAML integration, submit it for Okta review to publish in the OAN.

General Sign On Import | Assignments I

S
{ Convert assignments ¥ Search... People ~
Filters Person Type
People Test1 Test1 P, »
Individual .
Groups testuseri@t v.okta.com
Test2 Test2
Individual 7 X
testuser2@ s.0kta.com

2. Assign the users to our new application.
Using Ping as Federated Identity Provider

Setting Up an App Integration in Ping

For federating identities from Ping to Azure Active Directory (AAD), you must set up an application integration in
your Ping tenant. For this purpose, we will create a SAML 2.0 application.

1. Login to your account at Ping, go to Connection > Applications, and then add an application.
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lPingldentity. @ - ® Exg

Environments

: : [ Add Application
Administrators Appllcatlons o
Production
Q Name and Describe Application
< Connections
Create a name and description for this application that will make it easy to identify
APPLICATIONS 4 Applications by Application Name ¥

S Application Name *
AppEcEtions Test Applikation
0O AAD_APP

Client ID: 42d6943e-72

PingOne Admin C Description
Client ID: 9b35ec7c-06

PingOne Applicat
Client ID: Ofbe6a70-84 A

Application Catalog

Application Portal
[ NEW ]

IDENTITY P

External IDPs Icon

Pi PingOne Self-Sen
1 Ciient ID: d118512d-34
PING PROD A

PingFederate Max Size 1.0 MB

Choose Application Type

0 ®

Pingintelligence

SAML Application OIDC Web App
Gateways Applications that are Web applications that are
accessed within a browser accessed within a browser
Certificates & KeyPairs using the SAML protocol. using the OpenlD Connect
protocol.

-

Single-Page Worker
Front-end applications that Applications that can use
use an APl to retrieve data. the PingOne admin API.

SAML Application

Some additional configuration is required to create a SAML application.

Connection Type SAML

2. Enter an Application Name, select SAML Application as the application type, and then
click Configure.
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Environments
Administrators
Production

< Connections
APPLICA

Applications

Application Catalog

Application Portal
[ NEW ]

IDENTITY P

External IDPs

PING PROD

PingFederate

Pingintelligence

Gateways

Certificates & KeyPairs
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Applications @

Q

4 Applications by Application Name 1

0

Ping

AAD_APP
Client ID: 42d6943e-7z

PingOne Admin C
Client ID: 9b35ec7c-06

PingOne Applicat
Client ID: Ofbe6a70-84

PingOne Self-Sen
Client ID: d1f8512d-34

[ Add Application

Name and Describe Application

® Exj

Create a name and description for this application that will make it easy to identify

Application Name *

Test Applikation

Description

Icon

Max Size 1.0 MB

0

SAML Application

Applications that are
accessed within a browser
using the SAML protocol.

\-

/

O

Single-Page

Front-end applications that
use an APl to retrieve data.

SAML Application

A

®

OIDC Web App
Web applications that are
accessed within a browser

using the OpenlD Connect
protocol.

Worker

Applications that can use
the PingOne admin API.

Some additional configuration is required to create a SAML application.

Connection Type SAML

3. In the SAML Configuration dialog, select Manually Enter and enter the following data:

* ACSURLs: Enter https://login.microsoftonline.com/login.srf

How to Start with IGEL
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 Entity ID: Enter the prefix https://login.microsoftonline.com/ followed by

the Azure Active Directory tenant ID.

[C] Add Application

SAML Configuration

Provide Application Metadata
O Import Metadata () Import From URL

ACS URLs *

https://login.microsoftonline.com/login.srf

+ Add

Entity ID *

| https://login.microsoftonline.com/c

4. Create the application.

5. Edit/create the following attribute mappings:
* Map saml_subject to User ID.

@® Manually Enter

* Create the identifier http://schemas.xmlsoap.org/ws/2005/05/identity/

claims/emailaddress andmapitto Email Address.

How to Start with IGEL
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AAD_APP .
m Client ID: 42d6943e-7af9-43e2-a34c-a4d255ea1a3f (> ¢ X
Overview  Configuration  Attribute Mappings Policies  Access
I If this Application is accessible by users from more than one External IdP, it is recommended that you

map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

These mappings associate PingOne user attributes to SAML or OIDC attributes in the application. See Mapping o
attributes
P | AAD_APP PingOne
saml_subject User ID Required
h http://schemas.xmlsoap.org/ws/2005/05/ide ... Email Address Required

6. Finish the application setup.

Obtaining the SAML 2.0 Connection Data

In this step, we will get the connection data which will be used for creating an external identity that will be used for
the IGEL Onboarding Service (OBS).

- Open the settings for your application and select Configuration.
The relevant data is shown and can be copied to the clipboard.
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AAD_APP
D Client ID:

Overview  Configuration Attribute Mappings Policies Access

Configuration details for a SAML application

Connection Details

( Download Metadata )

(_ Download Signing Certificate )
Issuer 1D
https://auth.pingone.eu/

Single Logout Service
https://auth_pingone. eult D

Single Signon Service
https://auth._pingone.eu/

IDP Metadata URL

https://auth.pingone.eu/l

Initiate Single Sign-On URL
https://auth.pingone.euw/f # - ag—
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AAD_APP
D Client ID:

Overview  Configuration Attribute Mappings Policies Access

Configuration details for a SAML application

Connection Details

( Download Metadata )

(_ Download Signing Certificate )
Issuer 1D
https://auth.pingone.eu/

Single Logout Service
https://auth_pingone. eult D

Single Signon Service
https://auth._pingone.eu/

IDP Metadata URL

https://auth.pingone.eu/l

Initiate Single Sign-On URL
https://auth.pingone.euw/f # - ag—
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 AAD_APP €@ : x

Client ID

Overview Configuration Attribute Mappings Policies Access

Configuration details for a SAML application o

Connection Details

(_Download Metadata )

( Download Signing Certificate )

Issuer 1D

https://auth.pingone.eu/ D

Single Logout Service

https://auth_pingone. eult D
Single Signon Service '
https://auth.pingone.eu/! D

" IDP Metadata URL
https://auth.pingone_eu/ ) s

Initiate Single Sign-On URL
https://auth.pingone.eu/! . g . . 8

Configuring Ping as Your Federated IdP

1. Open the IGEL Customer Portal®, log in to your admin account, and select Users > Bring your IdP.

16. https://support.igel.com
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Overview

User & Role Administration

Bring your IdP

Welcome to |G s

My Profile

Insert your question here

2. Enter the following data from your metadata file:
* Issuer URI: The Issuer ID from the Ping Configuration page.
¢ Passive authentication endpoint: The value of Single Signon Service from the
Ping Configuration page.
* Metadata URL: The IDP Metadata URL from the Ping Configuration page.
* Domain name of federating IdP: Enter the domain name that is associated with your Ping
account.
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Installing / Upgrading to IGEL UMS 12

This article describes how to install IGEL Universal Management Suite (UMS) 12 or upgrade your existing UMS
installation and provides information on what should be considered before and during the installation / update.

Before Installation / Upgrade

UMS Licensing

The feature-based licensing model for the IGEL UMS is released with UMS version 12.07.100. With the feature-based
license model, UMS features are activated based on the deployed UMS License. For details, see IGEL Software
Licenses for IGEL OS and IGEL UMSY".

o The IGEL UMS can be installed without a technical license, providing access to features of the Essential
UMS License. You need a UMS License to unlock Standard and Enterprise features of the UMS. For details,
see IGEL OS Editions®.

Update Requirements
You can update to UMS version 12.01.110 or higher from UMS 6.x

If you participated in the program for validation and testing of IGEL OS 12, you can also update to UMS 12.01.110
from

* UMS 12.00.900
e UMS12.01.x

Before the update, it is always recommended to make a backup of your current system. For details on how to create
backups, see Creating a Backup of the IGEL UMS*®,

IGEL Cloud Gateway (ICG) with IGEL OS 12 and IGEL OS 11 Devices

If you exclusively manage IGEL OS 12 devices, you may not need an IGEL Cloud Gateway (ICG) between your UMS 12
and your devices, regardless of whether the devices are inside or outside the company network. Whether an ICG is
required or not depends on your particular use case or policy. See IGEL Cloud Gateway vs. Reverse Proxy for the
Communication between UMS 12 and IGEL OS Devices®. If you manage remote IGEL OS 11 devices and want to
manage also your remote IGEL OS 12 devices via ICG, ICG 12 is required.

If you manage your remote IGEL OS 12 devices without ICG and your remote IGEL OS 11 devices with ICG, you can
use ICG 12 or ICG 2.x.

Note the following, especially if you use any special policies or other components between the devices and
the IGEL Universal Management Suite (UMS) or the IGEL Cloud Gateway (ICG):

17. https://kb.igel.com/en/igel-subscription-and-more/current/igel-software-licenses-for-igel-os-and-igel-ums

18. https://kb.igel.com/en/igel-subscription-and-more/current/igel-os-editions

19. https://kb.igel.com/en/universal-management-suite/current/creating-a-backup-of-the-igel-ums

20. https://kb.igel.com/en/universal-management-suite/current/igel-cloud-gateway-vs-reverse-proxy-for-the-commun
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® |GEL OS 12 devicesuse TLS 1.3
® |GEL OS 11 devicesuse TLS 1.2

The hardware requirements for ICG 12 are the same as for ICG 2.x with the exception that ICG 12 requires 4 GB of
RAM instead of 2 GB, see Prerequisites for Installing IGEL Cloud Gateway?.

Installing / Upgrading the IGEL UMS
1. Download IGEL UMS 12 from the IGEL Download Server®,

2. Consider the installation requirements, see Sizing Guidelines for IGEL UMS 12 and IGEL OS 12* and
Installation Requirements for the IGEL UMS*.
If you are going to upgrade your existing UMS installation, see also IGEL UMS Update®.

3. Install / update the UMS. Depending on your needs, you can install standard UMS, Distributed
UMS, or UMS High Availability.
When selecting the installed components, include the UMS Web App and the UMS Console into the
installation - both of them are currently required for the management of your UMS installation
and devices.

21. https://kb.igel.com/en/igel-cloud-gateway/current/prerequisites-for-installing-igel-cloud-gateway

22. https://www.igel.com/software-downloads/

23. https://kb.igel.com/en/universal-management-suite/current/sizing-guidelines-for-igel-ums-12-and-igel-os-12
24. https://kb.igel.com/en/universal-management-suite/current/installation-requirements-for-the-igel-ums

25. https://kb.igel.com/en/universal-management-suite/current/igel-ums-update
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% Setup - Universal Management Suite 12 (== x]
Select Components H
Which components should be installed? C

Select the components you want to install; dear the components you do not want to install. Click Next
when you are ready to continue.

|Standard UMS with embedded database v
(®) Standard UMS (stand-alone) 1.148,3 MB
- [¥] with UMS Web App 416,5MB
- [¥] with UMS Console 170,4 MB
- [#] with Embedded Database 20,1 MB
(O Distributed UMS 541,6 MB
- [] with UMS Web App 416,5MB
- [_] with UMS Console 170,4 MB
(O UMS High-Availability-Network
- [_]UMS Server 616,4MB
- [_] with UMS Console 170,4 MB
“.[] with UMS Web App 416,5MB
- [ ]UMS Load Balancer 215,4MB
(O Only UMS Console 170,4MB

Current selection requires at least 1.267,5 MB of disk space.

< Back || Next > | | Cancel

Detailed Instructions

Detailed information on how to install the UMS can be found under:
Windows: IGEL UMS Installation under Windows®

Linux: IGEL UMS Installation under Linux*

Post Installation Configurations: Post-Installation Configuration of the IGEL UMS Server®®

A\ During the installation / update on Linux, you have to confirm or enter the IP address of the UMS Server. If
you do not adjust the IP address, the web certificate of your UMS Server may contain the wrong IP, which
results in problems with device registration. See Troubleshooting Invalid Web Certificate and Errors by
Device Registration after the Installation of the IGEL UMS 12 on Linux®.

26. https://kb.igel.com/en/universal-management-suite/current/igel-ums-installation-under-windows

27. https://kb.igel.com/en/universal-management-suite/current/igel-ums-installation-under-linux

28. https://kb.igel.com/en/universal-management-suite/current/post-installation-configuration-of-the-igel-ums-se
29. https://kb.igel.com/en/universal-management-suite/current/troubleshooting-invalid-web-certificate-and-errors

How to Start with IGEL 52/232


https://kb.igel.com/en/universal-management-suite/current/igel-ums-installation-under-windows
https://kb.igel.com/en/universal-management-suite/current/igel-ums-installation-under-linux
https://kb.igel.com/en/universal-management-suite/current/post-installation-configuration-of-the-igel-ums-se
https://kb.igel.com/en/universal-management-suite/current/troubleshooting-invalid-web-certificate-and-errors
https://kb.igel.com/en/universal-management-suite/current/igel-ums-installation-under-windows
https://kb.igel.com/en/universal-management-suite/current/igel-ums-installation-under-linux
https://kb.igel.com/en/universal-management-suite/current/post-installation-configuration-of-the-igel-ums-se
https://kb.igel.com/en/universal-management-suite/current/troubleshooting-invalid-web-certificate-and-errors

Installing / Upgrading to IGEL UMS 12

Detailed information on how to upgrade the UMS can be found under:
Windows: Updating the IGEL UMS under Windows™®
Linux: How to Update the IGEL UMS under Linux®

o For Update Installations Only

As of UMS 12, the MDM feature is no longer available. Cancel the upgrade to UMS 12 if you still need the

MDM feature:

The MDM feature has been removed in UMS 12, These devices can no longer be
managed after completing this update installation.

NOTE: If you have been using the MDM so far and will need the MDM function in the
future, itis recommended to cancel the installation of the update now.

® Setup - Universal Management Suite 12 ILli-

MDM @
MDM feature removed @

Only if you have a Distributed UMS installation: During the update installation, it will be checked whether
only one UMS Server is running and the others are stopped. If not, stop all UMS Servers except one and
proceed with the update; otherwise, you risk losing data. After the update on this server is complete, you
can update the remaining UMS Servers, either simultaneously or one after another. But see also Known

Issues UMS 12.01.110%.

@ tisrecommended to check your rights since UMS 12 has new permissions, e.g. UMS Console > System >
Administrator accounts > New / Edit > General - WebApp > App Management for managing IGEL OS
Apps. See General Administrator Rights in IGEL UMS™®, See also User Management and IdP Management in

the IGEL UMS Web App*.

Network Changes - UMS 12 Communication Ports

If you are going to make network changes, consider the following ports and paths:

® ForIGEL OS 12 devices, TCP 8443 /device-connector/* isrequired.

SSL can be terminated at the reverse proxy / external load balancer (see Configure the UMS to

Integrate Reverse Proxy with SSL Offloading®) or at the UMS Server.

* Forimporting IGEL OS 12 Apps to the UMS from the IGEL App Portal, the URL https://app.igel.com/

(TCP 443) is required.

30. https://kb.igel.com/en/universal-management-suite/current/updating-the-igel-ums-under-windows
31. https://kb.igel.com/en/universal-management-suite/current/how-to-update-the-igel-ums-under-linux
32. https://kb.igel.com/en/universal-management-suite/current/known-issues-ums-12-01-110

33. https://kb.igel.com/en/universal-management-suite/current/general-administrator-rights-in-igel-ums

34. https://kb.igel.com/en/universal-management-suite/current/user-management-and-idp-management-in-the-igel-ums

35. https://kb.igel.com/en/universal-management-suite/current/configure-the-ums-to-integrate-reverse-proxy-with-
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Installing / Upgrading to IGEL UMS 12

® For the UMS Web App, TCP 8443 /webapp/* and /wums-app/* are required.
¢ Forthe UMS Console, the root is required, i.e. TCP 8443 /*
¢ For IGEL OS 11 devices, TCP 30001 and TCP/UDP 30005 are required.

For more information on UMS ports, see IGEL UMS Communication Ports®,

The web server port (default: 8443) can be changed under UMS Administrator > Settings. If you do not
configure the Cluster Address, it is recommended to change the port before registering any IGEL OS 12
devices. This is due to the fact that the already registered IGEL OS 12 devices won't be manageable
anymore after the change of the web server port if no Cluster Address is configured. In this case, you will
have to register these devices anew.

o The FQDN and port of your external load balancer / reverse proxy must be specified in the UMS
Console under UMS Administration > Global Configuration > Server Network Settings > Cluster
Address. Information on the Cluster Address can be found under Server Network Settings in the IGEL
UMS™.

36. https://kb.igel.com/en/universal-management-suite/current/igel-ums-communication-ports
37. https://kb.igel.com/en/universal-management-suite/current/server-network-settings-in-the-igel-ums
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Registering the UMS

e

IGE

Registering the UMS

To authenticate your IGEL Universal Management Suite (UMS) to the IGEL Cloud Services and the IGEL License
Portal (ILP), you must register your UMS. This involves uploading the UMS ID, essentially a certificate of your UMS,
to the IGEL Customer Portal and the ILP.

Exporting the UMS ID

To upload the UMS ID, we must export it from the UMS. For details, see How to Export the UMS ID®,

Registering the UMS in the IGEL License Portal (ILP)

For a step-by-step guide, see How to Register the UMS ID in ILP®,

Registering the UMS in the IGEL Customer Portal

@ The registration of the UMS is required if you manage IGEL OS 12 devices. If you manage IGEL OS 11
devices only, the registration of the UMS is recommended, but not obligatory.

1. Open the IGEL Customer Portal® in your browser and log in to your admin account.

2. From the Configure Services menu, select UMS Registration.

UMS Registration

Search Q ® IGEL OS Onboarding

3. Click Register a new UMS Instance.

38. https://kb.igel.com/en/universal-management-suite/current/how-to-export-the-ums-id
39. https://kb.igel.com/en/igel-subscription-and-more/current/how-to-register-the-ums-id-in-ilp
40. https://support.igel.com/
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Registering the UMS

UMS Management

All> Account = Test Company I Register a new UMS Instance
UMS Name X.509 Certificate Expiration Date = Fingerprint Enable App Portal = Created by(owned_by) Created Updated v
2042-04-09 = true 2023-02-  2023-02-09
11:03:49 09 12:07:23
12:07:23
2042-04-08 true 2023-02- 2023-02-09
06:10:55 09 11:39:19
11:39:19
2042-04-07 2. true 2023-02- 2023-02-06
l 15:08:18 06 15:02:02
15:02:02
2042-03-28 B... true - 2023-02-  2023-02-03

4. Edit the data as follows:

* UMS Name: Display name for your UMS

e Comments: Optional comment

* Enable App Portal: Must be activated to enable access to the App Portal by the UMS.
Technically, this option allows the App Portal to request the UMS ID.

¢ Enable Insight Service: Allows the Insight Service to collect analytical and usage data for
further improvement and inform you about available updates. For details, see IGEL Insight
Service (see page 217).

* Required - Upload: Upload the certificate file (UMS ID) of your UMS. Make sure that the

certificate file has the extension .cer, .crt,or.pem

UMS Registration

Register your UMS instance and upload your X.509 certificate

This item only works with 0512

Upload your X.509 certificate.
The certificate will be automatically linked to your IGEL Cosmos User account

ﬂ\splsy Name \

‘ UMS lke ‘

Comments

This UMS belongs to lke ‘

Options
Enable App Portal
Enable Insight Service

* Please upload your UMS ID Certificate (only .cer / .crt / .pem files will be accepted!)
UMS_ID.crt

= =
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5. Click Submit.

UMS Registration

Register your UMS instance and upload your X.509 certificate

This item only works with 0S12

Upload your X.509 certificate.
The certificate will be automatically linked to your IGEL Cosmos User account

* Display Name

‘ UMS ke ‘

Comments

This UMS belongs to lke ‘

Options
Enable App Portal
Enable Insight Service

* Please upload your UMS ID Certificate (only .cer / .crt / .pem files will be accepted!)

UMS_ID.crt

‘ X Delete

After a few seconds, the new UMS is registered. If you toggle the sorting by Updated, your newly registered UMS
should be displayed on top.

= UMS Management
All>Account = Test Company
UMS Name X.509 Certificate = Expiration Date = Fingerprint Enable App Portal Created by(owned_by) Created |Updated| v
UMS lke 2042-04-09 true 2023-04- 2023-04-14
06:10:55 14 12:28:39
12:28:39
2042-05-19 . true 2023-03- 2023-04-11
10:10:47 31 14:28:42
11:45:02
2042-06-04 true 2023-04- 2023-04-11
12:10:30 11 11:27:51
11:27:51
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IGEL

Initial Configuration of the IGEL Onboarding Service (OBS)

For onboarding your users and devices, IGEL Cloud Services need to know your UMS and your users. The UMS is
identified and authenticated by its fully qualified domain name (FQDN) or IP address and its root certificate. The
users are authenticated by an external identity provider (IdP). For that, we are using the OpenlID Standard to obtain
user information and the standardized OAuth 2.0 authorization protocols. Please follow our instructions to register
the OBS as an app in your Microsoft Entra ID, Ping Identity, Okta, or other IdP.

If you want to register your remote IGEL OS 12 devices via IGEL Onboarding Service and you use IGEL Cloud
Gateway (ICG), you need to connect the IGEL Onboarding Service not with the UMS, but with the ICG. The ICG
version 12.01 or higher is required.

The configuration of the Onboarding Service is done in the following steps:

1. Activating the Onboarding Service (OBS) (see page 58)

2. Configuring the Identity Provider (see page 58)

3. Downloading the Root Certificate Chain of the UMS / ICG (see page 59): The root certificate chain is
needed for defining the route to the appropriate UMS / ICG.

4, Creating the Record Set for the OBS Routing (see page 62): Define the route to the appropriate UMS /
ICG. This includes linking our Microsoft Entra ID user to the UMS / ICG.

Activating the Onboarding Service (OBS)

o The activation of the Onboarding Service (OBS) is required once and must be performed by one person
from the company account. Once activated, the OBS can be managed by every user with the appropriate
rule.

1. Login to the IGEL Customer Portal™.

2. From the menu, select Activate IGEL OS Onboarding.

Configuring the Identity Provider

For the instructions on how to register the OBS as an app in your Microsoft Entra ID, Ping Identity, or Okta, see:

Microsoft Entra ID (see page 71)

Okta (see page 94)

Ping Identity (see page 106)

Other Identity Provider (see page 118)

41. https://support.igel.com/
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Initial Configuration of the IGEL Onboarding Service (OBS)

Downloading the Root Certificate Chain

If your UMS is to be connected directly to your endpoint devices, you download the certificate chain of the UMS; see
Of the UMS (see page 59). If your UMS is to be connected via ICG, you download the certificate chain of the ICG; Of the
ICG (see page 60).

Of the UMS
1. Open the IGEL UMS Web App, go to Network and open the Settings.

@ =< Network

umsi2

()| &

Q

UMS Server

|:] I SO 192.168.30.109

E},

oo
go

2. Select the tab IGEL OS Onboarding and copy UMS Hostname and UMS Port.
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Initial Configuration of the IGEL Onboarding Service (OBS)

":‘:3 Settings

IGEL OS Onboarding Network UMS Features

OBS Routing Info ®

UMS Hostname

192.168.30.109 (W)

UMS Port

8443 O

&, Download Certificate Chain

3. Click Download Certificate Chain.

The certificate file is downloaded to your file system. In the following step, we will use it for the
OBS routing.

Of the ICG (Required Only If the OBS Is Used with the ICG)
1. Open the IGEL UMS Web App, go to Network, and select the ICG server to which you want to
connect the OBS under IGEL Cloud Gateway.

0 If you have multiple ICG servers, it is possible to direct the OBS routing to one server only.

2. Copy the data from the fields External Address and External Port.
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IGEL Cloud Gateway Details

5fe722ec-be52-4020-9665-0febd6050163
April 5,2023
ClusterID  UMS-CLUSTER--58326-1648642724597-2-0

Debian GNU/Linux 8 (jessie)

Process Type  ICG
Port 8443
£rsion
External Address  icg
External Port 8443

Root Cert mingerpnnt-rarc 1
Root Cert. Fingerprint - Part 2
Root Cert. Fingerprint - Part 3

Root Cert. Fingerprint - Part 4

3.In the UMS Console, go to UMS Administration > Global Configuration > Certificate

Management > Cloud Gateway.

4. Export each certificate of the ICG's chain except for the end certificate: Right-click the certificate
and select Export certificate in the context menu.

Server Certificates

UMS Administration DL TEE

> UMS Network
v Global Configuration v
» B9 Licenses
v B> Certificate Management
# Device Communication
" Web
Cloud Gateway
B Device Network Settings
L1 Server Network Settings

¥ 1 Root certificate
Intermediate Certificate
# End Certificate

Subject Subject Alternative Names

C=US, L=14C """~~~ = =7 =
& Create signed certificate

,,f’_ﬁ Import signed certificate

ums.igel.com

© Remove certificate
[3 Export certificate
& Show certificate content

5. Copy the contents of each exported certificate in one file (the order of the certificates does not
matter) and save the fileas icg_chain.crt.

Example:
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e

IGE

MIIFPTCCAyWgAwIBAgIFAIGKvrEwDQYJKoZIhvcNAQELBQAwWYVZzEKMCIGALUEAwwbSUQ
tLTQ5NzE2

LTE20DE5NzkyNDEwWOTYt0COWMQOwWCwYDVQQKDARIROVMMRMWEQYDVQQHDA0oXNDAXODM
1IMDYyMQsw
jqzhUGI+dZyTguXkzM2T4ACJUVM7G3mWDSCuMpt51laaE8kGEB236cbY9qV4QA5giCKF
01PgJemQZ

3kDHONX9D1KSyJtAWS6CJaaGWMWXOwtuyEQ5sZ81UhGKnQ==

MITFMDCCAxigAwIBAgIFAPAZ/
aEwDQYJKoZIhvcNAQELBQAWVZEKMCIGAIUEAwWwbSUQtLTQ5NZE2
LTE20DE5NzkyNDEWOTY t0COWMQOWCwWYDVQQKDARIROVMMRMWEQYDVQQHDAOXNDAXODM
1IMDYyMQsw

wy/
0Y3S4LVHhWtA1T1dBza97uWk9zKL65HbwPFwwZ021Pjb2NaWIPL+OEAHPpk5eamCmFzJ
eUQge

OpwHv6AgvIyfEuxsMHURs98psMhw

Creating the Record Set for the OBS Routing
1. Change to the IGEL Customer Portal and select Configure Services > IGEL OS Onboarding.

Partner Portal Catalog Knowledge My History & My Requests Usersv Configure Services v Tours °

I UMS Registration l

Search Q ‘

IGEL OS Onboarding

2. Click Register IGEL OS Onboarding to create a new routing data record.
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= IGEL OS Onboarding Management

All= Account= Test Company Replace X.509 Certificate Update Mapped Domains Update Mapped Users Register IGEL OS Onboarding

Display Name UMS Hostname UMS Port = Created by OBS Root Certificate Created Fingerprint Expiration date

8443 2022-11-12 i 2042-11-12
23:30:18 10:00:31

8443 2022-10-05 2042-09-28
10:08:18 02:18:51

8443 2 2022-10-27 . 2023-11-10
19:05:09 20:44:53

8443 r 2022-11-04 s 2042-11-04
09:59:13 05:52:44

3. Enter the following data:

¢ Display Name: Display name for the UMS to which our user's device will be routed.

* UMS Hostname: Hostname (Fully Qualified Domain Name) or IP address of the UMS; this is
the hostname or IP address by which the UMS can be reached by the endpoint devices.

If your endpoint devices are connected via the ICG, use the External Address of the ICG as
described above (see page 60). Please note that the UMS hostname is case-sensitive and
should be written exactly as in the UMS.

* UMS Port: Port under which the UMS can be reached. The default port of the UMS web
server is 8443. For details on the ports used by the UMS, see IGEL UMS Communication
Ports®.

If your endpoint devices are connected via the ICG, use the External Port of the ICG as
described above (see page 60).

42. https://kb.igel.com/en/universal-management-suite/current/igel-ums-communication-ports
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Initial Configuration of the IGEL Onboarding Service (OBS)

IGEL OS Onboarding Registration

ter your IGEL OS Onboarding

\

* Display Name

*UMS Hostname

myums.company.com

*UMS Port

k 8443 )

Mapped Users

Actions Email Address

Mapped Domains

Actions Domain

* Please upload your CA certificate (only .cer / .crt / .pem files will be a

4. Proceed by adding individual users or one or more domains that include all e-mail addresses of

these domains.
® To add an individual user, click Add in the area Mapped Users.
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IGEL OS Onboarding Registration

Register your IGEL OS Onboarding

This item only works with 0512

Upload your CA certificate.
The certificate will be automatically linked to your IGEL Cosmos user account

* Display Name

*UMS Hostname

myums.company.com

*UMS Port

8443

Mapped Users

Actions Email Address

Mapped Domains

Actions Domain

* Please upload your CA certificate (only .cer / .crt / .pem files will be accepted!

* To add a domain, click Add in the area Mapped Domains.
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IGEL OS Onboarding Registration

Register your IGEL OS Onboarding

This item only works with 0512

*UMS Hostname

myums.company.com

*UMS Port

8443

Mapped Users

Actions Email Address

Mapped Domains

Actions Domain

* Please upload your CA certificate (only .cer / .crt / .pem files will be accepted

5. In the dialog, enter the e-mail address of the user we have created in Microsoft Entra ID or the
relevant domain and click Add.

6. Click Required - Upload to upload the UMS root certificate chain.
If you want to use the OBS with the ICG, use here the file icg_chain.crt you obtained as described

above (see page 60).
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IGEL OS Onboarding Registration

Register your IGEL OS Onboarding

This item only works with 0S12

Upload your CA certificate.
The certificate will be automatically linked to your IGEL Cosmos user account

* Display Name

* UMS Hostname

myums.company.com

*UMS Port

8443

Mapped Users

Actions Email Address

Mapped Domains

Actions Domain

o asactificate (only .cer /.crt / .pem files will be accepted!

® Required - Upload

7. Choose the certificate file on your file system.
The certificate file is uploaded.
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* Display Name

* UMS Hostname

myums.company.com ‘

*UMS Port

‘ 8443 ‘

Mapped Users

Actions Email Address

Mapped Domains

Actions Domain

CA certificate (only .cer /.crt / .pem files will be accepted!

8. Click Submit to create the OBS routing data record.

* Display Name

* UMS Hostname

‘ myums.company.com ‘

*UMS Port

[ |

Mapped Users

Actions Email Address

Mapped Domains

Actions Domain

* Please upload your CA certificate (only .cer / .crt / .pem files will be accepted!
.crt

After a few seconds, the new data record is ready.
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9. If you want to review the record or make changes, just click somewhere in the record.

= IGEL OS Onboarding Management

All> Account = Test Company Replace X.509 Certificate Update Mapped Domains Update Mapped Users Register IGEL OS Onboarding

Display Name UMS Hostname UMS Port = Created by OBS Root Certificate Created Fingerprint Expiration date

8443 2022-11-12 2042-11-12
23:30:18 10:00:31
10:08:18 02:18:51

8443 B 2 2022-10-27 2023-11-10
19:05:09 20:44:53

8443 o 2022-11-04 2042-11-04
09:59:13 05:52:44

The details are displayed.

IGEL OS Onboarding
Display Name 0OBS Root Certificate

UMS Hostname Expiration date

‘ 1 { 2042-11-12 10:00:31 ‘

UMS Port Created
‘ 8443 ‘ l 2022-11-12 23:30:18 ‘
Updated

{ 2022-11-13 05:50:37 ‘

Fingerprint

0BS Certificate String

----- BEGIN CERTIFICATE——

You can update the certificate and update/add associated e-mails.
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The user can now be onboarded. The onboarding process from the user's view is described under
(en) Onboarding IGEL OS 12 Devices .
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Configuring Microsoft Entra ID as Identity Provider

To configure Microsoft Entra ID as the identity provider, you need to do the following:

1. Creating a Microsoft Entra Web Application That Will Serve as Identity Provider (see page 71): We
register an application in Microsoft Entra ID to use its services as an external identity provider.

2. Registering Our Microsoft Entra Application in the IGEL Customer Portal (see page 77): This will
enable IGEL Cloud Services to use our Microsoft Entra Application as the external identity provider.

3. Creating a User in the Microsoft Entra App (see page 91): We create a user account in our application.
These user credentials, consisting of an e-mail address and a password, will be entered by the user

when onboarding his device.

4. Configuring roles (see page 93): We make the user role information accessible for the Default
Directory Rules® feature of the UMS.

Creating a Web Application That Will Serve as Identity Provider

1. Log in to your Microsoft Entra account and select the Microsoft Entra ID resource.

Welcome to Azure!

Start with an Azure free trial

Get $200 free credit toward Azure
products and services, plus 12 months of
popular free services.

Azure services

=+ >

Azure Active
Directory

Create a
resource

%

Kubernetes More services

services

Don't have a subscription? Check out the following options.

)
> 7 A

Manage Azure Active Directory

Manage access, set smart policies, and
enhance security with Azure Active
Directory.

View Learn more o'

o

Access student benefits

Get free software, Azure credit, or access
Azure Dev Tools for Teaching after you
verify your academic status.

Explore Learn more &'

L e =_ =
< Se) —
# B @ = T
Quickstart Virtual App Services Storage SQL databases ~ Azure Cosmos
Center machines accounts DB

43. https://kb.igel.com/en/universal-management-suite/current/default-directory-rules
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2. Click App Registrations and then new registration to register a new app.

@ Endpoints ﬂ Troubleshooting C) Refresh ' Download [ Preview features

0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD
X Diagnose and solve problems Graph. We will continue to provide technical support and security updates but we will no longer provide feature updates. Applications
will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

© Overview

= Preview features

Manage
& Users All applications Owned applications Deleted applications
PP PP! PP
& Groups
A Start typing a display name or application (client) ID to filter these r.. +V Add filters

BE External Identities

&t Roles and administrators
This account isn't listed as an owner of any applications in this directory.

& Administrative units
View all applications in the directory

& Enterprise applications

C§ Devices

(EE’. App r&gistrations )

(&) I|dentity Governance

£ Application proxy

curity

3. Edit the data as follows and then click Register:
¢ Name: Display name of the app
* Supported account types: Set the permissions according to your requirements.
* Redirect URI (optional): For our purposes, this setting is not optional but required. Set the
first field to Web and, in the second field, provide the URI of the onboarding service. This is
"https://obs.services.igel.com/".
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Home > IGEL Technology GmbH

Register an application

* Name

The user-facing display name for this application (this can be changed later),

( OBS Testing application v

Supported account types

‘{;} Accounts in this organizational directory only (IGEL Technology GmbH only - Single tenant)
C' Accounts in any organizational directory (Any Azure AD directory - Multitenant)
() Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O) Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v [ https:// sigel (od 1 ]

Register an app re working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

u agree to the Microsoft Platform Policies '

The application is created.
When you are creating the user accounts for onboarding, consider the following note:
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E

A

. . . v T
'“ OBS Testlng appllcatlon Ry Successfully created application OBS Testing applicat|
N

L Search (Cmd+/) « [ﬁl Delete @ Endpoints 55 Preview features

# Overview @ Got asecond? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

& Quickstart
4 Integration assistant \ Essentials
Manage Display name Client cred»ennals
OBS Testing_application Add a certifi or secret
= Branding & properties Application (client) ID Redirect URIs
1 0 0 lic cli
9 Authentication 1web, 0 spa, 0 public client
Object ID Application ID URI
Certificates & secrets A n Application 1D URI
{l! Token configuration Directory (tenant) ID Managed application in local directory
OBS Testing_application

- API permissions
Supported account types

& Expose an AP| My organization only
54 App roles o . . o
6 Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations
&8 Owners (Legacy)? Learn more

&k, Roles and administrators
o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and

@ Manifest Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide feature
updates. Applications will need to be upgraded to Microsoft ication Library (MSAL) and Microsoft Graph. Learn more

Support + Troubleshooting
Z2 Troubleshooting Get Started  Documentation

;‘.‘ New support request
Build your application with the Microsoft identity platform

The Microsoft identity platform is an authentication service, open-source libraries, and
application management tools. You can create modern, standards-based authentication
solutions, access and protect APIs, and add sign-in for your users and customers. Learn

more]

4. Click Token configuration and then Add optional claim.
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Home > IGEL Technology GmbH | App registrations >

1|1 OBS

| Token configuration =

[}3 Search

l «

iw

7

(C]

Overview

Quickstart

7 Integration assistant

Manage

2 Branding & properties

Authentication

Certificates & secrets

,@ Got feedback?

Optional claims

Optional claims are used to configure additional information which is returned in one or more tokens. Learn more

-+ Add optional claim

-+ Add groups claim

Token configuration

&b

&

@

a

API permissions

& Expose an API

% App roles

Owners

Roles and administrators

Manifest

Support + Troubleshooting

Troubleshooting

New support request

Claim T

No results.

Description

Token type T

5.In the Add optional claim window, select ID under Token type and activate:

* email

¢ preferred_username

6. Click Add.
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1y

E

Home > IGEL Technology GmbH | App registrations >

& Quickstart

#  Integration assistant

Certificates & secrets
{I! Token configuration
-2~ API permissions

Expose an API

App roles
&8 Owners
dl. Roles and administrators

[ Manifest

Support + Troubleshooting
2 Troubleshooting

2 New support request

https:/fportal.azure.com/#.

1" OBS | Token configuration

| 0 search « A Got feedback?

R Overview Optional claims

Manage
B2 Branding & properties
Claim T
3 Authentication
No results.

Optional claims are used to configure additional information which is returned i

—+ Add optional claim <+ Add groups claim

Description

Add optional claim

Once a token type is selected, you may choose from a list of available optional claims.

*Token type

Access and ID tokens are used by applications for authentication. Learn more '

®w \
O Access

O samL

(@) claim *
D acct
D auth_time
[ ety

Description
User's account status in tenant
Time when the user last authenticated; See OpeniD Con...

User's country/region

email

The addressable email for this user, if the user has one I

(L] family_name
) fwd

D given_name
D in_corp

D ipaddr

D login_hint

m onpre_m_s\d

Provides the last name, surname, or family name of the ...
IP address

Provides the first or "given" name of the user, as seton t...
Signals if the client is logging in from the corporate net...

The IP address the client logged in from

Login hint

On-premises securitz identifier

preferred_username

Provides the preferred username claim, making it easier ...

) pwd_exp

D pwd_url

[ sid

D tenant_ctry

[[J tenant_region_scope
[J upn

D verified_primary_email

[ verified_secondary_email

The datetime at which the password expires

A URL that the user can visit to change their password
Session ID, used for per-session user sign out

Resource tenant's country/region

Region of the resource tenant

An identifier for the user that can be used with the user...
Sourced from the user's PrimaryAuthoritativeEmail

Sourced from the user's SecondaryAuthoritativeEmail

7. Activate Turn on the Microsoft Graph email permission and click Add.

Add optional claim

Some of these claims (email) require Openld Connect scopes to be configured through
the API permissions page or by checking the box below. Learn more

Turn on the Microsoft Graph email permission (required for claims to appear in token).

) - |

The token configuration is completed:
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Home > IGEL Technology GmbH | App registrations >
% I App reg @ Edit optional claim X

" OBS | Token configuration » - Successfully updated OBS

Successfully saved permissions for OBS
B Overview Optional claims

uickstart : . . . " ) o .
Q Optional claims are used to configure additional information which is returned in one or more tokens. Learn more !

#" Integration assistant
- Add optional claim - Add groups claim

Manage

Branding & properties

Claim T Description Token type Ty Optional settings
3 Authentication
email The addressable email for this user, if the user has one ID
Certificates & secrets
preferred_username Provides the preferred username claim, making it easier for apps to provide username h... 1D

{1' Token configuration

-2~ API permissions

@ Expose an APl

L App roles

&8 Owners

4. Roles and administrators

Manifest

Support + Troubleshooting
£ Troubleshooting

2 New support request

8. Leave the browser tab open as we will need some of the data in the following steps.

Registering Our Entra App in the IGEL Customer Portal

1. Open the IGEL Customer Portal*in your browser, log in to your admin account, and select Users
> |GEL OS IdP.

Partner Portal Catalog Knowledge My History & My Requests Usersv Configure Services v Tours ‘
—|  Overview
search | ___User & Role Administration
IGELOS IdP
My Profile

2. Click Register IGEL OS IdP.

44. https://support.igel.com/
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= IGEL OS IdP Management
Display name  ClientID Client Secret =~ Authorization URL Token URL Mapped Domains Created
........ 2022- 2
10-13 1
12:16:26 1
,,,,,,,, . 2022- 2
09-28 0
15:19:29 1
,,,,,,,, " 2022- 2
10-11 1
08:39:53 0

3. Enter a Display name. This is the name under which your identity provider app will be displayed.

* Indicates required

IGEL OS Identity Provider (IdP) Registration

0BS Identity Provider Registration

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider
Required information

ClientID Authorization Endpoint URL
Token Endpoint URL

Display Name

[ My OBS identity prowderi ]

ClientD

Client Secret

* Authorization Endpoint URL

*Token Endpoint URL

Mapped Domains

Actions Domain Name

No data to display

4. Change to the tab with your Entra app (overview) and click Endpoints.
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iz OBS Testing application =

£ Search (Cmd+/) < IT_ﬁ] Delete @ Endpoints [z Preview features

B Overview 6 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

& Quickstart
#” Integration assistant A Essentials
Manage Display name Client credentials
OBS Testing_application Add a certificate or secret
& Branding & properties Application (client) ID Redirect URIs
1web, 0 0 public clie
3 Authentication web, 0 spa, 0 public client
Object ID Application ID URI
Certificates & secrets Add an Application ID URI
{I!' Token configuration Directory (tenant) ID Managed application in local directory
OBS Testing application

- APl permissions
Supported account types

& Expose an API My organization only.
Z5 App roles

0 Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations
&8 Owners (Legacy)? Learn more

<

4, Roles and administrators

ﬂ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and

The endpoints for the app are shown. We will use the first 2 endpoints.

5. Copy the OAuth 2.0 authorization endpoint (v2) to the clipboard.
Endpoints X

P : C to clipboard
OAuth 2.0 authorization endpoint (v2) OPY 9 CHpooar

https://login.microsoftonline.com/.

OAuth 2.0 token endpoint (v2) https:/flogin.microsoftonline.com/

— - cauthz/v2.Ofauthorize
https://login.microsoftonline.com/s :/oauth2/v2.0/token D

OAuth 2.0 authorization endpoint (v1)

https://login.microsoftonline.com/ :/oauth2/authorize D

OAuth 2.0 token endpoint (v1)
https://login.microsoftonline.com/ :/oauth2/token D

6. Change to the IGEL Customer Portal (IGEL OS Identity Provider (IdP) Registration) tab and paste
the authorization endpoint into the field Authorization Endpoint URL.
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IGEL OS Identity Provider (IdP) Registration

0OBS Identity Provider Registration

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider

* Display Name

‘ My OBS identity provider ‘

*Client ID

* Client Secret

* Authorization Endpoint URL

‘ https://login.microsoftonline.com/ oauth2/v2.0/authorize ‘

Mapped Domains

Add

Actions Domain Name

No data to display

7. Change to the tab with your Entra app (Endpoints) and copy the OAuth 2.0 token endpoint
(v2) to the clipboard.
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Endpoints X

Copy Copied

OAuth 2.0 authorization endpoint (v2)

https://login.microsoftonline.com/s :/oauth2/v2.0/authorize

OAuth 2.0 token endpoint (v2)
https://login.microsoftonline.com/ :/oauth2/v2.0/token

OAuth 2.0 authorization endpoint (v1)

https://login.microsoftonline.com/¢ S /oauth2/authorize D

OAuth 2.0 token endpoint (v1)

https://login.microsoftonline.com/. Wi /oauth2/token

[

8. Change to the IGEL Customer Portal (IGEL OS Identity Provider (IdP) Registration) tab and paste
the token endpoint into the field Token Endpoint URL.
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IGEL OS Identity Provider (IdP) Registration

0OBS Identity Provider Registration

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider

* Display Name

‘ My OBS identity provider ‘

*Client ID

* Client Secret

* Authorization Endpoint URL

‘ https://login.microsoftonline.com/ /oauth2/v2.0/authorize ‘

Token Endpoint URL

‘ https://login.microsoftonline.com/ /oauth2/v2.0/token

Mapped Domains

Add

Actions Domain Name

No data to display

9. Change to the tab with your Entra app, go to Overview, and copy the Application (client) ID to
the clipboard.
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= OBS Testing application » - p

‘»’3 Search (Cmd+/) « [@ Delete @ Endpoints [z Preview features
| # Overview l o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
& Quickstart
P4 Integration assistant A\ Essentials
Manage Display name Client credentials
OBS Testing_application Add a certificate or secret
= . ) Copy to clipboard
&2 Branding & properties Application (client) ID Redirect URIs
A 1 web, 0 spa, 0 public client
2 Authentication % Lwed. 2 5pa. 2 Rubic cient
Object ID Application ID URI
Certificates & secrets A n Application ID URI
{I! Token configuration Directory (tenant) ID Managed application in local directory
OBS Testing_application

- API permissions
Supported account types

& Expose an AP My _organization only.
#4 Approles

o Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations
Owners (Legacy)? Learn more

]

, Roles and administrators

Re

. 0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and
@ Manifest Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide feature
updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Support + Troubleshooting
/2 Troubleshooting Get Started  Documentation

& New support request

10. Change to the IGEL Customer Portal (IGEL OS Identity Provider (IdP) Registration) tab and paste
the token endpoint into the field Client ID.
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IGEL OS Identity Provider (IdP) Registration

OBS Identity Provider Registration

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider

* Display Name

‘ My OBS identity provider ’

*Client ID

Client Secret

* Authorization Endpoint URL

‘ https://login.microsoftonline.com; Joauth2/v2.0/authorize ]

* Token Endpoint URL

‘ https://login.microsoftonline.com, Joauth2/v2.0/token ’

Mapped Domains

Add

Actions Domain Name

No data to display

11. Change to the tab with your Entra app (Overview) and click Add a certificate or secret.
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A

gz OBS Testing application »
N
L Search (Cmd+/) & lﬁ[ Delete @ Endpoints & Preview features
I Overview 0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
& Quickstart
#" Integration assistant A Essentials
Manage Display name ) Client credentials

OBS Testing_application Add a g%’figgjg or secret [0
& Branding & properties Application (client) ID Redirect URIs

lic dli

5 Authentication Lueb D spa O public client

Object ID Application ID URI

Certificates & secrets A n Application ID URI
{I! Token configuration Directory (tenant) ID Managed application in local directory
OBS Testing_ application

- APl permissions

Supported account types

Expose an AP| My organization only
L App roles ) _— ) : - X
o Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations
2 Owners (Legacy)? Learn more
4, Roles and administrators
. 0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and
i Manifest Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide feature
updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
Support + Troubleshooting
You are taken to the Certificates & secrets page.
12. Click New client secret.
> OBS Testing application | Certificates & secrets = - X
[ £ Search (Cmd+/) « 27 Got feedback?
& Overview ) ) - o o . .
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web
& Quickstart addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client
secret) as a credential.
#" Integration assistant
Manage X
o Application registration certificates, secrets and federated credentials can be found in the tabs below.

=

D

2

®
9

Branding & properties
Authentication
Certificates & secrets
Token configuration
API permissions

Expose an API

a Approles

Owners

Roles and administrators

Manifest

Support + Troubleshooting

Troubleshooting

New support request

Certificates (0) Client secrets (0)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New@lient secret

Description Expires Value © Secret ID

No client secrets have been created for this application.

How to Start with IGEL
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IGEL

13. IMPORTANT! Make sure you have a safe and secure location to store the client secret; it can only be
read out once. If you lose it, you must change it.

14, Enter a description and then click Add.

Add a client secret X

Description ' OBS credentials ‘

Expires Recommended: 6 months v ]
[}
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15. Copy the client secret to the clipboard.

ﬁ’? Got feedback?

X
o Got a second to give us some feedback? =
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web
addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client
secret) as a credential.
X

o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New client secret
Description Expires Value ©

OBS credentials 11.1.2023

16. Change to the IGEL Customer Portal (IGEL OS Identity Provider (IdP) Registration) tab and paste
the client secret into the field Client secret.
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IGEL OS Identity Provider (IdP) Registration

0OBS Identity Provider Registration

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider

* Display Name

‘ My OBS identity provider ‘

*Client ID

Client Secret

............

Authorization Endpoint URL

https://login.microsoftonline.com/ oauth2/v2.0/authorize ‘

* Token Endpoint URL

https://login.microsoftonline.com; oauth2/v2.0/token ‘

Mapped Domains

Add

Actions Domain Name

No data to display

17. Change to the tab with your Entra app and change to the overview of your Entra tenant.

18. Copy the Primary domain to the clipboard.
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Azure Active Directory

© Overview
I3 Preview features

X Diagnose and solve problems

Manage

& Users

&8 Groups

BE External Identities

4t Roles and administrators

& Administrative units

i

, Enterprise applications

8 Devices

% App registrations

]

Identity Governance

=

Application proxy

w IGEL Technology GmbH | Overview

—+ Add v £33 Mana

®

ge tenants What's new

3 Preview features

27 Got feedback? Vv

Microsoft Entra has a simpler, integrated experience for managing_all your Identity and Access Management r

new Microsoft Entra admin center (Preview)! (2

Overview Monitoring Properties Tutorials
£ Search your tenant

Basic information

Name IGEL Technology GmbH

Tenant ID

Primary domain " onmicrosoft.com

License Azure AD Free

Alerts

Users
Hﬁ Groups
Applications

Devices

19. Change to the IGEL Customer Portal (IGEL OS Identity Provider (IdP) Registration) tab,
click Add, paste the primary domain from the clipboard into the field Domain name, and then

click Add in the dialog.
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Add Row

* Domain Name

onmicrosoft.com

Cancel

20. Click Submit.
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IGEL

IGEL OS Identity Provider (IdP) Registration

0BS Identity Provider Registration

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider

* Display Name

[ My OBS identity provider ]

*Client 1D

| l

*Client Secret

* Authorization Endpoint URL

[ https://login.microsoftonline.com; Joauth2/v2.0/authorize ‘

*Token Endpoint URL

[ https://login.microsoftonline.com; Joauth2/v2.0/token ‘

Mapped Domains

‘ Add ‘ Remove All

Actions Domain Name

S % .onmicrosoft.com

The data record is created.

= IGEL OS IdP Management

Test Company Update client secret Update Mapped Domains Register IGEL OS IdP

All> Account =

Display name  ClientID Client Secret = Authorization URL Token URL Mapped Domains Created U
My OBS T https://login.microsoftonline.com/l™ = . https://login.microsoftonline.com; E s.onmicrosoft.com 2022- pl
identity 12-02 0;
provider 16:01:06 1

.onmicrosoft.com

12:16:26 12

Creating a User in the Entra App

1. Change to the Entra (tenant overview) tab and click Users.
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™ IGEL Technology GmbH | Overview X
Azure Active Directory
+ Add Vv @ Manage tenants What's new 5 Preview features ,ij Got feedback? Vv
© Overview
F—— ® X
D Preview features Microsoft Entra has a simpler, integrated experience for managing_all your Identity and Access Management needs. Try the
X Diagnose and solve problems new Microsoft Entra admin center (Preview)! (2
Manage Overview Monitoring Properties Tutorials
Uslys
2 Groups Search your tenant
BE External Identities Basic information
ai, Roles and administrators
N I Technol H 1
& Administrative units ame IGEL Technology Gmb fisers
5 Enterprise applications Tenant ID D Groups 0
Bl Devices Primary domain igelobs.onmicrosoft.com Applications 1
£ App registrations h
PP fegt : License Azure AD Free Devices 0
(&) Identity Governance
£ Application proxy Alerts
2. From the New user menu, select Create a new user.
® Users X
[y
‘}5 Search (Cmd+/) + Newuser ¥ L Download users [% Bulk operations () Refresh [TF Columns
& All users (preview) + Creatdmew user
legacy users list experience? Click here to leave the preview. X
& Audit logs B> Invite external user
2 Sign-in logs 0O Search Y Add filter
Vi Diagnose and solve problems
1 user found Copy link to current view [D
Manage
( i incipal -premises sy...  Identiti
oin Deleted users (preview) \_ Display name 1 User principal name User type On-premises sy. dentitic
Password reset [ PA @igel.com _igel.com#EX... [ Member No External
& User settings

3. Provide the necessary data and then click Create:

¢ User name: A valid e-mail address.

¢ Name: Display name

¢ Let me create the password: For our purposes, you can use this option.
Initial password: Password to be used for the first login.
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Identity

[User name * © [ /@ s.onmicrosoft.com

[ Name * O 0BS User I

First name

ThetomaiTaTTeteetTsh't shown here

Last name

Password
O Auto-
) generate password
[r.\ Let me create the password ]
A |
Initial password * © [ weud] 1
”

Groups and roles

Groups 0 groups selected

Roles User

Settings

Block sign in Yes m

Usaae location, v

Assigning Roles to Users

1. Create roles and assign users.
For information, see: https://learn.microsoft.com/en-us/entra/identity-platform/howto-add-app-
roles-in-apps

2. You can then use the configured roles to create default directory rules in the UMS to automatically
classify devices into specific directories during registration. For details, see Default Directory
Rules® and How to Automate the Rollout Process in the IGEL UMS™.

45. https://kb.igel.com/en/universal-management-suite/current/default-directory-rules
46. https://kb.igel.com/en/universal-management-suite/current/how-to-automate-the-rollout-process-in-the-igel-um
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Configuring Okta as Identity Provider

To configure Okta as the identity provider, you need to do the following:

1. Creating an Okta Application That Will Serve as Identity Provider: We register an application in
Okta to use the service as an external identity provider.

2. Registering Our Okta Application in the IGEL Customer Portal (see page 98): This will enable IGEL
Cloud Services to use our Okta Application as the external identity provider.

3. Configuring roles (see page 105): We make the user role information accessible for the Default
Directory Rules* feature of the UMS.

Creating an Okta Application That Will Serve as Identity Provider

1. Log in to Okta with your admin account, and from the Applications menu, select Applications >

Create App Integration.
Pk ~ = okta 88
Directory ¥ Q
Customizations v

Create App Integration Browse App Catalog Assign Users to App More ¥
Applications ~

Self Service
Security - STATUS O o v
ACTIVE 4
Workflow v
INACTIVE a @ T o
Reports a4
@ Okta Browser
Settings v
Okta D \
o v
e v
e v

47. https://kb.igel.com/en/universal-management-suite/current/default-directory-rules
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2. Edit the settings as follows and then click Next.
¢ Set Sign-in method to OIDC.
e Set Application type to Web Application.

Create a new app integration

Sign-in method © 0IDC - OpenID Connect
Learn More C2 Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration

with the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication,

Application type © Web Application

o . Server-side applications where authentication and tokens are handled on
What kind of application are you trying to integrate

the server (for example, Go, Java, ASP.Net, Node.js, PHP)

with Okta?

Single-Page Application
Specifying an application type customizes your Single-page web applications that run in the browser where the client
experience and provides the best configuration, receives tokens (for example, Javascript, Angular, React, Vue)

SDK, and sample recommendations a I
P Native Application

Desktop or mobile applications that run natively on a device and redirect
users to a non-HTTP callback (for example, iOS, Android, React Native)

3. Edit the settings as follows and then click Save.
e Under App integration name, enter a name for your application, e.g. "IGEL Onboarding
Service".
¢ Make sure that as the Grant type, the option Authorization Code is selected.

* Under Sign-in redirect URIs, enter " https://obs.services.igel.com/".
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. New Web App Integration

General Settings

App integration name [ IGEL Onboarding Service ]

Logo (Optional) E]

Grant type Client acting on behalf of itself

Client Credentials
Learn More 3

Client acting on behalf of a user
Authorization Code
Refresh Token
Implicit (hybrid)

Sign-in redirect URIs Allow wildcard * in sign-in URI redirect.

[ https://obs.services.igel.com ]
Learn More (2 + Add URI

¢ Under Assignments, depending on your company policy, either allow everyone or select an
existing group configured under Directory > Groups. You can change this configuration
after creating the app integration under the Assignments tab of the application.

Assignments

Controlled access Allow everyone in your organization to access
Limit access to selected groups
Skip group assignment for now

ﬂ Cancel

The app integration is created.

4, Select the General tab and then click Edit.
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General Sign On Mobile Assignments Okta APl Scopes
Client Credentials Edit
Client ID ] ‘
Public identifier for the client that is required for all OAuth
flows
Client authentication None

Client secret

Public key / Private key

Proof Key for Code Exchange (PKCE) Require PKCE as additional verification

5. Under Client authentication, select Client secret and make sure that under Proof Key for Code
Exchange (PKCE), Require PKCE as additional verification is enabled. Afterward, click Save.
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P——tl 00
= OKlQa ao v
Q
General Sign On Mobile Assignments Okta AP| Scopes
Client Credentials Cancel
Client 1D
Client authentication None

° Client secret

" Public key / Private key

Proof Key for Code Exchange (PKCE) Require PKCE as additional verification

CLIENT SECRETS

Creation date Secrot Status

A new client secret is generated after you click Save

ﬂ sanas

The client secret will be created.
6. Leave the browser tab open as we will need some of the data in the following steps.

Registering Our Okta Application in the IGEL Customer Portal

1. Open the IGEL Customer Portal® in your browser, log in to your admin account, and select Users
> |GEL OS IdP.

Partner Portal Catalog Knowledge My History & My Requests Usersv Configure Services v Tours ‘

{ Overview

Search - -
= User & Role Administration

IGEL OS IdP

My Profile

48. https://support.igel.com/
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2. Click Register IGEL OS IdP.

= IGEL OS IdP Management

Displayname  ClientID Client Secret =~ Authorization URL Token URL

Update Mapped Domains

Mapped Domains Created ' U
2022- 2
10-13 1
12:16:26 1
2022- 2
09-28 0
15:19:29 1
2022- 2
10-11 1

08:39:53 0

3. Enter a Display name. This is the name under which your identity provider app will be displayed.

* Indicates required

IGEL OS Identity Provider (IdP) Registration

0BS Identity Provider Registration

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider

Display Name

Required information
ClientID Authorization Endpoint URL
Token Endpoint URL

[ My OBS identity prowderi

ClientD

Client Secret

* Authorization Endpoint URL

*Token Endpoint URL

Mapped Domains

Add

Actions Domain Name

No data to display

4. Change to the tab with your Okta app, go to the General tab and copy the Client ID.
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okta ® 88

General Sign On Mobile Assignments Okta APl Scopes

Client Credentials

Client 1D -

5. Change to the IGEL Customer Portal (IGEL OS Identity Provider (IdP) Registration) tab and paste
the client ID into the field Client ID.
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IGEL OS Identity Provider (IdP) Registration

OBS Identity Provider Registration

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider

* Display Name

‘ My OBS identity provider ’

*Client ID

Client Secret
* Authorization Endpoint URL
* Token Endpoint URL

Mapped Domains

Add

Actions Domain Name

No data to display

6. Change to the tab with your Okta app, go to the General tab and copy the Client Secret.
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General Sign On Assignments Okta API Scopes Application Rate Limits
Client Credentials Cancel
Client ID

Public identifier for the client that is required for all
OAuth flows.
Client authentication © Client secret

Public key / Private key

Proof Key for Code Exchange (PKCE) @ Require PKCE as additional verification

CLIENT SECRETS

Creation date Secret Status

Aug 28, 2023 0000000000000 000000000000000000000000000000 O ‘ e

7. Change to the IGEL Customer Portal (IGEL OS Identity Provider (IdP) Registration) tab and paste
the client secret into the field Client secret.
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GEL OS Identity Provider (IdP) Registration

OBS Identity Provider Registration

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider

* Display Name

My OBS identity provider

No data to display

*Client ID
* Client Secret
cccccccccccc SHO\.A.r
¥ Authorization Endpoint URL
* Token Endpoint URL
Mapped Domains
Actions Domain Name

8. To get the Authorization Endpoint URL and Token Endpoint URL enter into your
browser: https://<yourOktaOrg>/.well-known/openid-configuration
Example: https://dev-xxxxxx-admin.okta.com/.well-known/openid-configuration

"issuer":
"authorization_endpoint"”:
"token_endpoint":

"userinfo_endpoint"”:

"registration_endpoint":

9. Copy and paste the values into the Authorization Endpoint URL and Token Endpoint URL fields

one by one.
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IGEL OS Identity Provider (IdP) Registration

OBS Identity Provider Registration

This item only works with 0512

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider

* Display Name

My OBS identity provider I

*ClientID

| !

*Client Secret

SHOW y
' * Authorization Endpoint URL ‘
https://i okta.com/oauth2/default/v1i/authorize l

* Token Endpoint URL
https://i L.okta.com/oauth2/default/vi/token ‘

Mapped Domains

Actions Domain Name

No data to display

10. To add a domain, click Add, enter the Domain name, and then click Add in the dialog.
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Add Row

*Domain Name

.com

11. Click Submit.
The data record is created.

Configuring Roles

For information, see: https://developer.okta.com/docs/guides/customize-tokens-returned-from-okta/main/
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Configuring Ping as Identity Provider
To configure Ping as the identity provider, you need to do the following:

1. Creating a Ping Application That Will Serve as Identity Provider (see page 106): We register an
application in Ping Identity to use the service as an external identity provider.

2. Registering Our Ping Application in the IGEL Customer Portal (see page 109): This will enable IGEL
Cloud Services to use our Ping Application as the external identity provider.

3. Configuring roles (see page 117): We make the user role information accessible for the (12.04.120)
Default Directory Rules feature of the UMS.

Creating a Ping Application That Will Serve as Identity Provider

1. Login to Ping with your admin account, and on the Connections > Applications page add a new
application.

.pingdenmy_ A trial_igel_1501309074 Administrators ~

® Overview Applications

28 Dashboards Q

* Filter

- |dentities
5 Applications by Application Name ~
S Connections

Ap

Appli

Application Catalog

Application Portal
 New

Identity Providers

External IDPs

2. Edit the settings as follows and then click Next.
¢ Under Application Name, enter a name for your application, e.g. "OBS".
¢ Set Application Type to OIDC Web Application.
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i Add Application X

Application Name *

Description

lcon

A\

Max Size 1.0 MB

Application Type :: Show Details :1

o Select an option below or view the Application Catalog to use a templated integration. If you can't
find what you need in the catalog, consider SAML or OIDC to get started.

o SAML Application U @ OIDC Web App ‘] E] Native

i Single-Page m Worker

3. Edit the settings under Edit Configuration as follows and then click Save.
¢ Under Response Type, make sure Code is selected.
* Make sure that as the Grant Type, the option Authorization Code is selected and that
the Proof Key for Code Exchange (PKCE) Enforcement is set to $256_REQUIRED.

* Under Redirect URIs,add " https://obs.services.igel.com/".
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@ o0Bs > EditConfiguration

Response Type
Code

[] Token
[J ID Token

Grant Type 2
Authorization Code

PKCE Enforcement

$256_REQUIRED -

(] Implicit
[[] Client Credentials

[[] Refresh Token

Redirect URIs

https://obs.services.igel.com

+ Add

¢ Under Token Endpoint Authentication Method make sure Client Secret Post is selected.

Token Endpoint Authentication Method

O None () Client Secret Basic (@ Client Secret Post

4. By default, access is granted for all users. To configure access, open the Edit Access page from the
Access button and use group access by choosing an existing Group configured under Identities >

Groups.
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= OBS : X
Configuration Resources Policies Attribute Mappings Access

Protocol o Resource Access . Policies . Attributes > o
OpenliD Connect o 1 Scope / None Selected ¢ 1 Mapped /
Access .

[ All Users 4 ]

App Type

Web App (OpenID Connect)

Description

Not Set

The app integration is created.

Registering Our Ping Application in the IGEL Customer Portal

1. Open the IGEL Customer Portal® in your browser, log in to your admin account, and select Users

> |GEL OS IdP.
Partner Portal Catalog Knowledge My History & My Requests Usersv Configure Services v Tours ‘
{ Overview
Sea User & Role Administration
IGEL OS IdP
My Profile

2. Click Register IGEL OS IdP.

49. https://support.igel.com
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= IGEL OS IdP Management
Display name  ClientID Client Secret =~ Authorization URL Token URL Mapped Domains Created
........ 2022- 2
10-13 1
12:16:26 1
,,,,,,,, . 2022- 2
09-28 0
15:19:29 1
........ " 2022- 2
10-11 1
08:39:53 0

3. Enter a Display name. This is the name under which your identity provider app will be displayed.

* Indicates required

IGEL OS Identity Provider (IdP) Registration

0BS Identity Provider Registration

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider
Required information

ClientID Authorization Endpoint URL
Token Endpoint URL

Display Name

[ My OBS identity prowderi ]

ClientD

Client Secret

* Authorization Endpoint URL

*Token Endpoint URL

Mapped Domains

Actions Domain Name

No data to display

4. Change to the tab with your Ping app, go to the Overview tab and copy the Client ID.
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i OBS

Overview Configuration

Access

All Users / g
App Type
Web App (OpenID Connect)
Description
Not Set

Environment ID

Resources

D

Protocol o Resource Access K
OpeniD Connect o 1 Scope /

Policies

Policies
None Selected

( Client ID

\,

D

Client Secret

Home Page URL
No Home Page Configured

Signon URL
Default Signon Page

Attribute Mappings Access

o Attributes 3 o
/ 1 Mapped /

5. Change to the IGEL Customer Portal (IGEL OS Identity Provider (IdP) Registration) tab and paste

the client ID into the field Client ID.
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IGEL OS Identity Provider (IdP) Registration

OBS Identity Provider Registration

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider

* Display Name

‘ My OBS identity provider ’

*Client ID

Client Secret
* Authorization Endpoint URL
* Token Endpoint URL

Mapped Domains

Add

Actions Domain Name

No data to display

6. Change to the tab with your Ping app, go to the Overview tab and copy the Client Secret.
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=] OBS
Overview Configuration Resources Policies
Protocol o Resource Access K Policies
OpeniD Connect o 1 Scope / None Selected
Access )
All Users /
App Type
Web App (OpenID Connect)
Description
Not Set
Environment ID
O
Client ID
O
Client Secret
L Q 0
Home Page URL
No Home Page Configured
Signon URL
Default Signon Page

Attribute Mappings Access

o Attributes 3 o
4 1 Mapped /

7. Change to the IGEL Customer Portal (IGEL OS Identity Provider (IdP) Registration) tab and paste
the client secret into the field Client secret.
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IGEL OS Identity Provider (IdP) Registration

0OBS Identity Provider Registration

Upload Client ID, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider

* Display Name

‘ My OBS identity provider ‘

*Client ID

| |

Client Secret

............

Authorization Endpoint URL
* Token Endpoint URL

Mapped Domains

Add

Actions Domain Name

No data to display

8. To get the Authorization Endpoint URL and Token Endpoint URL, change to the tab with your
Ping app and go to the Configuration tab.
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IGEL

r

@ ©BS @ : X

Overview Configuration Resources Policies Attribute Mappings Access

Configuration details for an OIDC application. o

URLs =~

Authorization URL
https://auth.pingone.euw ‘as/authorize 0

Token Endpoint
https://auth.pingone.eu/ ‘as/token D

9. Copy and paste the values into the Authorization Endpoint URL and Token Endpoint URL fields
one by one.
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IGEL OS Identity Provider (IdP) Registration

OBS Identity Provider Registration

This item only works with 0512

Upload Client 1D, Client Secret, Authorization URL and the Token URL of your OBS Identity Provider

* Display Name

My OBS identity provider ‘

*ClientID

* Client Secret

SHOW l
* Authorization Endpoint URL
https://auth.pingone.eu/ '/as/authorize ]
* Token Endpoint URL
https://auth.pingone.eu/ '/as/token l

Mapped Domains

Actions Domain Name

No data to display

10. To add a domain, click Add, enter the Domain name, and then click Add in the dialog.
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Add Row

*Domain Name

.com

11. Click Submit.
The data record is created.

Configuring Roles

For information, see https://docs.pingidentity.com/pingone/directory/pl_user_attributes.html.
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Configuring Other Identity Providers

If you are using a different Identity Provider that supports the OpenID Standard, you will need to add an Application
Integration with the following parameters:

e Type: Web Application
* Proof Key for Code Exchange: Authorisation code flow with PKCE grant
* Redirect URI: https://obs.services.igel.com

The following scope and claim values must be supported:
e openid
e profile
The following Claim Values need to be requested by profile:
* name
e preferred_username
e email
The following Claim Values need to be requested by email :

e email

For the detailed description of scope and claim values, see the relevant section of the OpenID Connect Basic Client
Implementer's Guide at https://openid.net/specs/openid-connect-basic-1_0.html#Scopes .

With this configured on your Application Integration, you provide the following information in our IGEL Customer
Portal®:

¢ Authorization Endpoint
The URL to initiate the authentication
¢ TOKEN Endpoint
URL to request a token from
e CLIENTID
ID of the registered application in the IdP
® CLIENT SECRET
Secret of the registered application in the IdP

50. https://support.igel.com/
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IGEL App Portal

e

IGE

IGEL App Portal

With IGEL OS 12, the modular principle is introduced - you can install and update single applications like Citrix or
AVD client, Chromium browser, etc. individually. All applications currently available for IGEL OS 12 can be found in
the IGEL App Portal®, along with the relevant changelogs / release notes.

Access to the IGEL App Portal

To import apps from the IGEL App Portal, your Universal Management Suite (UMS) must be registered in the IGEL
Customer Portal®, If your UMS is not registered yet, refer to Registering the UMS. Please note that you must have an
account with the role UMS Admin or Super Admin to register a UMS. For details, see Managing Users and Roles in
the IGEL Customer Portal.

o Depending on how you access the App Portal, you can perform different actions on the selected apps. For
example, if you access the portal from the UMS Web App, you can import apps to the UMS.

Local Access on IGEL OS 12

If the device is not managed with the UMS, downloading apps is possible through local access but NOT for the
devices with a Starter license. For more information on licenses, see Licensing.

You can reach the App Portal locally on the device via the App Portal application.

With this method, you can install or uninstall apps locally on the device. For more information, see Installing IGEL
OS Apps Locally on the Device.

51. https://app.igel.com/
52. https://now.igel.com/
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IGEL App Portal

{eom\ IGEL APP PORTAL

\He % 0812

(1 Apps / Chromium Browser

e update Chromium Browser

‘ Version

4 2% Install

(O Description (© History

Access through the UMS Web App
You can click the App Portal sidebar button. The IGEL App Portal opens in a new browser tab.

@ App Portal

o
o

With this method, you can import apps to the UMS Web App to then deploy them to your devices. For more
information, see How to Import IGEL OS Apps from the IGEL App Portal®and IGEL UMS 12: App Update®.

53. https://kb.igel.com/en/universal-management-suite/current/how-to-import-igel-os-apps-from-the-igel-app-porta
54. https://kb.igel.com/en/how-to-start-with-igel/current/igel-ums-12-app-update
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IGEL App Portal

{em\ IGELAPP PORTAL

\Ee © UMS Admin

y

A Apps / Chromium Browser

cupdate Chromium Browser

. Version

- &% Import
0

(O Description & History

o For permissions required for managing apps, see Important Information for the IGEL UMS Web App®.

Direct Access through Login

By logging in directly, you can access the App Portal without a direct connection between the IGEL UMS/OS and the
App Portal.

55. https://kb.igel.com/en/universal-management-suite/current/important-information-for-the-igel-ums-web-app
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IGEL App Portal

4 on \ IGEL APP PORTAL

\ ne , /z: Explore

(R Apps / Chromium Browser

aNew  Chromium Browser

. Version

With this access method, you can download app packages to manually import them to the UMS Web App. This is
used in environments with limited internet access. For more information, see How to Install OS 12 Apps in a UMS
Environment with Limited or No Internet Access™.

For direct access:

1. Open the IGEL App Portal®.

The App Portal opens in Explore mode. Here, you can get a general overview of all the available
apps even without logging in.

on IGEL APP PORTAL We enable people to <) Login
\'./ Explece bulld amazing things I

2. Click Login.

© fyou logged in to the IGEL Customer Portal or the IGEL App Portal before using the same browser, you do
not need to authenticate again. You are automatically logged in through SSO after clicking Login.

3. Enter the user name and password that you used to register on the IGEL Customer Portal and
click Sign in. For more information on registration, see Using the IGEL Customer Portal.

56. https://kb.igel.com/en/universal-management-suite/current/how-to-install-os-12-apps-in-a-ums-environment-wit
57. https://app.igel.com/

How to Start with IGEL 122 /232


https://kb.igel.com/en/universal-management-suite/current/how-to-install-os-12-apps-in-a-ums-environment-wit
https://app.igel.com/
https://kb.igel.com/en/universal-management-suite/current/how-to-install-os-12-apps-in-a-ums-environment-wit
https://app.igel.com/

IGEL App Portal

User Interface - Browsing the IGEL App Portal

fom\ IGEL AppPortal
me

&/

2 Explore

83 Discover Our Apps

82 Applications 2% Software

\
R

Name v

> Categories

Al
Authentication

Base System

BIOS

Browser

Browser-Based Application
Cloud

Codec

Debug

Device Redirection
Dictation

Digital Signage

IGEL Ready

Management
Miscellaneous

Monitoring

Multimedia

Network

- qQh

© New

0 ThinPrint Client
A Y J FnasEILE T

Printing with ThinPrint? This ThinPrint app allows
you to integrate thin clients with IGEL 0S 12 in
your ThinPrint environment.

Last update size
08. October 2025 768 KB

All apps

‘ 90meter Smart Card PKCS#11
@Derer Middleware for NIPRnet

PKCS#11 Library to enable smartcard support for
NIPRnet on Virtual Desktop Infrastructures

Last update size Downloads
17. March 2025 512 KB <K

Apps in Spotlight

<] Login [CNG]

Discover what makes a difference. Apps in Spotlight boost productivity, enhance user experience and
bring innovation to the digital workspace. Simply IGEL it!

© New
@ Zoom Desktop Client
6.6.0.4410 BUILD 1.0
Zoom Desktop app
Last update size
06. October 2025 282.75 MB
© New

A
= ACME Client
ACME 0.0 BUILD 2.0

ACME means Automatic Certificate Management

Environment. It allows for easily obtaining a
machine certificate from a certificate authority...

Last update Size Downloads
10. October 2025 256 KB <K

© New

@  Chromium Browser
C 140.0.7339.185 BUILD 2.0

Chromium is an open source browser project that
aims to build a safer, faster and more stable way
for everyone to experience the web.

Last update size
01. October 2025 200.5 MB

© New
. | 2 ‘ Amazon WorkSpaces Client

A user can connect to an Amazon WorkSpace
from IGEL OS using this Amazon WorkSpaces
client.

Last update size Downloads
10.October 2025 3675MB 311K

On the left side of the portal, you can find the following tabs:

¢ Applications: Here you can find all apps available for IGEL OS 12.
* In the area Apps in Spotlight, new IGEL OS 12 apps or important app updates are
highlighted.

¢ Software: Here you can download the latest software versions of the IGEL UMS, IGEL OS Creator
and other IGEL software products.
Older and new software versions are also available at https://www.igel.com/software-downloads/.

Under Applications, you have the filter and search options for easier browsing of the apps.
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IGEL App Portal

All Available Imported

Name ¥ N

> Categories

All
Authentication
Base System

BIOS

If you access the portal from the UMS, you can use the following filter buttons:

e All: All apps
¢ Available: All new apps and apps to be updated

¢ Imported: All apps that have already been imported to the UMS. In the UMS Web App, the
imported apps are displayed under Apps.

If you access the portal from the OS, you can use the following filter buttons:

e All: All apps
¢ Available: All new apps and apps to be updated
¢ Installed: All apps that have already been installed on the device

You can modify the sorting of the listed apps according to your needs, and if you are looking for a specific app, you
can also use the Search bar.

Under Categories, you can find category groups that collect apps according to their functions for an easier
overview.

o
IGEL Ready Apps

In the category IGEL Ready, you can find applications developed by IGEL Ready partners. For more

information, visit the IGEL Ready page at https://www.igel.com/ready/showcase-categories/software-and-
applications/.
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Actions on Cards

The applications that correspond to the selected category/given search criteria are shown as cards. You can click
the action button on the card to perform the action for the latest version of the app. The available action depends
on the access mode, see the description above.

&

lom\ IGEJlE App Portal

ue =
ss Explore

1—J'AII apps

25 Discover Our Apps

& New
86 Applications 2% Software
@ Chromium Browser
o o x Name v A 140.0.7339.185 BUILD 2.0
> Categories
Last update Size Downloads
All 01. October 2025 200.5 MB 152.91K

Authentication

App Details View

You can click the card to open the details view of the app. Here you can find the basic information under
Description and the changelog under History.

How to Start with IGEL 125/232



IGEL App Portal

IGEL APP PORTAL We enable people to
Explore build amazing things
@ Apps / Chromium Browser

oNew  Chromium Browser

. Version

@ Description @ History

Chromium
Chromium is an open source browser project that aims to build a safer, faster and more stable way for everyone to experience the web.

Categories Author Version Published Date
browser IGEL Technology GmbH 124.0.6367.78 BUILD 2.0 RC 1 02. May 2024
Architectures Size Vendor

x64 133.25MB The Chromium Authors

Dark Mode and Light Mode

You can use the App Portal in light or dark mode. The default setting is light mode. To switch from light to dark
mode, click the button in the top right corner.

om \ [GELAPP PORTAL We enable people to [o]

o
\mey Explore build amazing things = 4 @

The mode setting is saved locally, meaning a refresh of the browser page will keep the setting active. To go back to
light mode, click the button again.

feom\ IGEL AppPortal
\Ee&) 22 Explore

-] Login |

83 Discover Our Apps All apps

88 Applications 2% Software
[ q Chromium Browser ’ Firefox ESR e Island Browser

Q search 140.0.7339.185 BUILD 2.0 1403.0 BUILD 1.0 17434 BUILD 1.0

Chromium is an open source browser project that Mozilla Firefox ESR Browser Island, the Enterprise Browser
aims to build a safer, faster and more stable way
for everyone to experience the web.
> Categories
st update Size Downloads Last update Size Downloads Last update Size Downloads
All 01. October 2025 200.5 MB 152.91K 10. October 2025 97 MB 13.54K 01. October 2025 184.75 MB <1K

‘ Microsoft Edge Prisma Access Browser
140.0.3485.81 BUILD 1.0 13918.2139 BUILD 1.0

Microsoft Edge Browser Prisma Access Browser, the secure browser
powered by Palo Alto Networks Precision Al®,
your ultimate defense in an Al-first world.

Last update Size Downloads Last update Size loads
14. October 2025 228.75 MB 20.03K 29. August 2025 175.25 MB

Device Redirection
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Useful Links

At the bottom of the portal, you can find links to IGEL social media sites and other useful links, like Terms &
Conditions.
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IGEL UMS 12: Basic Configuration

IGEL UMS 12 uses a web-based user interface to administer IGEL OS devices, see IGEL UMS Web App*.

To login to the UMS Web App, you can use the credentials of the UMS superuser (if not changed under UMS
Administrator > Datasource > UMS superuser, the same as the User Credentials for DB-connect you set when
installing the UMS with the embedded database); see How to Log In to the IGEL UMS Web App™.

First Steps in the IGEL UMS

It is recommended to consider the following settings before onboarding / registering your devices. These settings
are made in the IGEL UMS Console.

You can log in to the UMS Console using the credentials you set under User Credentials for DB-connect when
installing the UMS with the embedded database; for more information, see Connecting the UMS Console to the IGEL
UMS Server®,

System Configuration
1. Activate logging under UMS Administration > Global Configuration > Logging.

2. Under UMS Administration > Administrative tasks, create the following administrative tasks:
¢ Create backup (for the embedded database only. If you use an external database,
see Creating a Backup of the IGEL UMS®.
* Delete logging data
* Other tasks to automatically clean up logs (job execution data, execution data of
administrative tasks, process events, asset information history)

3. If you want to activate the naming convention for your devices, go to UMS Administration >
Global Configuration > Device Network Settings. For more information, see How to Rename
IGEL OS Devices®.

Administrator Accounts

In the IGEL UMS, you can import administrative accounts from your existing Active Directory (AD). If you want to do
this, you have to link the UMS Server to the existing AD, see Active Directory / LDAP in the IGEL UMS®,

After that, you can import users or user groups from your AD under UMS Console > System > Administrator
Accounts > Import.

58. https://kb.igel.com/en/universal-management-suite/current/igel-ums-web-app

59. https://kb.igel.com/en/universal-management-suite/current/how-to-log-in-to-the-igel-ums-web-app

60. https://kb.igel.com/en/universal-management-suite/current/connecting-the-ums-console-to-the-igel-ums-server
61. https://kb.igel.com/en/universal-management-suite/current/creating-a-backup-of-the-igel-ums

62. https://kb.igel.com/en/universal-management-suite/current/how-to-rename-igel-os-devices

63. https://kb.igel.com/en/universal-management-suite/current/active-directory-ldap-in-the-igel-ums
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If you do not want to adopt the Active Directory structure, you can create local administrators and groups manually:
UMS Console > System > Administrator Accounts > New.

Permission settings are performed in the same way for both groups and individual administrators.

® IGEL Universal Management Suite 12[Jill Administrator accounts

Administrators Groups

S New Admin Group ’ New ‘

Connectto ...

(D Refresh Import
Disconnect

Helpdesk

New

Import...
Export...

Administrator accounts
Logging

VNC Viewer

Exit

Close

Each administrator / group can be granted specific permissions with regard to objects in the structure tree:

- Right-click an object in the structure tree and select Access control in the context menu to set object
permissions.

Firmware Customizations (0)
v £ Devices (1)
L] ITCOQE~~ =~~~
Mobile De > Edit Configuration

SharedW & Rename

¥ views(0) _ Delete
Jobs (0) 111 Clear 'Configuration Change Status’ flag

B Files(0) " Access control
Universal
® SearchHi [

0 For more information on UMS administrator accounts and access rights, refer to Administrator Accounts in
the IGEL UMS®* and User Management and IdP Management in the IGEL UMS Web App®.

64. https://kb.igel.com/en/universal-management-suite/current/how-to-create-administrator-accounts-in-the-igel-u
65. https://kb.igel.com/en/universal-management-suite/current/user-management-and-idp-management-in-the-igel-ums
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For permissions required for the UMS Web App, incl. for managing apps, see Important Information for the
IGEL UMS Web App®.

Optional: Preconfiguring Your Devices Before Onboarding
1. In the UMS Web App, click App Portal to import IGEL OS Apps.

@ App Portal

2. Select an app and the required version and click Import.
After accepting the End User License Agreement (EULA), the selected app version will be imported

into the UMS.
-
fem\ IGELAPPPORTAL We enable people to ollo
\ e /] © UMS Admin build amazing things
@ Apps / Chromium Browser
ouptonate Chromium Browser /
. Version
124.0.6367.60 BUILD 1.0 -
@© Description @ History
Chromium
Chromium is an open source browser project that aims to build a safer, faster and more stable way for everyone to experience the web.

66. https://kb.igel.com/en/universal-management-suite/current/important-information-for-the-igel-ums-web-app
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If you want to create profiles configuring IGEL OS Base System settings (e.g. SSO, accesories, etc.) before
any of your IGEL OS 12 devices is registered with the UMS, import the IGEL OS Base System app. The latest
app version is recommended. Alone for the purpose of profile creation, the subsequent assignment of the
IGEL OS Base System app to a device / device directory is NOT necessary.

3.In the UMS Web App, go to Apps to view the imported app. To quickly configure the desired
settings for this app, select the app and click Create new profile. Save the changes.

@ =« Directory Tree Browser G Chromium Browser
umsi2
E O % v - @& Create New Profile 22 Set Default Version £33 Edit Update Settings
v Al Name ~ ~
o ) @ Newest imported version in UMS: 136.0.7103.113 BUILD 1.0
m base I G ROk n Broraer 1 22 Default version for assignment: 136.0.7103113 BUILD 1.0
I G i i
Cloud 1 I @ Version 137.0.7151+0.1.rc.1 available!
= B o e o -

& Import newest version from App Portal
| Browser

VDI

v Update Settings

4. In order for your devices to be placed automatically in the specific directory according to certain
rules during the onboarding:
1) In UMS Web App > Devices, create a device directory. For more information, see Creating a
Directory Structure in the IGEL UMS Web App®’.

@ =< Directory Tree
umsi2
==
@ ! B!7 @ O

=

-

¥ Devices (0/3)

» MyDevices (2

m

BNew directory x| v
Q | |

oo
ao

67. https://kb.igel.com/en/universal-management-suite/current/creating-a-directory-structure-in-the-igel-ums-web
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2) In the UMS Console, go to UMS Administration > Global Configuration > Default Directory
Rules and create the desired rule. For details, see Default Directory Rules®,

Create default directory rule

Select criterion

e |

¥ Basic Information
Comment Connected via Reverse Proxy Cost Center
Department Device License Device Serial Number
Direct Profile Assignment Directory Expiration date of OS 10 maint...
Feature Has ICG certificate with SHA1 fi... IGEL Cloud Gateway
In-Service Date Indirect Profile Assignment Keystore Alias

Last Known IP Address MAC address Name

Serial Number Site Structure Tag

Cancel Next

5.1n the UMS Web App > Devices, assign the created profile to the device directory. Apply the
changes.
The app will be assigned to the devices via this profile (so-called "implicit app assignment") and
will be installed on the devices. Exception: IGEL OS Base System app
By default, apps / app versions assigned to the device will be automatically activated at the next
reboot. If the background app update has been activated, an Update command must be sent,
instead. For details, see How to Configure the Background App Update in the IGEL UMS Web App®.

o An implicit app assignment is overwritten if you assign an app explicitly, i.e. if you select an app as an
object in the Assign object dialog.

68. https://kb.igel.com/en/universal-management-suite/current/default-directory-rules
69. https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-
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[3] Assign Object to Directory x

3 New directory (0) % Devices / New directory

(v

Assignable Objects

2% libva for Chromium

[ 216.0 BUILD 2

) I1GEL 05 Base System

[ 12.2.0RC13

e Chromium Browser

[ 112.0.5615.165 BUILD 1

® Zoom Profil
©) test
[l ® New Profile 12

Allimplicitly assigned apps, i.e. apps assigned to devices via a profile, are displayed directly under the profile that
contains them under Assigned Objects.
For more information, see How to Assign Apps to IGEL OS Devices via the UMS Web App™.

° Configuring corporate design settings is easier not via profiles, but via Corporate Identity Customizations
(CICs). See How to Use Corporate Identity Customizations in IGEL UMS Web App™.

Importing IGEL OS Apps from the IGEL App Portal

To manage IGEL OS 12 devices, you need to import IGEL OS Apps of your choice from the IGEL App Portal:
1. In the UMS Web App, click App Portal.

70. https://kb.igel.com/en/universal-management-suite/current/how-to-assign-apps-to-igel-os-devices-via-the-ums-
71. https://kb.igel.com/en/universal-management-suite/current/how-to-use-corporate-identity-customizations-in-ig

How to Start with IGEL 133 /232


https://kb.igel.com/en/universal-management-suite/current/how-to-assign-apps-to-igel-os-devices-via-the-ums-
https://kb.igel.com/en/universal-management-suite/current/how-to-use-corporate-identity-customizations-in-ig
https://kb.igel.com/en/universal-management-suite/current/how-to-assign-apps-to-igel-os-devices-via-the-ums-
https://kb.igel.com/en/universal-management-suite/current/how-to-use-corporate-identity-customizations-in-ig

IGEL UMS 12: Basic Configuration

Teq
(—] 'G& Ver

2. Select the app and the required version and click Import.

fem\ IGEL APP PORTAL We enable people to ® 1)
\"®/  oumsaimin build amazing things

@ Apps / Chromium Browser

c ©uponate  Chromium Browser /
() version

124.0.6367.60 BUILD 1.0 -

@© Description @ History

Chromium
Chromium is an open source browser project that aims to build a safer, faster and more stable way for everyone to experience the web.

3. Accept the End User License Agreement (EULA) and wait for the import to be finished.

4. In the UMS Web App, go to Apps to view the imported app.
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o App Management permission is required to access the Apps area. You can set the permission under UMS
Web App > User Management (see User Management and IdP Management in the IGEL UMS Web App™) or
under UMS Console > System > Administrator accounts.

72. https://kb.igel.com/en/universal-management-suite/current/user-management-and-idp-management-in-the-igel-ums
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\'v —

Name ¥

G Chromium Browser

(S Newer Version available

2% Chromium Multimedia Codec

@ Newest Version is not Default Version

28 Citrix Multimedia Codec

(i) Newest Version is not Default Version

@ Citrix Workspace App

C\} Newer Version available

@ Conky
B CUPS printing app

c: FabulaTech Plugins

(S Newer Version available

ca FabulaTech Scanner for Remote Desktop

ca FabulaTech USB for Remote Desktop

ca FabulaTech Webcam for Remote Desktop
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The results of the app import are also displayed under Messages. For more information on Messages, see IGEL
UMS Web App User Interface™.

© Accepting EULA in the UMS
In the Apps section, you may sometimes see app versions marked with an exclamation mark, i.e. with End
User License Agreement (EULA) not accepted.
Accepting EULA can be necessary, for example, for automatically registered apps (IGEL OS Base System, all
locally installed apps) or if the EULA is changed. If not accepted in the UMS, the EULA can still be accepted
by your users locally on the device via the corresponding notification dialog.

Versions Assigned Devices
4 Versions % 3installed &) 1 Assigned @ 4 Profiles 3

»  Default version (12.01.100 BUILD 1R... %21 a1 oK}
v 12.1.100BUILD 1 TP 2 %0 8o @o u]

File size imported by imported on

unknown #device Jan 20,2023

EULA State

Not Accepted Accept EULA
v

o If you need to delete an app / app version, see How to Delete Apps in the IGEL UMS Web App™.

Creating an OS 12 Profile

As soon as you have imported an app, you can create a profile to configure settings for your IGEL OS 12 device.

Implicit App Assignment via Profiles

An app is automatically assigned to a device via a profile which configures this app. Exception: IGEL OS
Base System app

An app version selected in the profile will be assigned to a device. The best practice is to use the Default
Version, see How to Set a Default Version of an App in the IGEL UMS Web App™.

An implicit app assignment is overwritten if you assign an app explicitly, i.e. if you select an app as an
object in the Assign object dialog.

For more information on the app assignment, see Assignment of Apps and Profiles (see page 142).

There are two methods to create a profile:

* Via Configuration > Profiles > Create new profile (used to configure several apps. A profile
configures ALL versions of an app, unless the version is specified.) For details, see How to Create
and Assign Profiles in the IGEL UMS Web App™.

73. https://kb.igel.com/en/universal-management-suite/current/igel-ums-web-app-user-interface
74. https://kb.igel.com/en/universal-management-suite/current/how-to-delete-apps-in-the-igel-ums-web-app
75. https://kb.igel.com/en/universal-management-suite/current/how-to-set-a-default-version-of-an-app-in-the-igel
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¢ Via Apps > Create new profile (used to quickly configure a profile for the selected app.) See the
instructions below.

o For apps that have no configurable parameters (e.g. codecs), it is not possible to create a profile.

o If you need to delete a profile, see How to Use the Recycle Bin in the IGEL UMS Web App™.

Creating a Profile in the “Apps” Tab
To quickly create a profile for an imported app, proceed as follows:

1. Under UMS Web App > Apps, select the required app and click Create New Profile.
@ =< Directory Tree

Browser G Chromium Browser
umsi2
& O % = @, Create New Profile 2% Set Default Version £33 Edit Update Settings
v Al Name ~ ~ 2
I © Newest imported version in UMS: 136.0.7103.113 BUILD 1.0
J base

8% Default version for assignment: 136.0.7103.113 BUILD 1.0

1

1

1 " "

Cloud 1 i @ Version 137.0.7151+0:1.rc1 available!

& Import newest version from App Portal
| Eroneet

VDI

v Update Settings

2. Enter the name of the profile and specify the desired directory for storing the profile under
Location. If desired, add the description for the profile.

@ Profile Configurator Basic Settings

Example Profile Chromium X

Basic Settings

Name

Example Profile Chromium
Prefer Quick Setup (automatic session creation)

Description

ter Text

Location

@ Profiles

76. https://kb.igel.com/en/universal-management-suite/current/how-to-create-and-assign-profiles-in-the-igel-ums-
77. https://kb.igel.com/en/universal-management-suite/current/how-to-use-the-recycle-bin-in-the-igel-ums-web-app
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3. Optional (for a quicker profile creation): If you do not want to see all app settings available for
configuration, but only those relevant for the quick start with the app, leave
Prefer Quick Setup (automatic session creation) enabled.
Quick Setup mode for the configuration dialog will be opened if available.
Note the following:
* Quick Setup mode is currently available for specific apps only.
® Quick Setup mode is available only when creating a new profile, not while editing the
existing profile.
* Quick Setup mode is available for OS 12 profiles only.
¢ Quick Setup mode is displayed only if one app supporting it is selected in the App Selector.
In case multiple apps or an app not supporting the Quick Setup mode are selected,
Advanced Setup with all available app settings will be displayed even if Prefer Quick Setup
(automatic session creation) is enabled.
4. Click Save.
The profile will be listed under Configuration > Profiles.
5. Configure the desired settings.
The configuration dialog shows only those settings that can be configured for the selected app(s).
If you want to change the scope of the profile (i.e. redefine which apps should be configured by the
profile), click App Selector.

«©

The parameter is active and the set value will be configured by the profile.

The parameter is inactive and will not be configured by the profile.

IMPORTANT: When you deactivate the parameter, the value will be automatically set
back to the default value.

For information on the colored icons for tracking the changes, see Configuration of IGEL OS 12
Device Settings™.

78. https://kb.igel.com/en/igel-os-base-system/current/configuration-of-igel-os-12-device-settings
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@ Profile Configurator Advanced Setup
Apps System

¥ Chromium Browser

» Global Settings

Session name
Chromium browser
v Sessions

» Chromium browser B B
Starting Methods for Session

Start Menu
Menu folder

Start Menu's System tab

Application Launcher

Application Launcher folder

89 App Selector

X Cancel

Example Profile Chromium X

Q 1

v Save [ save and Close

If the Quick Setup mode is displayed, click Advanced Setup to show all settings available for configuration or to

open App Selector for changing the scope of the profile.

Note the following:

¢ If you navigate from Quick Setup to Advanced Setup, all changes are saved and, if relevant for the

selected app, one app session is automatically created.

¢ If you click Cancel while in Quick Setup mode, the profile is permanently deleted straight away.

How to Start with IGEL
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@ Profile Configurator Quick Setup

I 4 quick setup 1

chromium

Step 1| Configure Session

Step 2 | Configure Global Settings

83 Advanced Setup

Default browser

On Startup

Open a specific page or set of pages

Startup page

https://www.igel.com

Handle new tab page

Open a blank page

File Access

X Cancel

Example Profile Chromium

< Previous Step

Save and Close

6. Save the changes.

7. Assign the profile to the required device / device directory. See Assignment of Apps and

Profiles (see page 142).

Setting a Default Version of an App

If you have imported several versions of an app, you can define which version will be a Default Version.

Default Version is a version that will be assigned to a device / device directory if no version is specified during the

assignment of an app or during the creation of a profile configuring this app.

0 A Default Version is set globally: If changed, all assignments where no version was explicitly specified will

change with it.

° The best practice is to use the Default Version during the app assignment and profile creation.
The use of a specific version during the app assignment and profile creation is recommended for test
purposes, e.g. to test app updates. After successful testing, you can change your Default Version.

To set a Default Version:

1. Under Apps, select the required app and click Set Default Version.

How to Start with IGEL
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Set Default Version

Version

119.0.6045.105BUILD 1.0 o \

X Cancel ’ Save and apply changes on reboot .

2. Select the desired default version and save the changes.

Assignment of Apps and Profiles

In the UMS, there are two methods to assign an app to your devices:

* Implicit app assignment via profiles: An app is automatically assigned to a device via a profile that
configures this app. Exception: IGEL OS Base System app
The app version that will be installed on the device via the implicit assignment if several profiles
configure this app (but in different versions) is defined by the priority rules for profiles, see
Summary - Prioritization of IGEL UMS Profiles™.

* Explicit app assignment via the Assign object dialog

o An explicitly assigned app ALWAYS overwrites an implicitly assigned app.

@ fyou need to detach an app from the device, see Detaching Apps from the IGEL OS Device in IGEL UMS
Web App®.

79. https://kb.igel.com/en/universal-management-suite/current/summary-prioritization-of-igel-ums-profiles
80. https://kb.igel.com/en/universal-management-suite/current/detaching-apps-from-the-igel-os-device-in-igel-ums
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Implicit App Assignment via Profiles
To assign profiles to a device / device directory, proceed as follows:

1. Under UMS Web App > Devices, select a device or device directory and click Assign object.

E Assign Object to Directory X

3 New directory (0) T Devices /New directory

(v

Assignable Objects

2% libva for Chromium

‘ 216.0BUILD 2

) IGEL 0S Base System

[ 12.20RC13

@ Chromium Browser

[ 112.0.5615.165 BUILD 1

® Zoom Profil

@) test

| ©) New Profile 12

2. Select the profile you want to assign to the device / device directory and use the arrow button or
drag & drop.

3. Save the changes.

4. Decide when the changes should become effective.
An app assigned via the profile will be downloaded by the device.
By default, apps / app versions assigned to the device will be automatically activated at the next
reboot. The user will receive a corresponding notification. If the background app update has been

activated, an Update command must be sent, instead; see How to Configure the Background App
Update in the IGEL UMS Web App®.

81. https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-
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@ Info - Closing in 46 seconds...

e Update

Download completed. A reboot is necessary to
activate the new applications.

chromium-108.0.5359-1.rc.1+1

O ' 00

RESTART LATER RESTART NOW

OLEl & 14:31

The assigned profile and the app assigned to the device via this profile are displayed
under Devices > Assigned Objects.

TEST1 - 2 ep1 7
- Name ¥ qr X 8 Edit Configuration Assign Object ® Reboot O Shutdown
[© ept Properties
Next page
v Custom Properties i

No Custom Properties set

| Assigned Objects : System Information Licenses Network Adapter Installed Apps
(| EEE——
@ ¥ 6 O @@ 0 w & X

@) IGEL OS Base System
12.3.0RC2

@ New Profile 12

G Chromium Browser
119.0.6045.105 BUILD 1.0

To check the installed apps, go to Devices > [name of the device] > Installed Apps; see Checking Installed Apps via
the IGEL UMS Web App®.

82. https://kb.igel.com/en/universal-management-suite/current/checking-installed-apps-via-the-igel-ums-web-app
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Explicit App Assignment

© rorthe assignment of the IGEL OS Base System app, the permission Assign Base System / Firmware
Update is required. You can set the permission in the UMS Console via [context menu of a device / device
directory] > Access control.

A\ Ifvarious app versions have been assigned to a device (e.g. via direct and indirect assignment), the version
that is closer to the device in the directory tree will have the priority and will be installed on the device, see
Detaching Apps from the IGEL OS Device in IGEL UMS Web App®.

To assign apps to a device / device directory, proceed as follows:

1. Under UMS Web App > Devices, select a device or device directory and click Assign object.

Assign Object to Device

ep2

(v

Assignable Objects Assignments
- I

Undefined /(f) IGEL OS Base System

Iwfs/

[ 12.01.120 BUILD 1

[2) ums12.3.pbak

Undefined @
Iwfs/

Default Version (12.2.0 RC 13)
12.30RC4

a 2-UMS12.1.pbak 12.3.0RC 2

Undefined
s/ 12.2.2
12.2.0 NIGHTLY 2023-07-14
[&a) screenshot (1).png
Undefined

fwis/ 12.2.0RC14

& ums_ID.crt \ S

Common Certificate
Iwisf

12.2.0

Cancel ‘Save and apply on reboot n

2. Select the required app (and its specific version, if necessary).

83. https://kb.igel.com/en/universal-management-suite/current/detaching-apps-from-the-igel-os-device-in-igel-ums
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o If no version is specified for an app during the assignment, the default version will be used. It is possible to
select the version for an app in the Assign Object dialog either under Assignable Objects or under
Assignments.

3. Save the changes.

4. Decide when the changes should become effective.
The app will be downloaded by the device.
By default, apps / app versions assigned to the device will be automatically activated at the next
reboot. The user will receive a corresponding notification. If the background app update has been
activated, an Update command must be sent, instead; see How to Configure the Background App
Update in the IGEL UMS Web App*.

© Info - Closing in 46 seconds...

@ Update

Download completed. A reboot is necessary to
activate the new applications.

chromium-108.0.5359-1.rc.1+1

. 00

RESTART LATER RESTART NOW

OLT & 14:31

The assigned app is displayed in the UMS Web App under Devices > Assigned Objects.

To check the installed apps, go to Devices > [name of the device] > Installed Apps; see Checking Installed Apps via
the IGEL UMS Web App®.

You can also observe the desktop of a device via shadowing with VNC, see Remote Access to Devices via Shadowing
in the IGEL UMS Web App®.

84. https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-
85. https://kb.igel.com/en/universal-management-suite/current/checking-installed-apps-via-the-igel-ums-web-app
86. https://kb.igel.com/en/universal-management-suite/current/remote-access-to-devices-via-shadowing-in-the-igel
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IGEL UMS 12: App Update

The update procedure for the IGEL OS base system does not generally differ from the procedure for other apps. The
update and downgrade procedures are also the same.

As of IGEL OS 12.7.1, there is a downgrade limit for IGEL OS Base System app, see Downgrade
Limit on IGEL OS 12.7.1 or Higher®.

The update procedure includes the following steps:

1. Checking if the default global update settings under UMS Web App > Apps > Settings suit your
needs. See Configuring Global Settings for the Update of IGEL OS Apps®.

2. Checking if the default update settings under UMS Web App > Apps > [name of the app] > Edit
Update Settings suit your needs. See How to Configure Update Settings for Apps in the IGEL UMS
Web App®.

3. Checking if the default settings in IGEL Setup > System > Update suit your needs. Here, you can
configure, for example, the timeout for an automatic reboot after the app installation, forbid the
user to postpone the reboot, activate the background app update, or set a bandwidth limit that
will be used during the app update (see How to Configure the Background App Update in the IGEL
UMS Web App®).

4. Testing a new app version.

5. Updating an app on all the required devices. See How to Trigger the App Update in the IGEL UMS™.
See also the instructions below.

Preconditions
* You use the default version during the app assignment and profile creation (best practice).

Never change the default version before you have tested the update. A Default Version is set globally: If
changed, all assignments where no version was explicitly specified will change with it.

You have checked and, if necessary, changed the default global update settings.

You have checked and, if necessary, changed the default update settings for individual apps. Apps
> [name of the app] > Edit Update Settings > Default Version for Assigned Devices has been set
to Update Default Version manually (default).

You have checked the default settings in IGEL Setup > System > Update and, if necessary, created
a profile modifying these settings according to your needs and assigned it to the devices.

All devices have a valid license. See Licensing (see page 168).

87. https://kb.igel.com/en/igel-os-base-system/current/downgrade-limit-on-igel-os-12-7-1-or-higher

88. https://kb.igel.com/en/universal-management-suite/current/configuring-global-settings-for-the-update-of-igel

89. https://kb.igel.com/en/universal-management-suite/current/how-to-configure-update-settings-for-apps-in-the-i
90. https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-
91. https://kb.igel.com/en/universal-management-suite/current/how-to-trigger-the-app-update-in-the-igel-ums
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¢ Devices to be updated are online.

¢ All devices are connected to a regular LAN or WLAN (not OpenVPN, OpenConnect, genucard, NCP
VPN, or mobile broadband).

¢ All devices are in a safe environment where the update process cannot be disrupted, e.g. by
powering off the devices.

Update of the IGEL OS Base System
The procedure described below applies to the update of the IGEL OS Base System app.

0 This procedure is also relevant for any explicitly assigned app.

Preparing the Update

© rorthe assignment of the IGEL OS Base System app, the permission Assign Base System / Firmware
Update is required. You can set the permission in the UMS Console via [context menu of a device /
device directory] > Access control.

1. In the UMS Web App > Apps, select IGEL OS Base System.

@ =< Directory Tree Base (f) IGEL OS Base System
umsi2
EAV 4 - Name ~ S @ Create New Profile Set Default Version
& v Al Tt Y
1 (f) IGEL 0S Base System [
) 1 @ Newest imported version in UMS: 12.3.0 RC 4
A B I
—_— : G Newer Version available 1 82 Default version for assignment: 12.2.0 RC 13 ‘
\ |
Base  ETmmmmemss s sS S SsSsssssssssssssssssees ‘| @ Version 12.4.0 NIGHTLY 2023-12-28 available!

& Import newest version from App Portal

Codec

oo
oo Monitoring

2. If you have not activated the automatic import of updates under Edit Update Settings >
Automatic check for updates in UMS, click Import newest version from App Portal or go to the
App Portal to import the required app version manually.

Testing the Update

1. In the UMS Web App > Devices, select your test device(s) and click Assign Object.
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Assign Object to Device
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Undefined
Iwfs/

@ Default Version (12.2.0 RC 13)
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Jwts/ 12.2.2
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[&a] screenshot (1).png
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Iwfs/

@ ums_p.ert \ S

Common Certificate
Iwfs/

12.20

12.20RC14

Cancel ‘Save and apply on reboot n

2. In the Assign Object dialog, select IGEL OS Base System and the required version. It is possible to
select the version for an app either under Assignable Objects or under Assignments.

3. Decide when the changes should become effective, and save accordingly.
The app version will be downloaded by the device.
By default, apps / app versions assigned to the device will be automatically activated at the next
reboot. If you have configured the background app update, an Update command must be sent,
instead; see How to Configure the Background App Update in the IGEL UMS Web App*.

4. Under Devices > [name of the device] > Installed Apps, check the app, its version, and state; see
Checking Installed Apps via the IGEL UMS Web App®.

When the update test has been successful, you can update IGEL OS Base System on all the required devices.

Triggering the Mass Update
1. In the UMS Web App > Apps, select IGEL OS Base System and click Set Default Version.

92. https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-
93. https://kb.igel.com/en/universal-management-suite/current/checking-installed-apps-via-the-igel-ums-web-app

How to Start with IGEL 149 /232


https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-
https://kb.igel.com/en/universal-management-suite/current/checking-installed-apps-via-the-igel-ums-web-app
https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-
https://kb.igel.com/en/universal-management-suite/current/checking-installed-apps-via-the-igel-ums-web-app

IGEL UMS 12: App Update 1

Set Default Version

Version

12.01.120BUILD 1

|
12.3.0RC4

123.0RC2

1222

12.2.0 NIGHTLY 2023-07-14

1220

122.0RC14

122.0RC13

2. Select the required version.
3. Select when the changes should take effect and save accordingly.

4. If the IGEL OS Base System app has not yet been assigned to the devices: Go to UMS Web App >
Devices > [name of the device [/ device directory] and click Assign object to assign the app.

5. Verify that Default Version is selected in the version picker.
6. Assign the app.

7. Decide when the changes should become effective and save accordingly.
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@ Assign Object to Device

ep

Assignable Objects
) 1GEL 05 Base System
Defautt Version (12.20 RC 13) 516.0.8131 BULD 1.0

2% IGEL RemoteDesktop Core [ cuPs printing app

1180 BUILD1.0RC 2 n e 1.0.0 BULD 2

«
(P 10eL Windows 365

1191 8ULD 10

IGEL Remote Desktop
©

1127 B8URD 10

Cancel Save and apply on reboot -

° If the changes should take effect on reboot, you can create a scheduled job for reboot and/or wakeup and
assign it to the devices / device directory or a view (created in the UMS Console > Views > [context menu]
> New View > Installed Apps criterion). For more information on jobs, see Jobs - Sending Automated
Commands to Devices in the IGEL UMS*,

The new version will be downloaded by the devices.

By default, apps / app versions assigned to the device will be automatically activated at the next reboot. By default,
the reboot is performed automatically after the timeout of 60 seconds after the app download if the user does not
postpone the device restart, see IGEL OS Notification Center (see page 215).

If you have configured the background app update, an Update command must be sent instead of the reboot for the
app activation; see How to Configure the Background App Update in the IGEL UMS Web App®.

© fthere is not enough space for storing the new base system during the update of IGEL OS, the multistage
update will be triggered. See Multistage Update of the IGEL OS Base System®,

94. https://kb.igel.com/en/universal-management-suite/current/jobs-sending-automated-commands-to-devices-in-the-
95. https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-
96. https://kb.igel.com/en/universal-management-suite/current/multistage-update-of-the-igel-os-base-system
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9. To verify that all devices have been updated successfully: Under Devices > [name of the device] >
Installed Apps, check the app, its version, and state; or create a view in the UMS Console > Views
using the Installed Apps criterion. See Checking Installed Apps via the IGEL UMS Web App®.

Update of the Implicitly Assigned IGEL OS Apps

If you have decided not to use the explicit app assignment, and the apps are thus assigned to your devices
implicitly, i.e. via profiles configuring these apps, you can use the following procedure for the app update. This

procedure applies to the update of any app that has been assigned to devices implicitly; it is NOT applicable to the
IGEL OS Base System since it can be assigned only explicitly.

For more information on the implicit app assignment, see IGEL UMS 12: Basic Configuration®, "Assignment of Apps
and Profiles."

Preparing the Update

1. In the UMS Web App > Apps, select the required app, e.g. Chromium.
2. If you have not activated the automatic import of updates under Edit Update Settings >

Automatic check for updates in UMS, click Import newest version from App Portal or click App
Portal to import the required app version manually.

@ =< Directory Tree Browser G Chromium Browser
umsi2
& O B = Name ~ a® X @, Create New Profile Set Default Version
----------------------------------------
J i g
v Al
: G Chromium Browser ! N
i : @ Newest imported version in UMS: 119.0.6045.105 BUILD 1.0
Browser ; i
E] : (S Newer Version available : 32 Default version for assignment: 112.0.5615.165 BUILD 1
! 1
Base e e e e e e et / @ Version 119.0.6045.199 BUILD 2.0 RC 1 available!
o\ & Import newest version from App Portal
Codec
86
Monitoring
v Update Settings
@ Cloud
Automatic Check for Updates inUMS Default Version fg
vol Check for updates Update Default Ve
Printing
Peripheral Versions Assigned Devices
Unified Communication 4Versions | §? 0Installed [B] 0 Assigned (@) 3 Profiles

Testing the Update

1. In the UMS Web App > Configuration > Profiles, select the "productive"” profile, e.g. Chromium,
and click Duplicate to copy it.

The created test profile will have the same settings as the original profile (incl. the setting Default
Version for the app(s) in the App Selector).

97. https://kb.igel.com/en/universal-management-suite/current/checking-installed-apps-via-the-igel-ums-web-app
98. https://kb.igel.com/en/how-to-start-with-igel/current/igel-ums-12-basic-configuration
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2. Click Edit Properties to rename the created test profile,e.g. Test Update Chromium.
3. In the UMS Web App > Devices, select your test device(s) and assign the created test profile Test

Update Chromium .For moreinformation on the assignment, see IGEL UMS 12: Basic
Configuration®, "Implicit App Assignment via Profiles".

As soon as your test devices have the app(s) of the same version as on the productive devices,
proceed as follows.

4.1n the UMS Web App > Configuration > Profiles, select the test profile via which apps are assigned
to your test devices, in our case Test Update Chromium,and click Edit Configuration.

Test - @ Test Update Chromium

-> Name ~ 1 S 82 Edit Configuration @ Export Profile

@ Test Update Chromium v Properties

Name Id
Test Update Chromium 16539
Directory Path
5. In the Profile Configurator dialog, click App Selector.
@ Profile Configurator Advanced Setup Test Update Chromium X
Apps ¢ System a @
~ Chromium Browser °

@ No settings available

» Global Settings There are no settings available for this page. Please change to one of the sub-settings below.

» Sessions <o

8% App Selector

X Cancel

99. https://kb.igel.com/en/how-to-start-with-igel/current/igel-ums-12-basic-configuration

How to Start with IGEL 153 /232



https://kb.igel.com/en/how-to-start-with-igel/current/igel-ums-12-basic-configuration
https://kb.igel.com/en/how-to-start-with-igel/current/igel-ums-12-basic-configuration

IGEL UMS 12: App Update

6. Click EI and select the app version you want to update to.

&

>

@

@ Profile Configurator App Selector

Select Apps

In OS 12 you can define what apps should be configured by a profile.
Please select at least one app. (You can choose from Base System and/or Apps.)
This selection can always be changed.

IGEL OS Base System

Tiger vnc viewer
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Zoom Media Plugins for VDI

Chromium Browser

Chromium is an open source browser project that

aims to build a safer, faster and more stable way for
everyone to experience the web.

Cisco Jabber VDI

Default Version (12.7.1)

Default Version (113.1+1)
Default Version (2024.7.5140+1)
Default Version (45.2.1+1)
Default Version (6.212+1)

Default Version (135.0.7049+1)

Version

Default Version (135.0.7049+1)

I Default Version (135.0.7049+1)
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135.0.7049.95 BUILD 1.0

Test Update Chromium X

X Cancel

7. Save the changes.

8. Under Devices, select the test devices and click Send settings.

Y E
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e
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TechDoc
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©
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> Custom Properties
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Power Control ¥ ‘ Update & Refresh v

Network Adap C Update on Shutdown

=,
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C Update
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The new app version will be downloaded by the device.
By default, apps / app versions assigned to the device will be automatically activated at the next
reboot. If you have configured the background app update, an Update command must be sent,
instead; see How to Configure the Background App Update in the IGEL UMS Web App*®.

9. Under Devices > [name of the device] > Installed Apps, check the app, its version, and state; see
Checking Installed Apps via the IGEL UMS Web App'*.

When the update test has been successful, you can update the app on all the required devices.

100. https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-
101. https://kb.igel.com/en/universal-management-suite/current/checking-installed-apps-via-the-igel-ums-web-app
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Triggering the Mass Update

1. In the UMS Web App > Apps, select the app to be updated (in our case, Chromium) and click Set
Default Version.
2. Select the required version.

EE Set Default Version

Version

136.0.7103.113 BUILD 1.0

X Cancel Save and apply changes on reboot .

3. Decide when the changes should take effect and save accordingly.

° If the changes should take effect on reboot, you can create a scheduled job for reboot and/or wakeup and
assign it to the devices / device directory or a view (created in the UMS Console > Views > [context menu]
> New View > Installed Apps criterion). For more information on jobs, see Jobs - Sending Automated
Commands to Devices in the IGEL UMS*?,

The new version will be downloaded by the devices.

By default, apps / app versions assigned to the device will be automatically activated at the next reboot. By default,

the reboot is performed automatically after the timeout of 60 seconds after the app download if the user does not

postpone the device restart, see IGEL OS Notification Center (see page 215).

If you have configured the background app update, an Update command must be sent instead of the reboot for the
103

app activation; see How to Configure the Background App Update in the IGEL UMS Web App™®.

4. To verify that all devices have been updated successfully: Under Devices > [name of the device] >
Installed Apps , check the app, its version and state; or create a view in the UMS Console > Views
using the Installed Apps criterion. See Checking Installed Apps via the IGEL UMS Web App™™.

102. https://kb.igel.com/en/universal-management-suite/current/jobs-sending-automated-commands-to-devices-in-the-
103. https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-
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Installing the Base System via IGEL OS Creator (OSC)

Installing the Base System via IGEL OS Creator (OSC)

Installation Requirements and Devices Supported by IGEL OS 12

For the requirements for IGEL OS 12 and the list of the officially supported devices, see Devices Supported by IGEL
0S 121,

Create USB Installation Medium

Windows

1. Download the ZIP archive for OS Creator from the IGEL download server*®:
- For new devices, use the standard installer (e.g. osc_12.01.110.zip).
- For older devices or if you haven't been able to boot the installer at all, use the legacy installer
(e.g. 0sc_12.01.110_legacy.zip).

2. Unzip the contents into a local directory.

3. Connect a USB memory stick with at least 4 GB capacity to the computer.
All existing data on the USB memory stick will be destroyed.

4. Double-click the preparestick.exe filefrom the unzipped directory.
If you are in the "administrators" group, the program will start after you have confirmed a dialog. If
you are not in the "administrators" group, you must enter the administrator password to start the
program.

105. https://kb.igel.com/en/hardware/current/devices-supported-by-igel-os-12-1
106. https://www.igel.com/software-downloads/igel-os-12-secure-endpoint/
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Installing the Base System via IGEL OS Creator (OSC)

¥ preparestick - X
File View Help

Source
Isofile: [ ... \Downloads\osc_12.00.900.3\preparestick \osc12.00.900.3is0 v

Destination

Destination USB-Stick: | D:A\TRANSCEND v

Start writing process

Progress of creating Bootstick

The dropdown menu Isofile shows the ISO files contained in the unzipped directory.
5. Under Isofile, select the appropriate ISO file, e.g. 0sc12.01.110.17s0.

6. Under Destination USB stick, select the USB storage medium on which you would like to save the
installation data.
Itis recommended that you only have one USB storage medium connected during this procedure.
If you accidentally select the wrong medium, all data on it will be lost.
Generally speaking, the list of available USB storage media is refreshed automatically. If, however,
you would like to refresh it manually, click on View > Refresh USB Device List.

7. Click Start writing process.

8. Confirm the following dialog:

Warning

| All data on selected Device will be overwritten, do you want
to continue?
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In the program window, the progress of the process is shown.

¥ preparestick = X

File View Help

Source

Isofile: [ ... \Downloads\osc_12.00.900.3\preparestick \osc 12.00.900.3.iso

Destination

Destination USB-Stick: D ATRANSCEND

Progress of creating Bootstick

When the process is finished, a message window is displayed.

Infermation X

0 Duplication process complete !

OK

9. Close the message window and the program.

10. After about 3 seconds, remove the USB memory stick.

° If you remove the USB memory stick immediately, there is a possibility that the writing process has not
been completed. In this case, the data on the memory stick gets corrupted.

The USB memory stick for OSC installation is ready for use.
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Linux

1. Download the ZIP archive for OS Creator from the IGEL download server'®:
- For new devices, use the standard installer (e.g. osc_12.01.110.zip).
- For older devices or if you haven't been able to boot the installer at all, use the legacy installer
(e.g. 0sc_12.01.110_legacy.zip).

2. Unzip the contents into a local directory.

3. From this directory, you will need the ISO file (e.g.
0scl12.01.110.7s0 or 0scl2.01.110_legacy.iso )to create a bootable medium.

4. Connect a USB memory stick with at least 4 GB capacity to the computer.

€ Allexisting data on the USB memory stick will be destroyed.

5. Open a terminal emulator and enter the command dmesg to determine the device name of the

USB memory stick.
Example output:

[...]

[19514.742229] scsi 3:0:0:0: Direct-Access JetFlash Transcend 8GB
1100 PQ: O ANSI: 6

[19514.742805] sd 3:0:0:0: Attached scsi generic sgl type 0
[19514.744688] sd 3:0:0:0: [sdb] 15425536 512-byte logical blocks:
(7.89 GB/7.35 GiB)

[19514.745370] sd 3:0:0:0: [sdb] Write Protect is off
[19514.745376] sd 3:0:0:0: [sdb] Mode Sense: 43 (0) 00 00 00
[19514.746040] sd 3:0:0:0: [sdb] Write cache: enabled, read cache:
enabled, doesn't support DPO or FUA

[19514.752438] sdb: sdbl

In this example, the device name searched foris /dev/sdb .

Q Ensure that you have determined the correct device name. Use of the dd command in the next step can
destroy your operating system if you use the wrong device name.

107. https://www.igel.com/software-downloads/igel-os-12-secure-endpoint/
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6. The following command writes the installation data to the USB memory stick:
dd if=0sc12.01.110.1iso0 of=/dev/sdX bs=1M oflag=direct

Replace sdX with the device name of the USB memory stick that you have determined.

When the dd command has terminated, you can see the terminal emulator input prompt again.

7. Wait for about 3 seconds after the dd command has terminated, and remove the USB memory
stick.

0 If you remove the USB memory stick immediately, there is a possibility that the writing process has not
been completed. In this case, the data on the memory stick gets corrupted.

The USB memory stick for OSC installation is ready for use.

Installation Procedure

0 The installation will overwrite all existing data on the target drive.

1. Connect the prepared USB memory stick to the target device and switch the target device on.
General information on how you can boot from the stick can be found under Installing the Base
System via IGEL OS Creator (OSC)™®,

2. Select one of the following options from the boot menu:

108. https://kb.igel.com/en/how-to-start-with-igel/current/installing-the-base-system-via-igel-os-creator-osc
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Installing the Base System via IGEL OS Creator (OSC)

;

0s12

CREATOR

@ Standard Installation + Recovery
Verbose Installation + Recovery

Failsafe Installation + Recovery

== X

== / —_—

* Standard Installation + Recovery: Boots the system with just a few messages from the USB
memory stick and launches the installation program. (Default)

¢ Verbose Installation + Recovery: Boots the system from the USB memory stick and shows
the Linux boot messages in the process.

* Failsafe Installation + Recovery: Fallback mode; to be used if the graphical boot screen
cannot be displayed.

* Memory Test: Memory test, only available in legacy/BIOS mode. This option does not carry
out an installation.

3. Select the language for the installation process.
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Z. IGEL OS Creator

Please choose your language.

English v

4. If IGEL OS 12 has been running on the device before and you want to preserve the device's settings,
ensure that Migrate old settings is enabled.

Z. 1GEL OS Creator

A
(/) ATTENTION: The contents of the target drive will be DESTROYED! Please
os1i2 backup all your data before you proceed with the installation.

Installation Options Targetdrive VMware_Virtual_disk
Version  IGELOS 12 12.01.100 BUILD 1RC 9

Unknown hardware (limited driver support). Click on this

Migrate old settings Hardware
message for more details

Thank you for choosing IGEL Technology!

You are about to install IGEL OS 12, the managed endpoint OS for secure access to any digital
workspace. After installation is complete, you will have a fully working secure IGEL Workspace.

lpEElEEE You will be able to use your IGEL device unrestricted for the next 30 days. To take advantage of our
enhanced features, like multimedia codecs and hardware acceleration, be sure to register your IGEL 0S

Factory Image when you first boot your device. By registering, we'll also extend your evalution period to 90 days.

Learn more about getting started with IGEL Technology at https://kb.igel.com/gettingstarted

» Progress details

¥ sl GEL 05

5. If one of the following is the case, make sure that Migrate licenses is enabled:
- Your device has been operating with IGEL OS 11 before and you want to preserve the device's
IGEL OS 11 licenses because you want to test IGEL OS 12 and downgrade to IGEL OS 11 afterward
- Your device has been operating with IGEL OS 12 before and you want to keep the licenses on the
device
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4. IGEL OS Creator

%

Installation Options

Migrate old settings

Migrate Licenses

Factory Image

ATTENTION: The contents of the target drive will be DESTROYED! Please
backup all your data before you proceed with the installation.

Targetdrive VMware__Virtual_disk
Version IGELOS 12 12.01.100BUILD TRC 9

Unknown hardware (limited driver support). Click on this

Hardware :
message for more details

Thank you for choosing IGEL Technology!

You are about to install IGEL OS 12, the managed endpoint OS for secure access to any digital
rksp After installation is lete, you will have a fully working secure IGEL Workspace.

You will be able to use your IGEL device unrestricted for the next 30 days. To take advantage of our
enhanced features, like multimedia codecs and hardware acceleration, be sure to register your IGEL 0S
when you first boot your device. By registering, we'll also extend your evalution period to 90 days.

Learn more about getting started with IGEL Technology at https://kb.igel.com/gettingstarted

» Progress details

¥ nstll EL 0

6. Check the Target drive to ensure the system is installed on the desired drive.

. IGEL OS Creator

%

Installation Options

Migrate old settings

Migrate Licenses

Factory Image

7. Click Install IGEL OS.

How to Start with IGEL

ATTENTION: The contents of the target drive will be DESTROYED! Please
backup all your data before you proceed with the installation.

I Targetdrive VMware__Virtual_disk
O™ BUILD1RC9

Unknown hardware (limited driver support). Click on this

Hardware
message for more details

Thank you for choosing IGEL Technology!

You are about to install IGEL OS 12, the managed endpoint OS for secure access to any digital
rk After installation is you will have a fully working secure IGEL Workspace.

1
P P

You will be able to use your IGEL device unrestricted for the next 30 days. To take advantage of our
enhanced features, like multimedia codecs and hardware acceleration, be sure to register your IGEL 0S
when you first boot your device. By registering, we'll also extend your evalution period to 90 days.

Learn more about getting started with IGEL Technology at https://kb.igel.com/gettingstarted

» Progress details

¥ install IGEL 05
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. IGEL OS Creator

‘A
(/) ATTENTION: The contents of the target drive will be DESTROYED! Please
backup all your data before you proceed with the installation.

CREATOR

Installation Options Targetdrive VMware__Virtual_disk
Version IGELOS 12 12.01.700BUILD TRC 9

Unknown hardware (limited driver support). Click on this
message for more details

Migrate old settings Hardware
Thank you for choosing IGEL Technology!

You are about to install IGEL OS 12, the managed endpoint OS for secure access to any digital
0 After installation is lete, you will have a fully working secure IGEL Workspace.

Migrate Licenses You will be able to use your IGEL device unrestricted for the next 30 days. To take advantage of our
enhanced features, like multimedia codecs and hardware acceleration, be sure to register your IGEL 0S
Factory Image when you first boot your device. By registering, we'll also extend your evalution period to 90 days.

Learn more about getting started with IGEL Technology at https://kb.igel.com/gettingstarted

» Progre etails

¥ nstll EL 0

8. Accept the EULA by clicking | agree.

Z. Accept EULA

End User License Agreement (EULA)

By clicking "I Accept” the End User (as defined in the applicable EULA)

agrees to the terms and conditions of the applicable IGEL EULA as defined

below. If End User accepted a previous clickthrough version of the applicable

EULA then the below new clickthrough EULA shall supersede the previous
clickthrough EULA. If End User has mutually executed a separate end user

license agreement or other agreement covering the terms and conditions of

the EULA with IGEL Technology GmbH or another IGEL Technology GmbH-authorized
entity, then such separate agreement shall supersede the below clickthrough

EULA.

Applicable IGEL EULA (also available at https://www.igel.com/terms-conditions/)
IGEL EULA (North and South America) - Valid from July 1st 2022: Applies to
End User organized under the laws of the United States, Canada or Mexico.

IGEL EULA (EMEA and APAC) - Valid from July 1st 2022: Applies to End User
organized under the laws of any country outside of North America.

IGEL End User License Agreement for EMEA and APAC (EULA)

PLEASE READ THIS END USER LICENSE AGREEMENT ("EULA") CAREFULLY BEFORE USING
IGEL SOFTWARE. BY CLICKING "ACCEPT" (OR OTHERWISE ASSENTING TO THE TERMS OF
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9. To view the details for the target drive, click More Info.

Z: Warning!

All the data on the disk will be destroyed.
Are you sure you want to continue the installation?

Boot partition found.
Target structure looks like Linux.
Target structure looks like Windows.

166G

9M

200M

da3 vfat 200M

10. Click Install IGEL OS.
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Z: Warning!

All the data on the disk will be destroyed.
Are you sure you want to continue the installation?

Boot partition found.
Target structure looks like Linux.
Target structure looks like Windows.

Moreinfo v .

Collected partition info:
Target drive: /dev/sda

NAME FSTYPE SIZE
16G
9M
200M

da3 vfat 200M

The installation program will install IGEL OS 12 on the target drive. If you see the success message,
the installation is complete.

Z. IGEL OS Creator

%
Congratulations! You have successfully installed IGEL OS on your device.
Finish the process by clicking either the Reboot or Shutdown button below.

Installation Options Targetdrive VMware_Virtual_disk

Version IGEL0OS 12 12.01.100BUILD 1RC 9

Unknown hardware (limited driver support). Click on this
message for more details

Hardware

Edit
Thank you for choosing IGEL Technology!

W Reset You are about to install IGEL OS 12, the managed endpoint OS for secure access to any digital
P After installation is complete, you will have a fully working secure IGEL Workspace.

You will be able to use your IGEL device urestncted for the next 30 days. To take advantage of our
enhanced features, like multimedia codecs and h leration, be sure to register your IGEL 0S
when you first boot your device. By registering, we’ll also extend your evalution period to 90 days.

Learn more about getting started with IGEL Technology at https://kb.igel.com/gettingstarted

» Progress details
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11. Click Reboot.

Z. 1GEL OS Creator

%

CRENTOR

Congratulations! You have successfully installed IGEL OS on your device.
Finish the process by clicking either the Reboot or Shutdown button below.

Installation Options Targetdrive VMware_ Virtual_disk
Version IGELOS 12 12.01.100BUILD 1RC 9

Unknown hardware (limited driver support). Click on this

Hardware
message for more details

Thank you for choosing IGEL Technology!

You are about to install IGEL OS 12, the managed endpoint OS for secure access to any digital
workspace. After installation is complete, you will have a fully working secure IGEL Workspace.

You will be able to use your IGEL device unrestricted for the next 30 days. To take advantage of our
enhanced features, like multimedia codecs and hardware acceleration, be sure to register your IGEL 0S
when you first boot your device. By registering, we'll also extend your evalution period to 90 days.

Learn more about getting started with IGEL Technology at https://kb.igel.com/gettingstarted

» Progress details

12. Remove the USB memory stick.

13. Close the message window.

Z. IGEL OS Creator X

Please remove the CD-ROM disk and close the dialog to reboot.

Close

The system will shut down and then boot IGEL OS 12.
The device is ready for onboarding; for details, see Onboarding IGEL OS 12 Devices.
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Licensing

To work with your IGEL environment, your IGEL OS devices and your IGEL Universal Management Suite (UMS) must

have valid licenses from your IGEL subscription. For details, see IGEL Subscription*®.

You can deploy your licenses via Automatic License Deployment (ALD), which is the preferred method, or manually.
For details, see Setting up Automatic License Deployment (ALD)*°. For a list of all deployment methods, see

Deploying Licenses™,

EULA Must Be Accepted

To prepare your licenses for deployment, you must accept the EULA for the Product Pack that contains
your licenses. For instructions, see Accepting the EULA (see page 171).

Starter Licenses and Evaluation Licenses

As long as no license has been deployed, your IGEL OS 12 devices will use a starter license that is valid for 30 days.

You can also request evaluation licenses (or demo licenses) for testing purposes with a limited license period. You
can request the licenses both for the IGEL OS devices and for the IGEL UMS. For more information, see Evaluation
Licenses for IGEL OS 12 and IGEL UMS*2,

For the effects of evaluation license expiration, see IGEL Subscription - Entitlements and Effects of Expiration*®,

Licensing Your IGEL UMS

Starting from version 12.07.100, the IGEL UMS needs to have a license in place to provide access to UMS features.
For instructions on how to license your UMS, see How to License the IGEL UMS™,

0 The IGEL UMS can be installed without a technical license, providing access to features of the Essential
UMS License out of the box.

Getting Your Device Licenses Ready for Deployment

115

1. Login to the IGEL License Portal (ILP) at https://activation.igel.com™®. If you do not have an ILP
account yet, you must register with the ILP. For details, see Registering on the IGEL License Portal
(ILP).

109. https://kb.igel.com/en/igel-subscription-and-more/current/igel-subscription

110. https://kb.igel.com/en/igel-subscription-and-more/current/setting-up-automatic-license-deployment-ald

111. https://kb.igel.com/en/igel-subscription-and-more/current/deploying-licenses

112. https://kb.igel.com/en/igel-subscription-and-more/current/igel-software-licenses-for-igel-os-and-igel-
ums#IGELSoftwareLicensesforlIGELOSandIGELUMS-EvaluationLicensesforlGELOS12andIGELUMS

113. https://kb.igel.com/en/igel-subscription-and-more/current/igel-subscription-entitlements-and-effects-of-expi

114. https://kb.igel.com/en/igel-subscription-and-more/current/how-to-license-the-igel-ums

115. https://activation.igel.com/
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Licensing |

2. Go to UMS ID, find the UMS you want to use for deployment, and click . .

& L. @igel.com v

& Home

g Orders

4 UMSID

82 Multi-licensed hardware
9 Subscription Keys

@& Product Packs

@ Archived packs

(@ IGEL Knowledge Base

\_,_/""
td-umsi2

3. Search for "we-e" and select the relevant Product Pack.
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Assign Product Packs

To assign Product Packs to the UMS ID, select them and click OK.

Product Product Pack ID

Subscription Key Volume Status

EULA NOT ACCEPTH

© fyou can not find the Product Pack, it may be that it has been assigned to another UMS that was defined
as the default UMS resp. default UMS ID. (If a default UMS ID has been defined in your ILP, a new WE-E
Product Pack will be assigned to that UMS automatically.)

To correct this, go to the default UMS ID, which is marked with a , click , unassign the Product Pack
from this UMS and then use on the relevant UMS ID to assign it to the proper UMS.

4, Go to Product Packs, select "WE-E" and then select the relevant Product Pack.

b 3 ‘@igel.com v
A& Home
& Orders
4= UMSID

Q. Search hardware
Multi-licensed hardware

4 Subscription Keys
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Product Packs

B srowa
WE-E v All UMS IDs v Search Product Pac | X Filter by date
e List view ( Card view
Manage Product Product Pack ID Subscription Key Volume Status Activation Date Expiration date

@ s SEE o/10 EULA NOT ACCEPTED 2024-03-02

5. In the single view for your Product Pack, click Accept IGEL EULA.
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3 WE-E B WE-E-

- Manage

& Product Pack ID: | \wE-E- d by
Comment

®
@ ALD Token

&8 UMS IDs:

43

Delivery Token S -

BB Hardware

8 Archive Archive Product Pack

& Split £ Product Pac

- Accept IGEL EULA

Y Merge SO s o -

® EULA NOT ACCEPTED & 0/10

2 Expiration date; 2024-03-02

6. Confirm that you accept the EULA.
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| have read

Q

na

a

gr

e

e

+

go)

the licence terms stated in the IGEL EULA

(=)

Your licenses are ready for deployment.
You can continue with setting up Automatic License Deployment (ALD), see Setting up Automatic

License Deployment (ALD).
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Onboarding IGEL OS 12 Devices

If you have configured the IGEL Onboarding Service, you use it to register your IGEL OS 12; see Register IGEL OS 12
Devices with the UMS via IGEL Onboarding Service (see page 174).

For an alternative device registration method, see Alternative Onboarding Method: Registering Devices with the
UMS Using the One-Time Password (see page 181) .

© fyou decide for some reason not to use the IGEL Onboarding Service or the one-time password method,
you can skip the corresponding steps in the Setup Assistant. Your IGEL OS 12 device will start with a Starter
license.
To register this device with the UMS Server, you can use the Scan for devices function, see How to Scan
the Network for Devices and Register Devices on the IGEL UMS™®, For other device registration methods,
see Registering IGEL OS Devices on the UMS Server'”’,

Register IGEL OS 12 Devices with the UMS via IGEL Onboarding Service

1. Switch your device on.
The Setup Assistant starts.
2. Choose the display language and set your keyboard layout. Click Continue.

116. https://kb.igel.com/en/universal-management-suite/current/how-to-scan-the-network-for-devices-and-register-d
117. https://kb.igel.com/en/universal-management-suite/current/registering-igel-os-devices-on-the-ums-server
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Onboarding IGEL OS 12 Devices

Is this the right display and
keyboard language?

Display language

English v

Keyboard layout

German -

Continue

3. Read the End User License Agreement (EULA) and accept the license terms. Click Continue.
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Please review the
License Agreement

End User License Agreement (EULA)

1. By clicking "l Accept" the End User (as defined in the applicable EULA) agrees to the
terms and conditions of the applicable IGEL EULA as defined below. If End User has
mutually executed a separate end user license agreement or other agreement
covering the terms and conditions of the EULA with IGEL Technology GmbH or another
IGEL Technology GmbH-authorized entity, then such separate agreement shall
supersede the below clickthrough EULA.

Applicable IGEL EULA (also available at https://www.igel.com/terms-conditions/)
IGEL North America EULA: Applies to End User organized under the laws of the United

States, Canada or Mexico.

IGEL Worldwide EULA: Applies to End User organized under the laws of any country
outside of North America.

2. Additionally, by clicking "I Accept" the End User agrees to the terms and conditions

| accept the license terms

Seoninse

4. If you are not connected to a LAN, a network configuration screen is displayed. In this case, follow
the instructions under Troubleshooting: Configuring a Network during the Onboarding.

5. To automatically set the time zone, activate | agree to automatically detect the device and click
Continue.
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Allowing further assistance?

To help set the time zone of this device
automatically, the IP-Address will be used with
Mozilla Location Service to check the current
location

. . | agree to automatically detect the device

Continue

Or click Continue and set your time zone, time, and date manually, then click Continue.
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Is this the right country or region?

Manually set time zone, time and date

(UTC+01:00) Amsterdam, Berlin, Bern, Ro... ~
,v 14:20 21.10.2022
‘ Ao

Continue

6. Enter your e-mail address (using the correct upper/lowercase) and click Continue.
Optionally, you can also enter a Structure tag starting from IGEL OS 12.7.3. Using structure tags,
newly registered devices will automatically have the information on where they are to be placed in
the structure tree of the UMS Console. For details, see How to Automate the Rollout Process in the
IGEL UMS™® and Using Structure Tags with IGEL OS Devices'.

118. https://kb.igel.com/en/universal-management-suite/current/how-to-automate-the-rollout-process-in-the-igel-um
119. https://kb.igel.com/en/universal-management-suite/current/using-structure-tags-with-igel-os-11-devices
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Let's connect to the company
network

Provide your company email address to onboard this device:

Email address:
Structure tag (optional)

]

When everything goes well, your device will be integrated into your company network after the reboot. This means
it has been connected to your IGEL Universal Management Suite (UMS) which provides your device with the

appropriate licenses, settings, and IGEL OS Apps.
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Congratulation! The device is now
part of the company network!

This device will now be prepared,
which will take a short moment. it
will reboot automatically once it is

ready.

Onboarding finished!

o If you need later to check who onboarded the device, you can view this information in the UMS Web App >
Devices > [name of the device] > Properties / System Information > Onboarded by.
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[} = Directory Tree MyDevices
=

~ Devices

-

(2 ITCFaA80DS186A7

New directory

Q [ ep2

oo
oo

&

[© ep2 /
2 Edit Configurat

Properties

ion & shadow (2] Assign Object

% Devices 7 MyDevices

v Custom Properties

Department

Assigned Objects

System Information Licenses. Network Adapter Installed Apps

site

Department  techdoc

Cost Center

Asset ID

Service Date

® Reboot O Shutdown

Alternative Onboarding Method: Registering Devices with the UMS Using

the One-Time Password

If you decide not to use IGEL Onboarding Service for the registration of your IGEL OS 12 devices, you can use a one-

time password method as an alternative.

1. Switch your device on.
The Setup Assistant starts.

2. Choose the display language and set your keyboard layout. Click Continue.
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Is this the right display and
keyboard language?

Display language

English v

Keyboard layout

German -

Continue

3. Read the End User License Agreement (EULA) and accept the license terms. Click Continue.
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Please review the
License Agreement

End User License Agreement (EULA)

1. By clicking "l Accept" the End User (as defined in the applicable EULA) agrees to the
terms and conditions of the applicable IGEL EULA as defined below. If End User has
mutually executed a separate end user license agreement or other agreement
covering the terms and conditions of the EULA with IGEL Technology GmbH or another
IGEL Technology GmbH-authorized entity, then such separate agreement shall
supersede the below clickthrough EULA.

Applicable IGEL EULA (also available at https://www.igel.com/terms-conditions/)
IGEL North America EULA: Applies to End User organized under the laws of the United

States, Canada or Mexico.

IGEL Worldwide EULA: Applies to End User organized under the laws of any country
outside of North America.

2. Additionally, by clicking "I Accept" the End User agrees to the terms and conditions

| accept the license terms

Seoninse

4. If you are not connected to a LAN, a network configuration screen is displayed. In this case, follow
the instructions under Troubleshooting: Configuring a Network during the Onboarding.

5. To automatically set the time zone, activate | agree to automatically detect the device and click
Continue.
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Allowing further assistance?

To help set the time zone of this device
automatically, the IP-Address will be used with
Mozilla Location Service to check the current
location

. . | agree to automatically detect the device

Continue

Or click Continue and set your time zone, time, and date manually, then click Continue.
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Is this the right country or region?

Manually set time zone, time and date

(UTC+01:00) Amsterdam, Berlin, Bern, Ro... ~
,v 14:20 21.10.2022
‘ Ao

Continue

6. When the IGEL Setup Assistant asks for your company e-mail, click Skip.
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Let's connect to the company
network

Provide your company email address to onboard
this device:

Email address:

You will be asked to enter the data provided by your administrator:
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7. Enter the following data and click Continue:
URL / Server address: Host name or IP address of the UMS Server. If configured, you can
alternatively use the public address (see Server - View Your IGEL UMS Server Information') of the
UMS Server or the cluster address (see Server Network Settings in the IGEL UMS™).

Port: Web server port (Default: 8443). If configured, you can alternatively use the public web port
(see Server Network Settings in the IGEL UMS*?).

120. https://kb.igel.com/en/universal-management-suite/current/server-view-your-igel-ums-server-information
121. https://kb.igel.com/en/universal-management-suite/current/server-network-settings-in-the-igel-ums
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One-time password: First-authentication key (no matter one-time key or mass-deployment key),
which you create under UMS Console > UMS Administration > Global Configuration > First-
authentication Keys.

Structure tag: Using structure tags, newly registered devices will automatically have the
information where they are to be placed in the structure tree of the UMS Console. For details, see
How to Automate the Rollout Process in the IGEL UMS* and Using Structure Tags with IGEL OS

Devices™.

© creating a one-time password in the UMS Console
You can create the following first-authentication keys:

® One-time keys: Can be used by any random device, but cannot be re-used by any other
device. Hence, the number of keys must match the number of devices.

* One-time keys associated with a device: Can only be used by a specific device and will be
invalidated after use. Therefore, only devices with the specified UnitIDs will be registered.

¢ Mass-deployment keys: Multiple-time keys that can be used by any device and will remain
valid after use. If you choose to create a mass-deployment key, there is a possibility to set
your own password.

2+ IGEL Universal Management Suite 12

System Devices Misc Help
Cj @ @ Z“ UMS Web App ar Jb Case Sensitive ™) Regex [ Whole Text

Server -192.168.30.154 ( ; ) First-authentication keys Show key  Show all keys @

UMS Administration UnitID First-authentication key Status Usage date Usage count Comment

> UMS Network Create new first-authentication keys
v Global Configuration
» [ Licenses | Create new one-time keys
» B Certificate Management Create new one-time keys
Create new one-time keys associated with a device
Create new mass-deployment key

Administrative Tasks

£ Proxy Server
Default Directory Rules

B Universal Firmware Update
Wake on LAN

(' Active Directory / LDAP

& Damntn Arrnen

You can view the created key by clicking Show key; or simply copy it to the clipboard.

122. https://kb.igel.com/en/universal-management-suite/current/server-network-settings-in-the-igel-ums
123. https://kb.igel.com/en/universal-management-suite/current/how-to-automate-the-rollout-process-in-the-igel-um
124. https://kb.igel.com/en/universal-management-suite/current/using-structure-tags-with-igel-os-11-devices
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Z: IGEL Universal Management Suite 12

Devices Help

System

65 @ @ 1‘_-“‘ UMS Web App ™4 Case Sensitive ) Regex
Server -192.168.30.154 @ First-authentication keys Show all keys ®

Whole Text

UnitID First-authentication key Usage date Usage count Type Comment

SRR 0 Mass-deployment key

UMS Administration

> UMS Network
v Global Configuration
» [ Licenses
» [ Certificate Management
¥ Device Network Settings

" First-authentication Keys

=

* Administrative Tasks

8. In the mask opened, enter the communication token. The communication token is the third part
of the SHA256 fingerprint of the root certificate of your UMS Server. Then click Continue.

Use the one-time password to onboard
this device?

Enter the information provided by your IT
administrator to onboard your device, or click
“Skip” to proceed without connecting your device
1o the corporate network management

M 192.168.30.154

Almost there! Please provide the

communication token:

b46e 102

0 How to Find Out the Communication Token / Root Certificate Fingerprint (SHA256)
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IGEL

Go to UMS Console > UMS Administration > Global Configuration > Certificate Management > Web,

select the certificate and click fi5]].

Z- IGEL Universal Management Suite 12

System Devices Misc Help

CD | @ 27 umMsweb App M | © casesensitive ™ Regex ™ Whole Text

S\ Web Cerificates

Server-192.168.30.154  (y) "eotemicae

Ty The web certificate is used for the web server port. [Default: 8443]
MhlES it This port is used for transferring files to the devices, all WebDav actions, interserver communication, the IMI and the UMS Web App.

> /. UMS Network

e Server status: OK Certificate status: OK @ Automatic renewal

» B9 Licenses
All servers have an assigned certificate. (1/1) All used certificates are valid and derive from the same root. Used certificates will be re
v P Certificate Management

B Novire atinn

' Web Certificates g 1) _fzj x|

" LIUUU Galeway

» B Mobile Devices Display name Subject Alternative Names Expiring date Key Specification Signature Used Private Key known
B Device Network Settings ¥ Ir 1526291218 Jul 12, 2042 RSA (4096 bits) SHA512withRSA
Server Network Settings ¥ 8 9z 0.154; td-ums-sv2016 Jul 12,2023 RSA (4096 bits) SHA512withRSA

Version:
Subject: , L=Bremen, O=IGEL Technology GmbH, CN=ID—-49679-166599¢

Issuer: , L=Bremen, O=IGEL Technology GmbH, CN=ID—-49679-166599¢
Signature Algorithm: SHA512withRSA

Key: RSA, 4096 bits

Serial number:

Fingerprint (SHA1):

Fingerprint (SHA256):

Valid from: Mon Oct 17 11:20:02 CEST 2022
Valid to: Fri Oct 17 11:20:02 CEST 2042

Alternatively, go to UMS Web App > Network > UMS Server Details and copy Root Cert. Fingerprint -
Part 3. or Communication Token.
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= Network ) UMS Server is running

== UMS Server Details 4 Requests 5 February 16,2024 (© 11:20 AM - 5:20 PM

8778-b2e83d. W successf ful

1.0
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5-1687262447.

oo
oo
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M ver 2019
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W waiting B Failed

=3

e ®

Do

Test Environment o]
C- 3N

<]

© fvou Use IGEL Cloud Gateway
If you want to connect the device via the IGEL Cloud Gateway (ICG), use the following as credentials under
steps 7 and 8:
* URL / Server address: Host name or IP address of the ICG server
* Port: ICG port (Default: 8443)
* One-time password: First-authentication key created as described above. You may find it
also interesting to read Generating and Distributing First-Authentication Keys for
Devices'™.

e Communication token: Fingerprint of the root certificate of the ICG server (the third part)

When everything went well, your device will be integrated into your company network after the reboot. This means
it has been connected to your IGEL Universal Management Suite (UMS) which provides your device with the
appropriate licenses, settings, and IGEL OS Apps.

125. https://kb.igel.com/en/igel-cloud-gateway/current/generating-and-distributing-first-authentication-k
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Congratulation! The device is now
part of the company network!

This device will now be prepared,
which will take a short moment. it
will reboot automatically once it is

ready.

Onboarding finished!
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Troubleshooting: Configuring a Network during the Onboarding

If your device cannot connect to the network instantly, the IGEL Setup Assistant will ask you to configure your
network connection.

Connecting to a Wireless Network That Is Visible

o Wi-Fi networks with certificates are not supported in the Setup Assistant.

This configuration step is available if a WLAN adapter was found when starting the device. The device will search for
available WLAN access points as soon as the configuration step is opened. The WLAN access points found will be
listed.

1. Select the network you want to connect to.

Let's connect to a wireless network

LBS-BST-215

UniFi-RAD

LBS-GAST

ITGA-P

ITGA-M

ITGA-GUEST

Connect manually to a network

2. Enter the authentication data that are required by your network, e.g. Network
key or Password and Username.
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Network key

3. Click Connect.

0 If no Wi-Fi adapter is found, please check if:
* There is a hardware switch on your device.
* Thereis a BIOS setting that disables Wi-Fi if Ethernet is connected.
* Thereis a BIOS update for your endpoint.

Connecting to a Wireless Network That Is Hidden

1. Click Connect manually to a network.
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Let's connect to a wireless network

LBS-8ST-215

UniF-RAD

LES-OASY

ITGAP

ITOAM

ITOA-GREST

Connect manually to & network

2. Select the Authentication type and enter the required authentication data.
Possible options:
® Open: Enter the Network name.
¢ Security key: Enter the Network name and the Security key.
¢ Username and password: Enter the Network name, Username, and the Security key.
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3. Click Connect.

Advanced Wired Network Configuration

This configuration step is available if a wired network has been detected, but the connection to the LAN could not

be established automatically (e.g. because the IP address could not be automatically received from the DHCP server
for some reason).

1. Enter the appropriate settings for your wired network:
Static IP address: Static IP address of the device
Static network mask: Static network mask of the device
Default gateway: IP address of the default gateway
AND/OR
Default domain: Usually the name of the local network
Name server: |P address of the name server to be used
Name server: IP address of an alternative name server

How to Start with IGEL 196 /232



Onboarding IGEL OS 12 Devices

Let's connect to a wired network
manually

Static IP address Default domain

Static network mask Nameserver

DEETIEETE Nameserver

2. Click Continue.

Mobile Broadband

This configuration step is available if there is no LAN or wi-fi connection, but a surf stick / modem has been
detected. If not detected, reboot your endpoint device.

1. Enter the required data:
Country or region: The country or region of your provider
Provider: Provider (the possible options depend on what you choose for Country or region)
APN: Access point name (the possible options depend on what you choose for Provider)
PIN (displayed if the SIM card is locked): PIN for the SIM card used

2. Click Continue.
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How to Start with IGEL

Let's connect to a mobile network

Country

Germany

Provider

T-Mobile(Telekom)

internet.t-d1.de

PIN

Continue
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Troubleshooting: Possible Error Codes During the Onboarding

During the onboarding with the IGEL Onboarding Service or with the one-time password method, the following
internal errors may occur.

Error message: " Could not manage your device because of an internal error (<error-

code>) "
Error Meaning
Code

30 Onboarding service not reachable anymore

32 Invalid arguments

33 Failed to initialize EST API

34 Failed to load trust chain

35 Failed to load key pair

36 Failed to load private key

37 Failed to get CA certificates from server
For information on the solution, see Troubleshooting: Error 37 during Onboarding of
an IGEL OS12 Device (see page 201).

38 Failed to enroll a certificate from server
For information on the solution, see Troubleshooting: Error 38 during the
Onboarding of an IGEL OS 12 Device (see page 202).

39 Failed to retrieve the enrolled certificate

40 Failed to convert the enrolled certificate to PEM

41 Failed to save the enrolled certificate

42 Failed to create a TLS context

43 Failed to create a TLS handle

44 Failed to establish a TCP connection

45 Failed to establish a TLS connection

46 Failed to verify TLS certificate chain

47 Failed to load system trust store
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o If you have checked your configuration and everything seems to be correct, collect the log files as
described under Debugging / How to Collect and Send Device Log Files to IGEL Support (see page 223) and
contact IGEL Support.
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Troubleshooting: Error 37 during Onboarding of an IGEL OS12 Device
During the onboarding with the IGEL Onboarding Service or with the one-time password method, you get the
following error message: " Could not manage your device because of an internal error

(<37>) ". Error 37 indicates that the device was unable to get the CA certificates from the Universal Management
Suite (UMS) Server(s).

Problem
Possible causes for error 37 may be:

® NO HTTPS connection to the UMS Server
Getting the CA certificates from the UMS Server is the first step of the onboarding process, so the
error 37 can indicate that the device is unable to establish a HTTPS connection to the UMS Server.
This can be caused by the network environment configuration, like a firewall or TLS inspection.

® CA certificates cannot be verified due to an incomplete CA chain
The downloaded CA certificates are verified by the device, so the error 37 can occur if the
downloaded CA certificates cannot be verified by IGEL OS. This can be caused by an incomplete
chain of CA certificates, for example, a missing certificate of the root CA.

Solution

No HTTPS Connection to the UMS Server

To diagnose network issues, use the curl command, the standard HTTP(s) tool included in IGEL OS 12/0S 11 and
other Linux OS. Execute the following command to download CA certificates from the UMS Server:

curl --tlsvl.3 --insecure https://<YOUR_UMS_ADDRESS>:<PORT>/device-connector/
device/.well-known/est/cacerts

If the command fails to download CA certificates, you potentially have a networking or firewall problem. Try to
adjust firewall settings or TLS inspection to allow the necessary HTTPS connections.

CA Certificates Cannot Be Verified Due to an Incomplete CA Chain

To solve this, import the complete CA chain as it described in Installing an Existing Certificate Chain for the
ICG™,

If the missing certificate belongs to a public CA, try to update to IGEL OS 12.3.0. or above. These IGEL OS
versions can automatically complete the CA chain with the required issuer certificates from the repository of
public CA certificates contained in IGEL OS 12.

126. https://kb.igel.com/en/igel-cloud-gateway/current/installing-an-existing-certificate-chain-for-the-i
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Troubleshooting: Error 38 during the Onboarding of an IGEL OS 12
Device

During the onboarding with the IGEL Onboarding Service or with the one-time password method, you get the
following error message: " Could not manage your device because of an internal error

(<38>) ". Error 38 indicates that the device was unable to register the certificate from the UMS Server(s).

Problem
Possible causes for error 38 may be:

1. The device already exists on the UMS Server.
Typical use case: the device was once registered in the UMS, but was deleted, but not
permanently, and remained in the UMS in the recycle bin.

2. Uncommon FQDN of the UMS Server

3. The Public Address is not resolvable by the endpoint devices, or it is not set, and the devices
cannot resolve the internal address.

4. Multiple UMS Servers are behind a single external address / load balancer.

Solution

The Device Already Exists on the UMS Server

If you get error 38 during the device onboarding, the first thing to check is if the device has already been registered
on the UMS Server. To do this, we will find out the current Unit ID of the device, search for it in the UMS, and will
remove the device from the UMS:

1. To find out the Unit ID of the device:
e Ifyou are still in the IGEL Setup Assistant: Press anytime [CTRL+ALT+F12] or
[CTRL+ALT+F11] to enterthe command lineinterface (CLI) and then press

[Enter] tologinasroot.

* If you skipped all steps in the IGEL Setup Assistant and started the device with a Starter
license: In the IGEL Setup > Accessories > Terminals, add a terminal session and log in to
the local terminal as root (by default, the password is empty on new devices).

° Alternatively, you can simply open the information dialog in the IGEL Setup Assistant and note the MAC
address of the device and search for it in the UMS Console as described below:
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System information

Product

Firmware version 12.01.120.1

Network
Hostname ITC005056938D22
Network interface ens32
IP address
MAC address 00:50:56:93:8D:22
Subnet mask
Default gateway
DNS Server
Internet connectivity true

Onboarding Service reachable

Close

2. Execute the following command:
echo $(get_unit_id)
This returns the Unit ID of the device:

——— rescue shell ttyll —
Press <RETURN> to login:

Loading "English(US)" keyboard layout.
root@ITCO05056938D22:/# echo S(get_unit_id)
005056938D22

3. Enter the Unit ID in the Search field, press [Enter] and validate thatthe located device has
the correct Unit ID.
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Z- IGEL Universal Management Suite 12

System

< OES® 208 xBH0 B

Server /Devices/Augsburghechdoc/RDAd-RDO1 Assigned objects

| Management Suite 12 g Name
td-RDO1

X Template Keys and Groups (0)
A AT e ) > System Information

System Information

® Quality Assurance (0)
v B RD (1)
J ta-RDO1
[ Bremen (0)
> [ Test(1)

re Description

If the device does not show up when running this search, skip the next step and go to the Recycle
Bin.

4. Right-click the device, select Delete and confirm the deletion.

The device will be moved to the recycle bin. See Recycle Bin - Deleting Objects in the IGEL UMS*™,
< OE® 2068 xHO & 2 o 0

Seryar IDevices/Augsburgftechdoc/RDd-RDO1

Assigned obje

¥ /- IGEL Uni nagement Suite 12 Name
> Profile EI td-RDO1

> X Templ and Groups (0)
> Firmware Customizations (1)
v & Devices (2)

System Information

ystem Information

uality Assurance (0)
v f® RD (1)

Indirectly assigned objects

Directory

N
> F Views (6) DN¢ onfiguration Change Status' flag
> & Jobs (4) Access control

5. Verify that you do not need any items in the recycle bin and click Clear recycle bin.

127. https://kb.igel.com/en/universal-management-suite/current/recycle-bin-deleting-objects-in-the-igel-ums
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Z- IGEL Universal Management Suite 12

System

< () ®

Server /Recycle Bin

¥ /- IGEL Universal Management Suite 12 Name

Profiles (13) ¥ vMware

X Template Keys and Groups (0) - td-RDO1
Firmware Customizations (1)

B Devices (1)
Shared Workplace Users

¥ views (5)
Jobs (4)

B Files (1)
Universal Firmware Update (1)

® Search History (0)

"] Recycle Bin (2)
=U] Restore recycle bin content

] Clear recycle bin

Now, when the device was permanently removed from the UMS, you can repeat the onboarding
procedure.

Checking Host Names, FQDNSs, and Public Address of the UMS Server

Having incorrect host or public names defined in the UMS can cause issues with devices identifying the UMS and
installing the UMS certificates properly, thus resulting in error 38 during the device onboarding.

o Please pay attention that hostnames should be spelled everywhere the same way (case-sensitive). The
UMS hostname specified during the configuration of the IGEL Onboarding Service (see page 58) must be
written exactly as in the UMS.

The hostname of the UMS must match the DNS name or SAN name for your UMS web certificate (see Web
Certificates in the IGEL UMS™%).
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o The best practice is to use the common / routable FQDN and not the automatically generated name for the
hostname. It is generally recommended to check for hostname oddities. For example, such names as

ums00.dci3rsbtfpeunizc5g5gghfhwg.ux.internal.cloudapp.net arecommon for
cloud-hosted servers and generated automatically when creating a VM, e.g. in Azure - they should be
renamed to simpler FQDNs such as ums00.1igel-demo.com.

As a best practice, only use lowercase letters in the FQDN.
Note that the maximal length of the FQDN is restricted to 255 characters.

If the hostnames do not meet these requirements, you need to update them:

1. To identify and check your UMS hostname, go to UMS Console > UMS Administration > UMS
Network > Server and select each server to view their details.

UMS Administration Service is running
UMS Network

Value
Process ID b06ed1f3-ac6f-4075-9d31-e22ae57e0f49
Cl UMS-CLUSTER--39415-1637260546688-2-0
12.01.110
UMS00.

ums,
30001
8443

blic Web Port 8443
Operating System Ubuntu 22.04.2 LTS

2. Change the hostname:
* via your operating system
The proper way is to update the hostname of the UMS Server itself. To do this, simply follow
your OS vendor's instructions for changing the hostname, and then reboot the server.
After that, you should see the changes reflected in the UMS (see step 1).

OR

* viathe UMS
If changing the hostname of your server is not allowed, then you can change the Display
Name and Public Address of your UMS Servers:

1. In the UMS Console, right-click the server under UMS Console > UMS Administration >
UMS Network > Server and select Edit.

128. https://kb.igel.com/en/universal-management-suite/current/web-certificates-in-the-igel-ums
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UMS Administration

UMS Network
v P Server
=i UMS00.
B umso1.
v [ IGEL Cloud Ga Delete

Access Control

ica ICGO1 (Azu
» [ Events
Global Configural tehnssistndies
» [ Licenses Stop service
v = Certificate Ma Restart service
A Device Conicimcasion

Edit...

2. Update the Display Name to easily resolvable FQDN of the server.

3. If you have a different external name for the server, enter it under Public Address. For

more information on the Public Address, see Server - View Your IGEL UMS Server

Information*®.

Process Configuration x

Display Name U!vISOO.igeI—demo.coml

Public Address ums.igel.com

Public Web Port 8443

Save Process Configuration Cancel

4, Restart the UMS Server service.

5. Validate that you can resolve the Display Name or Public Address of the UMS Server(s)
from your IGEL OS devices.

129. https://kb.igel.com/en/universal-management-suite/current/server-view-your-igel-ums-server-information
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Onboarding IGEL OS 12 Devices

Specifying the Cluster Addresses of the UMS Server

If you are using multiple UMS Servers and they share a single external address, then you will need to update the
FQDN of the UMS cluster; see "Cluster Address" section under Server Network Settings in the IGEL UMS™. To do

this, you can follow the steps below:

1. Confirm you can resolve / ping the unified FQDN and that it resolves to the correct IP(s) for your
UMS cluster.

2. In the UMS Console, go to UMS Administration > Global Configuration > Server Network
Settings and activate Enable common cluster address for all UMS Servers.

>
A

>

v

UMS Administration

UMS Network

Global Configuration

Licenses

B> Certificate Management
¥ Device Communication

" Web
Cloud Gateway

¥ Device Network Settings

.. Server Network Settings
First-authentication Keys

2 Device Attributes
Administrative Tasks

& UMS ID
Proxy Server
Default Directory Rules
Universal Firmware Update
Wake on LAN

(L' Active Directory / LDAP
Remote Access

B Logging

¥ Mail Settings
Messages to Devices
Misc Settings

1) UMS Features

Specify online check port (UDP)

Scheduled Jobs
Scheduled jobs never expire

Expiration time for scheduled jobs Minutes

Scan Parameters

Timeout (ms)

Broadcast IP

Specify scan reply port (UDP)

Cluster Address
V' Enable common cluster address for all UMS servers

Devices and other external services can reach the UMS cluster at https://Jums.igel.com

FQDN of the cluster ums.igel.com

Port

UMS High Availability / Distributed UMS

V' Distributed UMS enabled (restart of UMS Servers needed on change)

3. Under FQDN of the cluster, enter the FQDN that your devices can use to resolve the UMS cluster.

4. If you have configured the custom port, specify it under Port.

5. Save the settings.

6. Configure a web certificate for all servers as described under Server Network Settings in the IGEL
UMS*,

7. Restart the UMS Server service on all servers.

130. https://kb.igel.com/en/universal-management-suite/current/server-network-settings-in-the-igel-ums
131. https://kb.igel.com/en/universal-management-suite/current/server-network-settings-in-the-igel-ums
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Installing IGEL OS Apps Locally on the Device

e

IGE

Installing IGEL OS Apps Locally on the Device

You can install / uninstall apps on your devices not only via the IGEL Universal Management Suite (UMS), but also
via the App Portal application on your devices. This is possible if Permit local app installation is enabled
under Security > Update:

Accessories User Interface ¢ Network Devices Security System ¢ Q 1
Device Encryption @ Related pages
Password ®

Permit local app installation
» Logon

» Active Directory/Kerberos

» Smartcard
Change password

| Update

@ starting methods for the App Portal can be defined under Accessories > App Portal.

0 Access to the local App Portal and the download of apps is possible for UMS-managed devices if the UMS is
registered in the IGEL Customer Portal. For the instructions, see Registering the UMS (see page 55).
If the device is not managed with the UMS, access to the local App Portal is possible but NOT for the
devices with a Starter license. For more information on licenses, see Licensing (see page 168).

How to Locally Install Apps
To install apps, proceed as follows:

1. Open the App Portal locally on the device.

b @S e

2. Select the required app and its version and click Install.

om)\ [GEL APP PORTAL We enable people to 6 ©
\-./ os12 build amazing things =

Q Apps | Chromium Browser

c supsste  Chromium Browser /

1240638760 BUNLD 10 v m

@ ODescription & Mistory
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o If the selected app / app version has already been installed, the Uninstall icon is shown.

3. Accept the End User License Agreement (EULA).
The selected app version will be downloaded to the device. The corresponding notification will be
shown:

@ Info - Closing in 73 seconds...

@ Update

Download completed. A reboot is necessary to
activate the new applications.

cups_printing-1.0.0-1.rc.1+3

O 00

RESTART LATER RESTART NOW

20 & IT 1800

0 Dependant apps and codecs (e.g. Chromium Multimedia Codec, Fluendo libva for Chromium, Citrix
Multimedia Codec) are automatically installed on the device during the installation of the main app (e.g.
Chromium Browser app, Citrix Workspace app).

4, Restart the device to complete the app installation.
After that, you can create and configure sessions in the IGEL Setup under Apps.

Accessories User Interface Network Devices Security System |l

» CUPS-Printing

» Zoom
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IGE

A

r

IGEL OS Base System as well as all locally installed apps are automatically recognized by the UMS and
listed in the UMS Web App > Apps. If no such app has been imported to the UMS from the IGEL App Portal
before and you assign an "automatically registered" app to other devices, the user will have to accept the
End User Licence Agreement (EULA):

© Info - 3mago

Accept EULA

To download and install Chromium Browser
105.0.5195.125 BUILD 2 RC 2, please open and
accept the End User License Agreement (EULA).

OPEN EULA

0 T A 1540

How to Locally Uninstall Apps
To uninstall apps on the device, proceed as follows:

1. Open the App Portal locally on the device.

b @S e

2. Filter for Installed apps and select the required app.
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{em\ IGEL APP PORTAL

\He® % 0S 12

oo H
oo Discover Our Apps
All Available [ Installed ]
124. X ’ Name ¥ i

> Categories

3. Click Uninstall.
The user will receive a corresponding notification:

@ Info * Closing in 74 seconds...

Update

Successfully uninstalled applications. A reboot is
necessary to remove the applications.

cups_printing-1.0.0-1.rc.1+3

O 00

RESTART LATER ‘ RESTART NOW

20 & IT 18:24
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4, Restart the device to complete the app uninstallation.
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Configuring Single Sign-On (SSO)

For detailed information, see How to Configure Single Sign-On (SSO) on IGEL OS 12,

132. https://kb.igel.com/en/igel-os-base-system/current/how-to-configure-single-sign-on-sso-on-igel-os-12
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IGEL OS Notification Center

IGEL OS Notification Center

On an IGEL OS device, you can view all non-closed notifications in the Notification Center.

Notification Center

© Info + About a minute ago X

Warning

Please be aware that your Starter license
will expirein 5 days.

@ Info - Closing in 52 seconds...

Update

Download completed. A reboot is
necessary to activate the new
applications.

zoomvdi-5.13.1-1.rc.3+1

O 00

RESTART LATER ‘ RESTART NOW

£ & IT 18:58
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e

IGE

o Notification Center icon n is displayed if the taskbar and taskbar system tray are activated (User
Interface > Desktop > Taskbar and Taskbar Items; both are enabled by default).

© fyou do not want to see floating notifications, you can activate the Do not disturb function.

In the Notification Center, you can see

¢ Update notifications prompting the user to reboot the device to complete the app installation. The
device will be restarted automatically if the user will not react within 60 seconds; this timeout can
be changed under System > Update > Timeout for automatical reboot in seconds.

© fyou do not want the user to see the update notifications, check the settings under System > Update >
Action after app activation. See Update - App Update Settings in IGEL OS 12'%,

Note: The update notification is different if you have configured the background app update, see How to Configure
the Background App Update in the IGEL UMS Web App**.

¢ EULA notifications if the End User Licence Agreement has to be accepted. When this may be
necessary is described under Accepting EULA in the UMS (see page 137).

* Messages sent by the UMS administrator

* Warnings, e.g. about license expiration, and errors

¢ Other notifications, e.g. about a new configuration the system has received

133. https://kb.igel.com/en/igel-os-base-system/current/update-app-update-settings-in-igel-os-12
134. https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-

How to Start with IGEL 216/232


https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-
https://kb.igel.com/en/igel-os-base-system/current/update-app-update-settings-in-igel-os-12
https://kb.igel.com/en/igel-os-base-system/current/update-app-update-settings-in-igel-os-12
https://kb.igel.com/en/universal-management-suite/current/how-to-configure-the-background-app-update-in-the-

IGEL Insight Service

IGEL Insight Service

IGEL is working on a new version of the feature. To learn more about what is coming, see IGEL
Insights to Deliver Unified Endpoint Telemetry & Management Data™®.

IGEL Insight Service is activated by default after a Universal Management Suite (UMS) installation. After the
installation, at the first start of the IGEL UMS Console or the UMS Web App, you are presented with a dialog with
information on the IGEL Insight Service. If you want to deactivate the IGEL Insight Service, click Go to Settings and
disable it under Disable Insight Service. If you close the dialog, IGEL Insight Service remains activated.

o IGEL Insight Service can be activated or deactivated anytime under UMS Console > UMS Administration >
Global Configuration > UMS Features or under UMS Web App > Network > Settings > UMS Features.
The configuration of the IGEL Insight Service is preserved in case of an update installation.

IGEL Insight Service collects analytical and usage data from all users to

¢ improve IGEL products and services and the user experience

¢ inform you about available software and security updates

¢ provide recommendations for system optimization (software and hardware)

¢ identify potential performance issues regarding apps in your setup

* improve customer support and consulting

¢ provide you with direct access to software and hardware insights, e.g. reports, based on your data

Legal basis for the data processing is IGEL’s legitimate interest in accordance with Art. 6 (1) (f) General Data
Protection Regulation (GDPR). It is IGEL's legitimate interest to pursue the above detailed purposes to improve its
products and services, and to provide its customers with more secure, up-to-date, and optimized software as well
as optimal customer support.

We do not share your data with third parties outside the IGEL group. Your data is stored on servers in the EU.

The identity of the individual IGEL OS device will only be stored pseudonymously. The data will be deleted after five
years.

You can object to the processing by disabling the Insight Service functionality in your settings. By objecting you will
not receive further recommendation based on your setup and you cannot be provided with access to software and
hardware insights based on your data.

Data Collected by the IGEL Insight Service

Company identifier

UMS identifier

Pseudonymized device identifier
Name of the application

Version of the application

135. https://www.igel.com/blog/igel-insights-telemetry-and-data-management-platform/
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IGEL Insight Service

e Manufacturer of the device

* Model of the device

e CPU of the device

* RAM of the device

* Mainboard of the device

® GPU of the device

¢ Storage hardware of the device

¢ Network / Wi-Fi hardware information of the device
* Peripheral hardware information of the device
* Timestamp

¢ Client type (Insight Service Data Collector)

¢ Client version (Insight Service Data Collector)
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IGEL

Quick Start Configuration Profiles for Setting up Your IGEL
Environment

IGEL provides you with preconfigured profiles for the IGEL Universal Management Suite (UMS) is designed to help
you set up your IGEL environment. The profiles are organized into thematic packages: IGEL OS, Citrix, Omnissa,
Microsoft, and Local Apps.

Disclaimer

The Quick Start Configuration profiles provided by IGEL are only intended as a template for setting up your
UMS. It is very important to understand that they may not be suitable for every use case. While every effort
has been made to ensure the accuracy and reliability of the profiles, they are provided "as is" without any
warranties or guarantees of any kind. The implementation of the profiles provided by IGEL is at your own
risk and the profiles are not a substitute for professional advice in the individual case.

Packages

IGEL OS

The IGEL OS profiles provide typical settings such as device shadowing, a local terminal, touchscreen configuration,
security-related settings, and pre-defined language and timezone settings.

Citrix
The Citrix profiles provide the Citrix Workspace App (CWA), plugins for the Citrix Workspace App (CWA), and various
configurations for your Citrix environment.

Omnissa

The Omnissa profiles provide the VMware Horizon client, plugins for the VMware Horizon client, and configurations
for your Omnissa environment.

Microsoft

The Microsoft profiles provide the clients Microsoft Azure Virtual Desktop (AVD), IGEL Remote Desktop (IGEL’s RDP
client for an on-premise environment), IGEL Remote Desktop Web Access (IGEL’s RDP client for a web-based
environment), IGEL Windows 365 (IGEL’s Windows 365 client), and the Zoom plugin for these clients.

Local Apps

The Local Apps profiles provide the Media Player, the Zoom client, web browsers, and Microsoft Teams as
Progressive Web App (PWA).
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How to Import the Example Profiles into Your UMS

1. Download the relevant profile packages here:

* IGEL OS: IGELOS_Quick_Start_version1.3.ipm

e Citrix: Citrix_Quick_Start_versionl.l.ipm
Omnissa: Omnissa_Quick_Start_versionl.l.ipm
Microsoft: Microsoft_Quick_Start_versionl.1l.ipm
Local Apps: LocalApps_Quick_Start_versionl.l.ipm

2. Click and select Use export path. With this option, your profiles will be arranged in a folder
structure.

¥, Upload profiles

=

O s

&
Drag & drop your file here or browse through your files.

Browse files...

Allowed file formats: *ipm

3. Select the package file by Drag & Drop or with the file chooser and, when the package Is processed,
click Confirm.
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¥, Upload profiles X

O Use selected directory @ Use export path

=
Drag & drop your file here or browsq ph your files.

Browse files...

Allowed file formats: *ipm

X Cancel
¥, Upload profiles X
File successfully uploaded
IGELOS_Quick_Start_versionl.3.ipm @
) os2MB

I, New upload

The profiles are available in your UMS as a folder structure.
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=< Configuration Objects

© a a

B 7 &
¥ Profiles
¥ IGEL OS - Quick Start Configurations
Language
Time zone

My Profiles

9]

(0/19)

(9/16)

(3/3)

(4/4)

(3/3)

l /— IGEL OS - Quick Start Configurations

‘ Y Filter objects -

<

Name ¥

|2

@ Basic Protection following security principles
Note: Please SET PASSWORDS in profile. Based on ...

@ Client Shadowing with PW (Prod Scenario)

Client Shadowing with PW (Prod Scenario) (with Pa...

@ Client Shadowing without PW (TEST Scenario)

Client Shadowing (without Password and no User p...

(@) Disable Console Switching

Disable Console Switching
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IGEL

Debugging [ How to Collect and Send Device Log Files to IGEL
Support

To collect the log files from the IGEL UMS Server, UMS Console, etc., you can use the Support Wizard: UMS Console
> Menu bar > Help > Save support information. See Support Wizard - How to Send Log Files in the IGEL UMS™®, For
more information on UMS log files, see Where Can | Find the IGEL UMS Log Files?**'.

To collect the device log files, see the instructions below.

With IGEL OS 12, additional logging functionalities have been introduced to facilitate debugging. To enable debug
mode, proceed as follows:

1. In the IGEL Setup, go to System > Registry and activate the following registry keys:
Registry Parameter Function

debug. remotemanag Enable debug logging Debug logging for RMagent communication

er.enable

debug.igel_deskto Enabledebuglogging Debuglogging for userinterface applications

for IGEL desktop like the Setup Assistant and the Setup
P

debug. firmware_up Enable debuglogging Debug logging for updates and installations
for firmware update  of IGEL OS Apps

Accessories User Interface ¢ Network Devices Security System ¢ Apps Q 3
Time and Date % debug.remotemanager.enable
» Remote Management A
> app
» Remote Access Enable debug logging

» auth

Logging
» custom_partition

P Power Options e e o

s
| ¥ debug H
» System Customization e 4
» auth
Update
collect_sysd_info_for_support
Registry
create_sysd_plot_for_support
[ firmware_update ]
gstreamer
[ igel_desktop ]

journal_read_content_check

multi_stage_reboots

_____________________

compression

| o ]

protocol_dump

websocket

136. https://kb.igel.com/en/universal-management-suite/current/support-wizard-how-to-send-log-files-in-the-igel-u
137. https://kb.igel.com/en/universal-management-suite/current/where-can-i-find-the-igel-ums-log-files
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4. Save the setting.

o Optionally, you can also enable protocol dump output
via debug.remotemanager.protocol_dump . This activates debug logging for all commands sent
from the UMS to the device or vice versa:
/var/log/rmagent-ws-1in. log
/var/log/rmagent-ws-out. log
Activate this registry key only if required.

Collecting Device Logs via the IGEL UMS

After you have activated the above registry keys, you can use the UMS Console or the UMS Web App to collect the
device log files.

Collecting Device Logs from the IGEL UMS Web App

To collect the device log files, see the instructions under How to Save Support Information and Log Files in the IGEL
UMS Web App*®.

Collecting Device Logs from the IGEL UMS Console

To collect the device log files:

) O

1. In the UMS Console, go to Help > Save device files for support.

OHE®

UMS Administration

The dialog Save device files for support opens.

2. Select the required device(s) and click Next.

138. https://kb.igel.com/en/universal-management-suite/current/how-to-save-support-information-and-log-files-in-t
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Save device files for support

Select devices

Devices: Find:

. Name Path
v ITC0050569356CB /Devices/

Select all Deselect all

Cancel

3. Select a directory which is suitable for saving the zipped log files and click Next.

How to Start with IGEL
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Save device files for support

Select a target directory for the zipped files

Look In: locadmin

™ Downloads on REVIEW-UMS12
igel = Music
3D0 M Pictures
AprC M videos

Cont; ® ocal Disk (C)
Desk

Docu

Users
locadmin

Dowi ¥ DVD Drive (D)
Favorites

Folder Name: C:\Users\locadmin\Documents

Files of Type:

Cancel

A confirmation dialog opens and shows the path and file name under which the log files are stored.
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Save device files for support
Started zipping of the device files

The archive with the device files will be stored as

C:\Users\locadmin\Documents\tc_files_for_support_fbedbf0e-8dcf-4cf2-b48e-3fbde9b083f9.zip
Please attach the archive to your support ticket for this issue.

Finish ‘ Back

4. When the log collecting procedure is complete, close the confirmation dialog by clicking Finish.

5.Find the ZIPfile " tc_f1iles_for_support_... "inthedirectory you selected and send it to
['**GEL Support via the IGEL Customer Portal**.

Collecting Device Logs without the UMS

When the UMS is not accessible or there is an issue with network connectivity, you can still extract logs from a
device.

Option 1: Via Local Terminal

1. In the IGEL Setup, go to Accessories > Terminals and create a terminal session.

139. mailto:eap@igel.com
140. https://support.igel.com/
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Accessories User Interface Network Devices Security System

v Terminals

Local Terminal

. Terminal Sessions
» SSH Client

VNC Viewer Session Name

Network Tools
Local Terminal

» Application Launcher

2. Go to Devices > Storage Devices > Storage Hotplug and activate Enable dynamic client drive

mapping.

Accessories User Interface Network Devices Security System

Hardware Info

Q 1

@ Relatedpages

v Storage Devices

Storage Hotplug

[ %) Enable dynamic client drive mapping

|

Options
Default permission

Disk Utility Read/Write

Safely Remove Hardware

» BI
Busteoth Natificatian

3. Verify that System > Registry > debug > igel_desktop > Enable debug logging for IGEL desktop

is enabled.

4. Save the settings.

5. Plug the USB stick into the endpoint device and start the terminal session.

6.Loginas root (bydefault, no password).

7.To create the log files, execute the command /config/bin/

create_support_information

This will generate /tmp/tclogs.zip (youcan go there asfollows: cd /tmp)

How to Start with IGEL
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Local Terminal

login as "user" or "root": root
root@ITCOOEOCS561FAF7:~# /config/bin/c

o 1T & A 3131

reate_support_information
Al o

L £37 &

@ o find out the name of the USB stick, you can use the following commands:
cd /userhome/media

1s -1
Local Terminal
login as "user" or "root": root

root@ITCOOEOCS561FAF7:~# cd /userhome/media
root@ITCOOEOCS561FAF7:/userhome/media# 1s -1

total 16
drwxr-xr-x 6 user users 16384 Jan 1 19708'NEW VOLUME®
root@ITCOOEOCS561FAF7: /userhome/media# I

If there are spaces in the device name, you'll have to include it later in quotation marks. Example: "NEW
VOLUME" .
If there are no spaces in the device name, quotation marks will not be required.

8. To copy the log files from your endpoint device to the USB stick, run the command cp /tmp/
tclogs.zip /media/[name of your USB stick]/ and press[Return].

° After /media/ ,you can press the tab key for autocompletion.

10. Type sync and press [Return].

Local Terminal

UpPUU LIy . LY/ LUYT LLTI/ WUDT JYyILTHI/ UULU/ ULIU_ LITIV. LAL \UTI LtULTSuU UJ o)

root@ITCOOEOCS561FAF7:~# cp /tmp/tclogs.zip /media/"NEW VOLUME"/
root@ITCOOEOCS561FAF7:~# sync
root@ITCOOEOCS561FAF7 :~# l

11. Wait a few seconds before safely ejecting the USB stick from the endpoint device.
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12. Send the log files to I'**GEL Support via the IGEL Customer Portal'*.

Option 2: Via CLI

You can collect log files also via command line interface (CLI). This method can be useful, for example, if you
experience problems on the stage of device onboarding.

1. Press anytime [CTRL+ALT+F12] to enter CLI and then press [Return].

2. Plugin a FAT32-formatted USB stick.

3. Execute the following command: dmesg
This command is used to find out if the USB stick was correctly detected and which device name
was assigned ( sda, sdb, sdc,etc.)

4.Type cat /proc/partitions
Search for sda, sdb, sdc,etc. and search for the next line showing the partitions (Example:
sdal, sdbl ,etc)

5. Create the mountpoint directory: mkdir /mnt

6. The device name for mounting the USB stick for the following command in step 7 needs an
additional partition number. Example: sdal, sdbl, sdcl,etc.

7. Mount your USB stick: mount /dev/sdal /mnt
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8. Check your data on your mounted USB stick:
cd /mnt

1s -1

Now you should see your data on the USB stick.

9. Generate logfiles: /config/bin/create_support_information

It can take some time till the log file generation is complete.

10. Type:
cd /tmp
1s -1

Now you should see the log file tclogs.zip listed.
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11.Tocopy tclogs.zip fromyourendpoint device to the USB stick, type cp /tmp/

tclogs.zip /mnt and press[Return].

12. To unmount your USB stick, use the command umount /mnt

13. Now you can safely remove your USB stick.

14, To close CLI, press [CTRL+ALT+F1].

15.Send tclogs.zip tolIGEL Supportviathe IGEL Customer Portal*”,
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