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The IGEL Cloud Gateway (ICG) enables the Universal Management Suite (UMS) to securely manage endpoint devices
outside the company network.

» Whatis New in 2.03.1007 (see page 4)
« Prerequisites (see page 5)

» When to Use ICG (see page 7)

+ Limitations (see page 11)

+ Installation and Setup (see page 12)

+ Connecting the Devices (see page 50)
+ Administration (see page 58)
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What is New in 2.03.1007?

You will find the release notes for IGEL Cloud Gateway 2.03.100 both as a text file next to the installation programs
on our download server! and in the Knowledge Base under Notes for Release 2.03.100 (see page 182).

1 https://www.igel.com/software-downloads/
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Prerequisites

() 1CG Appliance Is No Longer Supported

ICG 1.01 and ICG 1.02 (virtual appliance in OVA/OVF format) have reached the End of Maintenance on
March 1, 2020.

For installing and deploying a working environment with the UMS (Universal Management Suite) and IGEL Cloud
Gateway, you need the following components:

Universal Management Suite (UMS)

Universal Management Suite (UMS) 5.06.100 or higher is required for basic functionality. If Shadowing or Secure
Shadowing is needed, version 6.02.110 or higher is required.

Devices with IGEL OS Firmware

For basic functionality, IGEL OS 10.02.100 or higher is required. If Shadowing or Secure Shadowing is needed,
version 11.02.100 or higher is required.

Linux Host

Hardware

« 8 GB RAM (recommended)
« 2CPUs
+ 20 GB HDD (recommended)

The ICG service requires min. 2 GB RAM, 2 CPUs, and 2 GB of free disk space (depends strongly on the number of
devices to be managed).

Operating System
The following Linux distributions are supported (64-bit variant):

« Amazon Linux v2

« Debian 10

« Debian9

« Ubuntu 20.04

« Ubuntu 18.04

« Ubuntu 16.04

« Oracle Linux 8

« Oracle Linux7

+ Red Hat Enterprise Linux (RHEL) 8
+ Red Hat Enterprise Linux (RHEL) 7

IGEL Cloud Gateway (ICG) 5/223



ICG Manual

+ SUSE Enterprise Server 15
+ SUSE Enterprise Server 12

Certificates

For the communication between the ICG and the devices, a certificate chain must be provided. The requirements
are described under Certificate Requirements and Recommendations for the IGEL Cloud Gateway (ICG) (see page 14).
The different methods for obtaining the certificate chain are described under Installing an Existing Certificate
Chain (see page 16), Creating Certificates from an Existing Root Certificate (see page 27), and Creating a Certificate Using
the UMS (see page 35).

() Please also note our Installation and Sizing Guidelines for IGEL UMS in the UMS manual.
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When to Use ICG

Typical Scenarios

The IGEL Cloud Gateway (ICG) is required if the UMS and the devices are not in the same network. The following
scenarios are typical use cases for the ICG:

« The endpoint devices (IGEL UD, UD Pocket or devices converted by UDC3/0SC) of all
geographically dispersed branches of a company are to be managed by one central UMS.

» UD Pocket or devices converted by UDC3/0SC are to be managed by the UMS which is residing on
premises.

For detailed information on UMS installation scenarios, see the Installation and Sizing Guidelines for IGEL UMS.

The possible network topologies are listed below.
Network Topologies

ICG in the Demilitarized Zone (DMZ) of the Company Network

LOCAL NETWORK COMPANY NETWORK
O

—

HOTSPOT

))I
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ICG in the Demilitarized Zone (DMZ) of the Company Network and Proxy

(@ Thisscenario is supported as of UMS version 5.08.

LOCAL NETWORK

COMPANY NETWORK

\ /
= |
Ay

= TCP: 8443 = PROXY-SPECIFIC
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ICG on the Internet (e.g. at a Cloud-Hosting Provider)

LOCAL NETWORK INTERNET COMPANY NETWORK

ik

HOTSPOT

g?

ICG on the Internet with Proxy (e.g. at a Cloud-Hosting Provider)

(@ Thisscenario is supported as of UMS version 5.08.
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COMPANY NETWORK

LOCAL NETWORK INTERNET

= TCP: 8443 = PROXY-SPECIFIC
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Limitations
The IGEL Cloud Gateway (ICG) supports all features of the Universal Management Suite (UMS) except the following:

« Universal Firmware Update over the WebDav capability of the UMS; FTP can be used as an
alternative. For further information, see Universal Firmware Update.

« Custom Partition over the WebDav capability of the UMS; FTP can be used as an alternative. For
further information, see Universal Firmware Update.

() Secure Shadowing
Secure shadowing over ICG is supported with UMS 6.03.100 or higher and IGEL OS 11.02.100 or higher.

() Secure Terminal
Secure terminal over ICG is supported with UMS 6.04.100 or higher and IGEL OS 11.02.100 or higher.

© I1CGand TLS Inspection

With ICG version 2.x and UMS version 6.x, it is currently not possible to inspect the TLS traffic between any
of the components. The inspection would break TLS and interrupt communication between the products.
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Installation and Setup

This article describes the installation and setup of the IGEL Cloud Gateway (ICG).

1. Preparing the machine for ICG installation:
+ Using IGEL Cloud Gateway on Azure Marketplace (see page 93)
+ Preparing a Linux Machine for Installing IGEL Cloud Gateway (ICG) (see page 105) (example of a
local machine)

2. Providing the appropriate certificates; see Certificate Requirements and Recommendations for the
IGEL Cloud Gateway (ICG) (see page 14). Select one of the following sections, according to your needs
and environment:

+ Installing an Existing Certificate Chain (see page 16)
+ Creating Certificates from an Existing Root Certificate (see page 27)
+ Creating a Certificate Using the UMS (see page 35)

3. Installing the IGEL Cloud Gateway using the ICG Remote Installer; see Installing the IGEL Cloud
Gateway (see page 40). This is the recommended way; however, it is possible to install the ICG
manually; see Installing the ICG without Remote Installer (see page 111).

IGEL Cloud Gateway (ICG) 12/223



ICG Manual

Providing the Certificates

« Certificate Requirements and Recommendations for the IGEL Cloud Gateway (ICG) (see page 14)
+ Installing an Existing Certificate Chain (see page 16)

+ Creating Certificates from an Existing Root Certificate (see page 27)

+ Creating a Certificate Using the UMS (see page 35)
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Certificate Requirements and Recommendations for the IGEL Cloud Gateway (ICG)

For a successful deployment of the IGEL Cloud Gateway (ICG), a certificate chain for communication with the
devices must be provided. This certificate chain must meet a few requirements. Also, the validity period of the root
certificate should be as long as possible.

Recommendation: Validity Period of the Root Certificate

The validity period of the root certificate should be as long as possible. When the root certificate expires, all
certificates must be exchanged, and all devices must be registered again.

Requirement: BasicConstraint for CA Certificates

The root CA certificate and every intermediate CA certificate must be marked as CA certificate as defined in X509v3
extensions: 2.5.29.19. This is the case if the BasicConstraint extension "is_ca" is set to "true". If it is set to "false", the
certificate can not be used for signing other certificates.

Requirement: If a CA Counter Exists, It Must Be Set Correctly

Some CA certificates have a CA counter, which is defined in X509v3 extensions: 2.5.29.19. The CA counter describes
how many members can be added to the certificate chain. If, for instance, the CA counter of the current certificate is
1, itis possible to sign a certificate with which one further certificate can be signed. The CA counter of this certificate
is 0, so it can only sign end certificates.

With UMS 6.02 or higher, you can review the CA counter of a certificate by selecting the context menu and then
selecting Show certificate content.

Requirement: End Certificate Must Be Marked and Provide Correct Subject Alternative Name
The certificate which is to be installed on the IGEL Cloud Gateway must be marked as the end certificate.

The end certificate must have a Subject Alternative Name (X509v3 extensions 2.5.29.17) that contains all hostnames
or IP addresses via which the UMS and the devices will contact the IGEL Cloud Gateway.

With UMS 6.02 or higher, you can check this by selecting the context menu and then selecting Show certificate
content. The certificate content view should look similar to this:
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Sig

client-sha256.pem

Serial numkber:

Fingerprint (S

Thu Jun 2

Walid to: Sun Jun 256

Suhject alternative names:

Certificate Authority:
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Installing an Existing Certificate Chain

Overview

You can use a certificate chain that is already used in your working environment. The certificate chain must contain
a root CA certificate and an end certificate and may contain one or more intermediate CA certificates.

To make sure that your certificates can be used by your IGEL Cloud Gateway installation, see Certificate
Requirements and Recommendations for the IGEL Cloud Gateway (ICG) (see page 14).

In the example described here, the following certificate chain is used:

« Root certificate
 Intermediate CA certificate
« End certificate

When the certificate chain is in place, you can continue with Installing the IGEL Cloud Gateway (see page 40).

With UMS 6.03 or higher, you can use the ICG remote installer for installing certificates. This procedure is described
here. For the procedure with UMS 6.02 or lower, see the how-to Installing an Existing Certificate Chain (UMS 6.02 or
Older) (see page 127).

Importing the Root Certificate

() Thevalidity period of the root certificate should be as long as possible. When the root certificate expires,
all certificates must be exchanged, and all devices must be registered anew.

1. Inthe UMS Console, go to UMS Administration > UMS Network > Igel Cloud Gateway.

2. Inthe toolbar in the upper right, click the icon (Install new IGEL Cloud Gateway).
3. TheICG remote installer opens. Any existing ICG certificates are shown in the Certificates area.

R
4. Click to import the root certificate.
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5. Choose the CA's root certificate file (PEM format) and click Open.

Open

Look In: rems

File Marme:

Files ype:  PEM

Open
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The CA's root certificate appears in the Certificates area.

Install new IGEL Cloud Gateway
Select Certificate
=
Status
05:42 P

ase create cedificate first. [ Cloud G: r Dptions

Displayname Subject Suhject Alternative Mames  Expiring date

=]

6. Continue by importing the intermediate certificate.
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Importing the Intermediate Certificate

F
P’
1. Inthe ICG remote installer, select the CA certificate and click to import the intermediate
certificate that is signed with the CA certificate.

Install new IGEL Cloud Gateway
Select Certificate

Cedificates

iz f (E=1 WM AR Fi r irinim l: Statis

Suhject Alternative Mames  Expiring date
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2. Choose the intermediate certificate file (PEM format) and click Open.

Open

Loak In: certs

File Mame: Issuingea-

Files of Type:  PEM

Qpen | Cance

When you click the arrow next to the root certificate, the intermediate certificate appears in the
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list.
Install new IGEL Cloud Gateway

Select Certificate

=

Expiring date
2 P
2P

ase create cedificate first. [ Cloud G: r Dptions

Displayname Subject Suhject Alternative Mames  Expiring date

=]

3. Continue by importing the end certificate.
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Importing the End Certificate

I_I

[ o

1. Inthe ICG remote installer, select the intermediate certificate and click to import the end
certificate that is signed with the intermediate certificate.

Install new IGEL Cloud Gateway
Select Certificate

a6.pem

¢ Dptions |

Suhject Alternative Mames  Expiting date
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2. Choose the end certificate file (PEM format) and click Open.
Open

Look In;

Open
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3. Click the arrow symbol of the intermediate certificate nearest to the end certificate to make the
end certificate appear.

Install new IGEL Cloud Gateway

Select Certificate

ptions |

Displayname Suhject Suhject Alternative Mames  Expiring date

=,

4. Select the end certificate and click lms®] to import the decrypted private key.
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Install new IGEL Cloud Gateway

Select Certificate

.44 P

ptions ]

Displayname Suhject

() Ifthe private key is protected with a passphrase, you need to decrypt it using the OpenSSL
command line tool: openssl rsa -in encrypted.key -out decrypted.key
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5. Choose the decrypted private key file and click Open.

Open

Look In; cers

File Marme; client-=

Files of Type:  All Files
Open

If everything went well, a success message is shown.

6. Continue with Installing the IGEL Cloud Gateway (see page 40).
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Creating Certificates from an Existing Root Certificate

Required Certificate Files
The following files are required:

« CAcertificate
« CA private key

@ Ifyou need to export the CA signing root certificate and key from a Microsoft CA server,
you can follow this document from Cisco: How do | export and convert a pfx CA root
certificate and key from a Microsoft CA server?

With UMS 6.03 or higher, you can use the ICG remote installer for installing and creating certificates. This procedure
is described here. For the procedure with UMS 6.02 or lower, see the how-to Creating Certificates from an Existing
Root Certificate (UMS 6.02 or Older) (see page 133).

Importing Your Existing Private CA Files into the UMS
1. Inthe UMS Console, go to UMS Administration > UMS Network > IGEL Cloud Gateway.

2. Inthe toolbar in the upper right, click the icon (Install new IGEL Cloud Gateway).
3. TheICG remote installer opens. Any existing ICG certificates are shown in the Certificates area.

R
4. Click to import the root certificate.

2 http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118339-technote-wsa-00.html
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5. Choose the CA's root certificate file (PEM format) and click Open.

Open

Look In;

Qpen
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The CA's root certificate appears on the list.

Install new IGEL Cloud Gateway
Select Certificate

=]

6. Select the CA certificate and click to import the decrypted private key for the CA certificate.
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Install new IGEL Cloud Gateway

Select Certificate

Expiring date

t

CG Murmber One, 0=

@ Ifthe private key is protected with a passphrase, you need to decrypt it using the OpenSSL
command linetool: openssl rsa -in encrypted.key -out decrypted.key

7. Choose the decrypted private key file for the CA certificate and click Open.
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Open

Look In;

File Marme; rootc

Files . AllFiles

If everything went well, a success message is shown.

Successful

.
1 Private k imported suce

8. Continue by creating a signed certificate.

Creating a Signed Certificate

IGEL Cloud Gateway (ICG)
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h‘__ - ..
1. Select the CA's root certificate and click to create a signed certificate.

Install new IGEL Cloud Gateway

Select Certificate

Certific

Displayname

5 Murmber One, 0=

2. Fillin the certificate fields:

+ Display name: Name of the certificate

= BJ =

Status

0544 P

i

« Your first and last name: Name of the certificate holder
+ Your organization: Organization or company name

« Your city or locality: Location

+ Your two-letter country code: ISO 3166 country code, e.g. US, UK or ES

+ Hostname and/or IP address of certificate target server: Hostname(s) or IP address(es)
for which the certificate is valid. Multiple entries are allowed, separated by semicolons.

IGEL Cloud Gateway (ICG)

32/223



ICG Manual 1
S

IGE

A

r

@ AllIP addresses and hostnames by which the ICG will be reachable from within the
company network or from outside must be provided here.

« Valid until: Local date on which this certificate expires. (Default: one year from now)
« Certificate Type: Select "End Entity".
3. Click OK.

Create signed certificate

Your first and last name
Your organization
Your city ar locality

Your two-letter country code

Yalid until

Certificate Type : #® End Entity

Ok

A key pair and a certificate are generated.

() Generating keys may take substantial time on virtual machines (VMs), as these do not have a
powerful (pseudo) random number source. On Linux VMs, this can be improved by installing the
haveged® package.

3 http://www.issihosts.com/haveged/
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The signed certificate appears on the list.

Install new IGEL Cloud Gateway

Select Certificate

Cedificates |f:9| F_J‘ |§‘_}| _:.j

-
Disp Expiring date Status

w Cerificate

4. Continue with Installing the IGEL Cloud Gateway (see page 40).
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Creating a Certificate Using the UMS

To install the IGEL Cloud Gateway (ICG), you must provide a signed certificate. In order to generate a signed
certificate, a root certificate must be generated first.

With UMS 6.03 or higher, you can use the ICG remote installer for creating certificates. This procedure is described
here. For the procedure with UMS 6.02 or lower, see the how-to Creating Certificates from an Existing Root
Certificate (UMS 6.02 or Older) (see page 133).

Creating the Root Certificate

1. Inthe UMS Console, go to UMS Administration > UMS Network > Igel Cloud Gateway.
. . N
2. Inthe toolbar in the upper right, click the icon (Install new IGEL Cloud Gateway).
3. TheICG remote installer opens. Any existing ICG certificates are shown in the Certificates area.
4. Click b==d to generate a root certificate.
5. Fillin the certificate fields:
+ Displayname: Name for the certificate; free text entry
+ Your organization: Organization or company name
« Your city or locality: Location
+ Your two-letter country code: ISO 3166 country code, e.g. US, UK or ES
+ Valid until: Local date on which the certificate expires. (Default: 10 years from now)
© Make sure to define a long duration for the root certificate; 10 years or more are highly
recommended. When the root certificate expires, all devices connected to the ICG must be
registered again.
6. Click OK.

Generate root certificate

Displayname {00t cedificate

Your organization
Your city or locality
Your two-letter country code

Walid until

Cancel

A key pair and a certificate are generated.
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@ Generating keys may take substantial time on virtual machines (VMs), as these do not have
a powerful (pseudo) random number source. On Linux VMs this can be improved by
installing the haveged* package.

The CA's root certificate appears on the list.

Install new IGEL Cloud Gateway

Select Certificate

Expiring date

‘oot cerificate

The CAis now ready to use.

4 http://www.issihosts.com/haveged/
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Creating the Signed Certificate
Creating Certificates from an Existing Root Certificate

_,
"H—.
1. Select the CA's root certificate and click to create a signed certificate.
Install new IGEL Cloud Gateway
Select Certificate

Certificates = _f .LE‘_'J -F ‘]

[ternative Mames  Expiring date

2. Fillin the certificate fields:
+ Display name: Name of the certificate
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« Your first and last name: Name of the certificate holder
+ Your organization: Organization or company name
« Your city or locality: Location

+ Your two-letter country code: ISO 3166 country code,e.g. US, UK or ES
« Hostname and/or IP address of certificate target server: Hostname(s) or IP

address(es) for which the certificate is valid. Multiple entries are allowed, separated by
semicolons.

@ AllIP addresses and hostnames by which the ICG will be reachable from within the
company network or from outside must be provided here.

« Valid until: Local date on which this certificate expires. (Default: one year from now)
« Certificate Type: Select "End Entity".
3. Click OK.

Create signed certificate

Host name andior IP of cedificate targ
Walid until

Cerificate Type

A key pair and a certificate are generated.

() Generating keys may take substantial time on virtual machines (VMs), as these do not have a
powerful (pseudo) random number source. On Linux VMs, this can be improved by installing
the haveged® package.

5 http://www.issihosts.com/haveged/
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The signed certificate appears on the list.

Install new IGEL Cloud Gateway

Select Certificate

Cedificates |§—Q| IZAJ: _LE‘_:JJ _Fjl

Displaynarme xpiring date Status

4. Continue with Installing the IGEL Cloud Gateway (see page 40).
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Installing the IGEL Cloud Gateway

The recommended method to install the ICG is to use the ICG remote installer. The ICG remote installer is available
as of UMS 5.09.100. If you cannot or do not want to use the remote installer, you can install the ICG manually, see
Installing the ICG without remote installer (see page 111).

The procedure described here is valid for UMS 6.03 or higher. For UMS 6.02 or lower, see the how-to Installing IGEL
Cloud Gateway (UMS 6.02 or Lower) (see page 147).

1. Start the UMS Console.
2. Go to UMS Administration > UMS Network > IGEL Cloud Gateway.
3. Ifthe ICG remote installer is not already running, go to UMS Administration > UMS Network >

IGEL Cloud Gateway and click .
The ICG remote installer opens. In the Select Certificates area, all certificates that can be used for
the ICG are listed. If you need a certificate, you can use the ICG remote installer to install one; see

Providing the Certificates (see page 13).
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4. Select the certificate you want to use, then click Next.

Install new IGEL Cloud Gateway
Select Certificate

i Bumber One, O=hy Co...

=]
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5. Read the EULA and check Accept license if you accept, then click Next.

Install new IGEL Cloud Gateway

Accept license

nece for the interpretation.

April 20149

V| Acceptlicense

6. Enter the installation parameters:

+ SSH host: Address of the host the ICG is to be installed on. This field is prepopulated with a
host that has been derived from the certificate. If more than one hosts are specified in the
certificate, ensure that this is the one that is used for communication between UMS and ICG.

+ SSH port: SSH port (default: 22)

The SSH user needs root privileges, otherwise the remote installer will not be able to
g
perform all required installation tasks.
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UMS 5.09.110 or higher: It is sufficient for the SSH user to have sudo privileges.

© Rootaccess to the SSH server is a security risk!
If you permit root login for SSH, it is recommended to disable root login when the ICG
installation has finished.

() Key-based authentication is not supported by the remote installer. If you are using key-
based authentication, you will have to install manually, see Installing the ICG without
remote installer (see page 111).

+ SSH user: The user that the remote installer uses to authenticate against the SSH server and
execute the installer

() Username "icg" Is Reserved
Do not use "icg" as a username for the remote installer; this is the username under which

the Tomcat server is running.

+ SSH password: Password for the user that is specified as SSH user
« Installation path: Installation path on the server (default: /opt/IGEL/1icg)

+ ICG port: The port the ICG will be listening on. Privileged ports can be used, too, e.g. port
443, (Default: 8443)

+ Path toinstaller: The local path to the .bin file containing the installer

() ICGinstallers are available from https://www.igel.com/software-downloads/.
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7. Click Next.
Install new IGEL Cloud Gateway

Enter install parameters

S5H host

S5H port

S5H user root

S5H pa ar

Installation path  foptlGELicy
G port

Fath to installer o stlocadmin. Do "1 OHS\Downloadstinstaller-2.01.100.bin

=]
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The ICG is now being installed. This may take a few moments.

Install new IGEL Cloud Gateway

Processing

Installing IGEL Cloud Gateway

Please Wait

Running far 17 s
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8. When the installation has finished, click Next.
Install new IGEL Cloud Gateway

Processing

IGEL Cloud Gateway has been successfully
installed

Runnino for: 29 s

9. Enter a display name and the connection details for the ICG:

« Displayname: The name used for listing the ICG under UMS Administration > IGEL Cloud
Gateway.

+ Host: Internal host used by the UMS for connecting to the ICG.

+ Host (external): External host used by endpoint devices to connect to the ICG; only
required if the devices use a separate address, not the one specified under Host.

« Port: Port used by the endpoint devices if they connect to the ICG using the address
provided under Host (external). If the devices use the address under Host, this field can be
left empty.
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10. Click Next.
Install new IGEL Cloud Gateway

Connect new IGEL Cloud Gateway

Displayname |~k ~oud Ga
Host 1

Faort

Haost ernal)

Fort (external)

11. If desired, you can now define a proxy. Make your settings as required.
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12. Click Finish.

Install new IGEL Cloud Gateway

Proxy Server Settings

Canfigured Pro

Mame

IGEL Cloud Gateway (ICG)
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13. To review the status of the ICG and basic data about the installation, go to UMS Administration >
IGEL Cloud Gateway > [display name of your IGEL Cloud Gateway].

IGEL Clou

ICG.Gateway is fully connected

Connected Servers:

Gateway details:

ificate Fingerptint

Connected devices:

Unit 1D
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Connecting the Devices

« Generating and Distributing First-Authentication Keys for Devices (see page 51)
« Connecting a Device to the IGEL Cloud Gateway (see page 53)
« Toggling between ICG and Direct Connection (see page 57)
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Generating and Distributing First-Authentication Keys for Devices

To establish a connection with the ICG, every device must authenticate with the ICG. For this purpose, a first-
authentication key must be generated. On first contact with the ICG, the device must present this key.

There are various methods of generating first-authentication keys. The most common one is described here; for
alternative methods, see All Methods of Generating First-Authentication Keys for Devices (see page 143).

Creating a New Mass-Deployment Key for Arbitrary Devices

1. Go to UMS Administration > Global Configuration > Cloud Gateway Options.

E) &

First-authentication keys =ho 3 3 @:] [E:] ':-._l..:'
Unit ID E ey s sa g Type Camment
First-authentication key

w

Select Create new mass-deployment key.

4. Activate or deactivate Generate random mass-deployment key to choose the method of key
generation:

The key is generated by the UMS.

~ You can entera key of your own in the entry field.
5. Click OK.
One or more new entries appear in the list.

Distributing the Key via E-Mail or Printed Letter
1. Go to UMS Administration > Global Configuration > Cloud Gateway Options.

2. Inthe list First-authentication key, select the desired password entries and click E to copy
the credentials to the clipboard.
The data required for connecting a device to the ICG is in the clipboard: host address, ICG server
certificate fingerprint, and the password.
The contents of the clipboard will look similar to the following example:
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Host: 222.222.222.222

Port: 8443

Root Certificate Fingerprint
Part 1: 1231231231231231

Part 2: 2342342342342342
Part 3: 3453453453453453
Part 4: 4564564564564564

The clipboard contains data for all active ICGs. In the example above, 1 ICG connection is active. If,
for instance, 3 ICG were active, the data for those 3 ICG would be included.

3. Tosend the credentials via e-mail, paste the data into an encrypted e-mail. To send the credentials
in a printed letter, paste the data in your e-mail program or word processor.
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Connecting a Device to the IGEL Cloud Gateway
When the credentials are available at the user / device side, the device is ready to connect to the UMS.

If the device has not been configured yet, the Setup Assistant will start automatically on system startup; see the
Setup Assistant chapter in the IGEL OS manual. The ICG Agent Setup, which is described here, is embedded in the
Setup Assistant. The procedure is identical both for the standalone ICG Agent Setup and the one embedded in the
Setup Assistant.

1. From Start Menu > ﬂ (System) open ICG Agent Setup.
2. EntertheICG server IP address or DNS name into Address. Examples: 172.30.251.71 (IP

address), icg.example.com (DNSname)

Cloud Gateway Agent Setup

\\luf{ﬁ
Z-1GEL

Cloud Gateway Agent Setup

Address
172.30.251|71

Connect

3. Click Connect.
The setup utility checks connectivity and displays 3/4 of the ICG server certificate fingerprint.

4. Enter the missing part of the ICG server certificate fingerprint. Any part of the fingerprint may be
missing; this is determined randomly.
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Cloud Gateway Agent Setup

\\“”{';
Z-1GEL

Cloud Gateway Agent Setup

Address
17 251.71

ICG Server certificate fingerprint
d230f56982bd3e46 1fde7242c8866c24 21bffocoeeda255b

ICG One-Time Password

Login

5. Enter the ICG One-Time Password. Click the eye icon to toggle visibility of the password.
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Cloud aewy Agent SetLp

\\l“/{ﬂ
Z-1GEL

Cloud Gateway Agent Setup

Address
17 251.71

ICG Server certificate fingerprint
d230f56982bd3e46 1fde7242c8866c24 f03e56cdfe92f368 21bffoc0eedaz55b

ICG One-Time Password

Login

6. Click Login.
The message ICG connection ready! is displayed.
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Cloud Gateway Agent Setup

\\l‘f/{ﬂ
Z-1GEL

Cloud Gateway Agent Setup

Address
17 251.71

ICG Server certificate fingerprint

230f56982bd3e46 1fde7242c8866c24 f03e56cdfes:
ICG One-Time Password

ICG connection ready!

7. Click Finish.

The ICG connection icon E is shown in the task bar.
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Toggling between ICG and Direct Connection

If the device is (temporarily) moved to a company's local network where a direct connection to the UMS is possible,
it may be feasible to switch from ICG use to direct connection. This can be done using a registry parameter.

To switch from ICG to direct connection:

1. Open the device's Setup and go to System > Registry > system > remotemanager > enable_icg
(full parameter name: system.remotemanager.enable_icg).

2. Deactivate Enable ICG.

3. Click Apply or Ok.
The device cancels its connection to the ICG and automatically establishes a direct connection to
the UMS. The tray icon changes to N.

To switch from direct connection to ICG:

1. Open the device's Setup and go to System > Registry > system > remotemanager > enable_icg
(full parameter name: system.remotemanager.enable_icg).

2. Activate Enable ICG.

3. Click Apply or Ok.
The device cancels its direct connection to the UMS and automatically establishes a connection to

the ICG. The tray icon changes to E
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Administration

+ Updating the IGEL Cloud Gateway (ICG) (see page 59)

« Configuring the ICG Connection Limit (see page 61)

« Renewing a Signed Certificate for the ICG (see page 62)

« Exchanging the Root Certificate for ICG (see page 67)

« Moving an Endpoint Device to an ICG (see page 84)

« Removing an Endpoint Device from ICG (see page 86)

« Network Ports Used (see page 87)

« Controlling the ICG Daemon (see page 88)

« Optional: Adding a TXT Record for the ICG Server (see page 89)
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Updating the IGEL Cloud Gateway (ICG)
You can update your IGEL Cloud Gateway (ICG) from the IGEL Universal Management Suite (UMS).

Prerequisites

+ UMS 5.09.100 or higher
« New version of ICG has been downloaded from https://www.igel.com/software-downloads/
+ Root access to the host running the ICG

© Upgrading from ICG 1.x not Supported

Upgrading from ICG 1.x (based on OVA) to 2.x is not supported.
The supported method is a new installation on a Linux server; see Installation and Setup (see page 12).

Steps

To update the ICG, proceed as follows:

1. Start the UMS Console.
2. Go to UMS Administration > UMS Network > Igel Cloud Gateway.

3. Select the ICG instance you wish to update.

Igel Clou

Host (external) Port (external) Used prosy

(2
4. Inthetoolbarin the upper right, click the ¢ 'I) icon.

The update wizard opens.

5. Enter the following installation parameters:
+ SSH host: The host the ICG is running on (Default: localhost)

« SSH port: SSH port (Default: 22 )

() The SSH user must have root access.

© Rootaccess to the SSH server is a security risk!
Make sure you disable root access to the SSH server when ICG installation has finished.
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() AsofUMS5.09.110, it is no longer necessary to use the root user and sufficient for the ssh
user to have sudo privileges.

» SSH user: SSH user
+ SSH password: SSH user password

+ Installation path: Installation path (Default: /opt/IGEL/1icg)

« ICG port: ICG port (Default: 8443 )
+ Path to installer: The path to the .bin file containing the installer.

@ ICGinstallers are available under https://www.igel.com/software-downloads/.

6. Click Next.
Update IGEL Cloud Gateway

Enter update parameters

locadmin

tsclient@UIMShnstaller-2.01 . 100.rc2 hin |:|

The ICG is now being updated. This may take a moment.
When the update is complete, the update wizard shows a success message.

7. Click Finish to finish and to close the update wizard.
Update IGEL Cloud Gateway

Processing

IGEL Cloud Ga as been s fully updated

Running for: 1

Finish
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Configuring the ICG Connection Limit

You can set a limit for the number of endpoint device connections that an ICG instance will accept. You can set the
limit globally for all ICG instances or individually for each ICG instance.

When the limit is reached, the ICG will reject any further connections to endpoint devices. The rejection of device
connections will be logged.

Configuring a Global Connection Limit

Sl

Go to UMS Administration > IGEL Cloud Gateway and click (upper right).

In the ICG Connection Limit dialog, select Use global connection limit for all ICGs.
Under Confine connection amount to:, enter the desired limit.

Click Ok.

Configuring Individual Connection Limits for Each ICG Instance

g

Go to UMS Administration > IGEL Cloud Gateway and click (upper right).

In the ICG Connection Limit dialog, select Use specific connection limits for each ICG.

Under Confine connection amount to:, enter the desired limit for each ICG instance or leave it at
Allow unlimited connections, according to your needs.

Click Ok.

Checking the Logs for Rejected Connections

The following steps must be executed on each ICG host.

1.

Open a terminal on the host and log in as the user that was defined for installing the ICG (see
Installing the IGEL Cloud Gateway (see page 40)).

Open the configuration file logback-spring.xml in a text editor, e. g. vi:
sudo vi /opt/IGEL/icg/usg/conf/logback-spring.xml
Change the <logger> element like so:

<logger name="de.igel" level="DEBUG"/>
Restart the ICG:
sudo systemctl restart icg-server.service

To find out which connections have been rejected, open the log file /opt/IGEL/icg/usg/
logs/usg. log and look for entries thatread Max connections 1limit has

exceeded. Device [devicename] 1is rejected
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Renewing a Signed Certificate for the ICG

When the signed certificate of your ICG installation is about to expire, you must renew it, that is, replace it by a
newer certificate which is compatible to the current one. The new certificate is compatible if the following
conditions are met:

« The new certificate is issued from the same root certificate as the current certificate
« The new certificate contains the same IP addresses or host names as the current certificate
+ The new certificate is a signed certificate

You can renew a certificate using the update keystore function of the UMS or locally on the machine hosting the ICG.
Using the update keystore function of the UMS is recommended; this method is described in this chapter.

Creating a New Certificate
If you do not already have a new certificate:

1. Inthe UMS Console, go to UMS Administration > UMS Network > Global Configuration > Cloud
Gateway Options.

2. Open the context menu on the appropriate root certificate and select Create signed certificate.
Displaynatme :
¥ o Ro rifi
* ficate for |.

ystore format

3. Fillin the certificate fields (most likely, the data will be the same as for the current certificate):
+ Displayname: Name of the certificate

© Thedisplay name in the server certificate must not be the same as in the root certificate.

+ Your first and last name: Name of the certificate holder
+ Your organization: Organization or company name
« Your city or locality: Location

+ Your two-letter country code: ISO 3166 country code,e.g. US, UK or ES

« Hostname and/or IP address of certificate target server: Same Host name(s) or IP
address(es) as in the current certificate.
« Valid until: Local date on which the certificate expires. (Default: one year from now)
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4, Click OK.

Create signed certificate

ned Cedificate for It
Your first and last name John Doe
Your arganization
Your city or locality
Your twio-lettar country code
Hostname andfor IP of cedificate targe

Walid until

The new certificate is shown.
Di Subject

Updating the Keystore
1. Inthe UMS console, go to UMS Administration > UMS Network > IGEL Cloud Gateway.

2. Select the ICG for which you want to renew the certificate and click .
The Update Keystore wizard opens; it shows the certificates which can be used for renewal.
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3. Select the new certificate and click Next.

Update Keystore

Select Certificate

iring o

Cancel

4. Enter the SSH parameters:
« SSH host: IP address or hostname under which the UMS can reach the ICG

+ SSH port: SSH port (Default: 22 )

« SSH user: The same user that has been used for the remote installer
« SSH password: Password for the user-specified as SSH user
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5. Click Next.
Update Keystore

Enter SSH parameters

locadmin

The Keystore of the ICG is updated with the new certificate.

6. When the update is finished, click Finish.
Update Keystore

Processing

store of IGEL Cloud

Running for; 4 5

Finish
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7. Goto UMS Administration > Global Configuration > Cloud Gateway Options and check if