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UMS Articles

« Getting Started: Setting Up the UMS (see page 5)

+ Devices Supported by IGEL Universal Management Suite (UMS) (see page 29)
o UMS Communication Ports (see page 30)

« UMS Installation (see page 75)

o Customization (see page 82)

o UMS Environment (see page 93)

« High Availability (see page 177)
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« Profiles (see page 264)
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o Misc (see page 274)
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Getting Started: Setting Up the UMS

Problem

You want to set up the UMS for the first time and you are not sure how to proceed.

Goal

The aim is not only to install the UMS, but also to achieve a solid setup of the most important features.

Solution

We will show you an easy method for best practice setup with the following steps:

Installation on Windows (see page 6)
Installation on Linux (see page 10)
System Configuration (see page 14)
Creating Device Structures (see page 21)
Administrator Accounts (see page 22)
Registering Devices (see page 26)
Creating Profiles (see page 27)

@ You can also use the IGEL Software Suite: Step-by-Step Getting Started Guide provided by the IGEL
Community™. Its goal is to provide you with the tools, knowledge, and understanding of how to download
the IGEL software and perform basic installation and configuration without being forced to read many
manuals and numerous web support articles.

This document will walk you, step-by-step, through what is required for you to get up and runningin a
proof-of-concept or lab scenario. When finished, you will have a fully working IGEL endpoint management
platform consisting of the IGEL Universal Management Suite (UMS), IGEL Cloud Gateway (ICG), and IGEL OS
devices installed, connected and centrally managed.

You can download the guide here: http://files.igelcommunity.com/IGEL-Getting-Started-Guide.zip.

1 https://www.igelcommunity.com/igel-getting-started-guide
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Installation on Windows

The following article describes the complete procedure for installing the standard IGEL Universal Management
Suite (UMS) with an embedded database under Windows. If your required installation differs, you can select
individual components, e.g. for a standalone UMS Console installation.

() Forthe supported operating systems, see the "Supported Environment" section of the release notes (see
page 948).

Standard Installation of the UMS
To install the IGEL UMS under Windows, proceed as follows:

1. Download the current version of the IGEL Universal Management Suite from the IGEL Download
Server?,

() Forintegrity and security purposes, it is recommended to verify the checksum of the downloaded

software.
] UNIVERSAL MANAGEMENT SUITE b 4
0 wiNDowsS b 4
SOy _setup-igel-ums-windows_6.10.100.exe 2022/03/15
o I MD5: a2d001a0e76d50feBalcOca9578ce89b SHA-256: f3d82e218f8658369137391e4baf306e974d6deba30554e7fc3dfa25ca510674 I

IGEL Universal Management Suite v6.10.100 - Please see detailed description for supported environments

Detailed Description

2. Launch theinstaller.

(@ You will need administrator rights in order to install the UMS.

3. Read and confirm the License Agreement.

4. Read the Information regarding the installation process and click Next.

2 https://www.igel.com/software-downloads/workspace-edition/
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5. Only if thisis an update installation: If you already have a UMS installation, select the file name for
the backup of your embedded database. If you do not choose a file name and click on Next, no
backup will be created. See also Updating under Windows (see page 374).

6. Only if this is a new installation: Select the folder for the installation under Select Destination
Location. (Default: C:\Program Files\IGEL\RemoteManager)

7. Choose the components to be installed under Select Components.
« Standard UMS
« with UMS Console
« with Embedded Database
+ Only UMS Console
« UMS High Availability Network
« UMS Server
« UMS Load Balancer
« UMS Web App (early feature set)

() Theembedded database is suitable for most purposes. If not disabled, the embedded
database will automatically be installed if you select Standard UMS.
The use of an external database system is recommended in the following cases:
+ You manage a large network of devices.
« Adedicated database system is already in use in your company.
» You integrate the High Availability or the Distributed UMS solution.
For more information regarding the use of the IGEL UMS with external databases, see
Connecting External Database Systems (see page 376).

8. Read the Memory (RAM) requirements and click Next if your system fulfills them.
9. Select the UMS data directory. (Default: C:\Program Files\IGEL\RemoteManager )

10. Under User Credentials for DB-connect, enter the user name and password for the database
connection - unless you are planning to connect the UMS to an MS SQL Server via Active Directory.
For more information on connecting via AD, see Connecting the UMS to an SQL Server via Active
Directory (see page 381).
The credentials for the database connection are created.

() Theusername and password are case-sensitive.
Initially, the credentials entered here are also the credentials of the UMS superuser. After the
installation, the credentials for the database user and those for the UMS superuser can be changed
independently from each other. For more information about the UMS superuser, see Changing the
UMS Superuser (see page 774).

Endpoint Management (UMS) 7/1192



UMS Articles

IGEL

11. Ifthe internal Windows firewall is active on your host: Review the settings under Windows firewall
settings and change them where necessary. Each port that is activated here will be set as rule in
the Windows firewall. For more information about the usage of ports, see UMS Communication
Ports (see page 30).

12. Choose a folder name under Select Start Menu Folder.

13. Read the summary and start the installation process.
The installer will install the UMS, create entries in the Windows software directory, and in the start
menu, and will place a shortcut for the UMS Console on the desktop.

14. Close the program after completing the installation by clicking on Finish.
If you have chosen the standard installation, the UMS Server will run with the embedded database.

15. Start the UMS Console.

16. Connect the UMS Console to the UMS Server using the access data for the database that you
entered during the installation. For more information, see Connecting the UMS Console to the IGEL
UMS Server (see page 401).

() Itisrecommended to check your antivirus software and, if installed, other management software like HP
Device Manager for possible conflicts if
« theinstallation of the IGEL UMS fails
« the UMS Server service does not start when the installation is complete, and the manual
start of the service fails. For details on how to start services, see IGEL UMS HA Services and
Processes (see page 893).
+ there are problems when connecting the UMS Console to the UMS Server

TechChannel

https://www.youtube.com/watch?v=3YJnFiETy5w

Silent Installation of the UMS Console

You can carry out the installation silently by first creatingan .inf file and then launching the installation using a
command line. For further information, see Unattended / Silent Installation of the UMS Console (see page 348).
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(@ Silentinstallation is only possible for the UMS Console. It is not possible for the UMS Server, the UMS
Administrator, or the UMS Web App.
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Installation on Linux

The following article describes the complete procedure for installing the standard IGEL Universal Management
Suite (UMS) with an embedded database under Linux. If your required installation differs, you can select individual
components, e.g. for a standalone UMS Console installation.

() Forthe supported operating systems, see the "Supported Environment" section of the release notes (see
page 948).

The procedure for installing the IGEL UMS under Linux is as follows:

1. Download the current version of the IGEL Universal Management Suite from the IGEL Download
Server®,

() Forintegrity and security purposes, it is recommended to verify the checksum of the downloaded

software.
[] UNIVERSAL MANAGEMENT SUITE b 4
O wiNpows +
0 LiNnux +
SO egtuptigel.ums-linux 6.10.100.bin 2022/03/15
- I MDS5: 62b1d13d6ba7b94b57dcab92fo5dad2b SHA-256: eee2a7f6a2{7495bdd58508aa8847bfa4f37e6d9fab2fcf47di9f57eb830318e I

IGEL Universal Management Suite v6.10.100 - Please see detailed description for supported environments

Detailed Description

2. Open a terminal emulator such as xterm and switch to the directory in which the installation file
setup-igel-ums-linux-[Version].bin islocated.

3. Check whether the installation file is executable. If not, it can be made executable with the

following command:
chmod u+x setup*.bin

® Youwill need root / sudo rights to carry out the installation.

3 https://www.igel.com/software-downloads/workspace-edition/
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10.

11.

12.

Execute the installation file as root orwith sudo:
sudo ./setup-igel-ums-linux-[Version].bin

This unzips the filesinto the /tmp directory, starts the included Java Virtual Machine, and
removes the temporary files once the installation has been completed.

Start the installation procedure by pressing Enter.

© You can cancel the installation at any time by pressing the [Esc] key twice.

Read and confirm the license agreement.

Choose whether the installer will install the required dependencies:
« Now: Installs the necessary dependencies automatically.
« Manual: Skips the installation. You will have to install the required dependencies manually
if this has not already been done.
« Cancelinstaller: Aborts the installation procedure.

Under Destination directory, select the directory in which the UMS is to be installed. (Default: /
opt/IGEL/RemoteManager )

If you are updating an existing UMS installation: Under Database backup, select a file for the
backup of the embedded database, licenses, and certificates. If you have already created a
backup, you can select No (continue) in order to skip this step. See also Updating under Linux (see
page 372).

Under Installation type, select the scope of installation:
« Complete: UMS Server (see page 305) and UMS Console (see page 307)
+ Client only: UMS Console only
+ HA Net: High Availability (see page 850) configuration

© Custom file transfer directories are no longer supported. After completing the installation,
move the existing files to the ums_filetransfer/ directoryand

edit Files and Firmware update in the UMS Console to bring them online again. You may
also need to amend download addresses in the device configurations and profiles.

Choose whether the UMS Web App (see page 800) should be installed.

Confirm the system requirements dialog if your system fulfills them.

Endpoint Management (UMS) 11/1192



UMS Articles

IGEL

13. Under Data directory, select the directory in which Universal Firmware Updates and files are to be
saved. (Default: /opt/IGEL/RemoteManager )

14. Under Database selection, select the desired database system.
 Internal: The embedded database
« Other: An external database server

() Theembedded database is suitable for most purposes. It is included in the standard installation.
The use of an external database system is recommended in the following cases:
+ You manage a large network of devices.
« Adedicated database system is already in use in your company.
» You integrate the High Availability or the Distributed UMS solution.
For more information regarding the use of the IGEL UMS with external databases, see Connecting
External Database Systems (see page 376).

15. Under User name, enter a user name and password for the database connection.
The credentials for the database connection are created.

(@ Theusername and password are case-sensitive.
Initially, the credentials entered here are also the credentials of the UMS superuser. After the
installation, the credentials for the database user and those for the UMS superuser can be changed
independently from each other. For more information about the UMS superuser, see Changing the
UMS Superuser (see page 774).

16. Specify whether you would like to create shortcuts for the UMS Console and UMS Administrator
on the menu.

17. Check the summary of the installation settings and start the procedure by selecting Start
installation.
If you have selected the standard installation, the UMS Server along with the embedded database
will be installed and started.

18. Once theinstallation procedure is complete, open the UMS Console via the menu or with the
command /opt/IGEL/RemoteManager/RemoteManager.sh

® 1tis generally NOT recommended to execute the command RemoteManager.sh with sudo.

On Red Hat Enterprise Linux 8, RemoteManager.sh can be executed only without sudo .
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19. Connect the UMS Console to the UMS Server by entering the login data for the database that you
specified during the installation. For more information, see Connecting the UMS Console to the
IGEL UMS Server (see page 401).

() Itisrecommended to check your antivirus software and, if installed, other management software like HP
Device Manager for possible conflicts if
« theinstallation of the IGEL UMS fails
« the UMS Server service does not start when the installation is complete, and the manual
start of the service fails. For details on how to start services, see IGEL UMS HA Services and
Processes (see page 893).
« there are problems when connecting the UMS Console to the UMS Server

TechChannel

Sorry, the widget is not supported in this export.
But you can reach it using the following URL:

https://www.youtube.com/watch?v=p52CxtB_0ok

+ Preparing Amazon Linux 2 for UMS Installation (see page 319)

« Installing UMS on Red Hat Enterprise Linux (RHEL) 8 (see page 320)

« Installing UMS on Red Hat Enterprise Linux (RHEL) 7.3 (see page 322)
+ Installing UMS on Oracle Linux Server (see page 324)

« Installing IGEL UMS on Microsoft Azure (see page 326)
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System Configuration
This document describes various recommended settings for UMS.
To define the settings, proceed as follows:

1. Startthe UMS Console.
2. Go to UMS Administration > Global Configuration > Logging and copy the following settings:

Logging Configuration

Log message seltings
V' Enable logging
[/] Log administrator data

Loglevel Message body and details Log Level Configuration

Log Event Settings

Activate event logging

NOTE: Configuration of log message deletion and export task is now available in Administrative Tasks

w

Confirm the setting with Yes.

Go to Administrative Tasks.

5. Click add ( +) to create a new administrative task.
The Create Administrative Task dialog opens.

>
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6. Copy the following settings:

Server - 172.30.91.30

Job
DB backup Create backup

UMS Administration
Create Administrative Task

General
Mame

Action

Default Dire
Uni Firmware Update
Wake on LA

A

ve
Remote
H Logging

Endpoint Management (UMS) 15/1192



UMS Articles 1

7. Click Next and copy the following settings:

Create Administrative Task

Configuration
Target directory for export-files:

~

CAProgram Fil

*® Keep no more than 10,000

Delete me es older than

*® Keepno more than 10,000 Evenis

Delete events older than Days

Cancel

8. Click Next and Finish.

@ Having logging activated is important for reproducing errors. In this way, you are able to
trace the log and event messages in the UMS under System > Logging.
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9. Click Device Network Settings and copy the following settings:

Device Metwork Settings

Configuration of the System Information Update

v Update systeminformation on selection of a dex

Advanced Device's Status Updates

v De nd updat

Automatic Registration

v Enable automatic registration (without mac address import)

Device Requests

Maximum number of concurrent threads for device requ

CQueue limit:

® Mo limit

(Additional reque ould wait until a free thread is available.)

Queue size:

(Additional reque hat exceed the queue size should be rejected.)

Adjust Names of devices

Adjust UMS-internal name if network name been changed

Adjust network name if UMS-internal name has been changed

Naming Convention

Enable naming convention

Endpoint Management (UMS)
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10. Click Server Network Settings and copy the following settings:

Server Network Settings

Online Check Parameters
Jle online check 100 Timeout
Scheduled Jobs

v Scheduled jobs never expire

Scan Parameters

Timeout (ms) 6000

Broadcast IF

Specify scan reply port (UDP)

11. Go back to Administrative Tasks in the UMS Administration tree.
12. Create another Administrative Task for the database backups:

Server - 172.30.91.30 Admini

UMS Administration AEME

etwork

Create Administrative Task
General

Mame DB Backup

Action [ Create backup

Description

ult Di ¥ Rules
rsal Firmware Update

Send result as mail

13. Click Next.
14. Enter the required target directory:
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Create Administrative Task

Configuration

Maximum amount of backups

Target directory: C\Program Files\IGEL\Remotemanager C\Program Fil L\Remotemanager

@ Werecommend that you create a database backup in order to be able to recover the
original UMS data in the event of data loss.

15. Click Next.
16. Set arhythm to repeat the backup as shown below and click Finish:

Create Administrative Task

Schedule

Trigger
Start

Repeat Job

Man i |Z| Sun

Exclude Public Holidays

Comment

Expiration

Finish Cancel

17. Go to Active Directory / LDAP and add a new Active Directory/LDAP service with the following
values:
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Server - 172.30.91.30 ; Active Directory / LDAP Domai

UMS Administration Domain Name Domain Controller

Add Active Directory /| LDAP Service
Type Dir

Domain Mame

Domain Controlle

ult Directory Ru

] Firmware Update

e on LAN
Active Directory / LDAP
Remaote A

Ser name
ord

UPM Suffix

18. Click the Test connection button to check if your configuration is working.
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Creating Device Structures
You may freely organize your device structure in the IGEL UMS tree.

Take advantage of this freedom and build well thought out, intelligent directory structures. How deeply you want to
structure your tree is up to you. The system allows you to nest directories as deeply as you want.

It would be advisable to arrange the directories referring to your company's structure.
You could classify the devices according to branch offices, departments or tasks, for example:

¥ & Thin Clients

¥ Aconfiguration sample

L IGEL
L China
L Germany
L Singapore

L

Linited Kingdom
L Inited Staates

¥, Augshurg
¥ Development
g Java Team
# Ly Linux Team
By Windows Team
v Bremen
Presales
Support

Keep in mind that you also need a smart structure for automatic registration with indirect profiles. Devices will
inherit the profiles assigned to the root directory they are subordinated to.
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Administrator Accounts

Import administrative accounts from the Active Directory, groups as well as users.

> Click System > Administrator Accounts to set up groups of administrators in order to manage their
permissions more conveniently.

Where required, add local administrators. Permission settings are performed in the same way for both groups and
individual administrators.

(@ Ifyoudo not wish to completely adopt the Active Directory structure, you may create new local
administrators or groups.

Administrator accounts

Administrators Groups

Technical Writer Administratorsgrou
Test1 Helpdesk
Impaort IGEL Demo

» Click Edit in the Administrator Accounts mask to set permissions for specific menu items:
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UMS Articles 1

Edit group permissions

Group Mame  Administratorsgrou

Allow all Deny all

‘System” Menu

Administrator accounts

Firmware management

License management

Logging (events and messages)
WebDA cess (ums-filetransfer)

'‘Device' Menu
Scan for devices

‘Misc' Menu

Cache managemeant
ssignment (Jobs)

Public Holid lanagement

Sqgl Console

‘Help® Menu
Save support information

(@ Note forall other value sets: Each administrator can be granted specific permissions with regard to objects
in the navigation tree.

> Right-click an object in the structure tree.
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Smartcard

=
| : ( =

Cost Cy

A4 ’E Dey ]

':I [TCOQE ™ mnene

Mobile De Edit Configuration

Rename

Delete

111 Clear "Configuration Change |

IGEL Demao

Technical Writer

P X Template K

Firmware

Deny

2d for group Admi
denied for group Admi
Edit Configuration A denied for group Admi
Write . denied for group Admin
em Infarmation A denied for group Admini
denied for group Administrator:
denied for group Admi
denied for group Admini
denied for group Admin
allowed for group Adm
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For more information on UMS administrator accounts and their access rights, refer to Create Administrator
Accounts (see page 719).
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Registering Devices

During the preparation and System Configuration (see page 14), we put in place the basis for automatic
device registration; see also Registering Devices Automatically on the IGEL UMS (see page 416). For more information
on the registration of devices, refer to Registering IGEL OS Devices on the UMS Server (see page 403).

> Al you need to do is to start the devices or, if they are already in operation, to restart them.
If automatic registration fails, e.g. in WAN with NAT, register the missing devices manually.

After the registration, refresh the console editor view (F5) to show the new devices. Check the device structure and,
if necessary, move the devices into the desired directories.

A device can only be registered to one UMS Server. If it is registered once, no other UMS can capture it.

@ We highly recommend disabling automatic registration after the roll-out to avoid all types of devices
automatically being registered without your control.

Now you have a well-configured IGEL UMS which will allow you to work with the system professionally.
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Creating Profiles
Create Profiles according to the different task areas such as

+ Network configuration
+ Sessions

+ Printer

+ Monitor configuration

¥ /- IGEL Universal Management Suite 6
¥ Profiles (2)
¥ = Smartcard-Bedienung (1)
Snartcard-Anmeldung
¥ = Smartcard-Erstellung (1)

¥ = Einstellungen abrufen von (1)

@ The best practice is to define one profile for each task and not to mix them up. Otherwise, you will have
problems maintaining your configuration settings later on.

In this case, we created a profile exclusively for the English keyboard layout:

Configuration Keyboard layout [English(US) Y] [] Enable dead keys

Keyboard type [Default v]

] show indicatar in taskbar
User Int ce

» [l Display Character Repeat

» Il Desktop

B Language Repeat delay —
» Ml Screenlock f Screensaver
¥ O Input short O long
. Keyboard
R t rat w0
. Additional keyboard layouts epeat rate ’—|
. Mouse o -

» I Touchpad
n Touchscreen
. Signature Pad
» Il Hotkeys
» Il Font Services

|

] start with numlock on

After creating a profile and adjusting its settings, you can assign it to some Devices. You can assign an arbitrary
number of profiles to each device.

Basically, there are two modes of assignment: direct or indirect.

Indirect means that you assign the profile to a device directory rather than to a single device. All devices within the
directory then inherit the settings of this profile.

> Select a Profile in the UMS tree and drag and drop the selection onto a device or device directory.
or

> Select a device directory in the UMS tree and click the Add (+) button above the Assigned Objects panel.
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IProfiles : 558 ned objecls
Mame
Name
Description

Based on IGEL Uni

Profile ID

Selected objects

(@ You canalso do it the other way round: Select a profile in the UMS tree and assign a device directory to it.

For more information on profiles and their assignment to devices, refer to Profiles (see page 446).
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Devices Supported by IGEL Universal Management Suite (UMS)

Question
Which devices are supported by IGEL Universal Management Suite (UMS)?

Answer

& Toensure that you can use all new features of IGEL OS:
> Update your UMS to the current version.
» Forall relevant profiles, set Based on to the appropriate firmware version.

The latest UMS version supports

all IGEL devices that have not yet reached their end of maintenance;
devices converted with IGEL OS Creator (0OSC);

devices converted with IGEL Universal Desktop Converter 3 (UDC3);

+ devices converted with IGEL Universal Desktop Converter 2 (UDC2);
Windows 7 devices with IGEL Unified Management Agent (UMA) installed.

Older UMS releases support

+ IGEL devices that were released before the UMS release
+ and that had not reached their end of maintenance at the time of the UMS release.
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UMS Communication Ports

Which ports are used by the components of IGEL UMS and the other components of a UMS infrastructure?

The following table shows the ports used by the components that play a role in a UMS infrastructure.

Sorted by UMS Feature

Required by UMS Port Whois Listening? Who is Description
Feature (Prot Applications/ Talking?
ocol) Service Binding to Applications
Port /Services
Initiating
Communicat
ions
Automatic License 443 IGEL licensing UMS Server The UMS Server requests licenses;
Deployment (ALD) (TCP) server (at see UMS Contacting the Licensing
susi.igel.com?) Server (see page 70).

Automatic License 443 IGEL download UMS Server The UMS Server requests the
Deployment (ALD) (TCP) server (HTTP server connection details required for
at fwus.igel.com®) connecting to the IGEL license
server (at susi.igel.com®).

See UMS Contacting the Licensing
Server (see page 70).

Core 8443 UMS Server UMS See UMS with Internal

(TCP) /e . Console/ Database (see page 43) or UMS with
(Windows: b : b
service IGELRMGUIS 'lA‘JMS We External Database (see page 44).
erver; Linux: PP
daemon igelRMServ
er)
Core (directly, 30002 UMS Server HA Load If the UMS Server and the HA Load
without ICG) (TCP) (Windows: Balancer Ealanc;\er arerunning op“the same
service IGELRMGUIS ost,t. e UMS Server will use port
e 30002 instead of 30001, and the HA
erver; Linux: Load Bal ll £30001
daemon igelRMServ oad Balancer will use por .
er)

4 http://susi.igel.com
5 http://fwus.igel.com
6 http://susi.igel.com
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Who is
Talking?

Required by UMS Port Who is Listening?
Feature (Prot

Description

l Applications/
ocol) Service Binding to Applications

Port /|Services
Initiating
Communicat
ions
Core (direct device 30001 UMS Server Device See Devices Contacting UMS (see
commuglcgtrl]on, (TCP) (Windows: page 51).
notused with service IGELRMGUIS
::é)cr;wmunlcatlon via erver: Linux:
) daemon igelRMServ
er)
Core (file transfer) 8443 UMS Server Device The device requests a file from the
(TCP) (Windows: UMS; ?ee UMS and Devices: File
service IGELRMGUIS Transter (see page 63).
erver; Linux:
daemon igelRMServ
er)
Core (firmware 8443 UMS Server Device The UMS provides files for
customization) (TCP) (Windows: Crl:St(;)m!ZIr?gct.;rbei-lOOkS:Adgfee(lef
service IGELRMGUIS tDe, eV'.CFG,IS > ’Sie an
erver; Linux: evices: rile lranster (see page 63).
daemon igelRMServ
er)
Core (if Active 88 MS Active Directory UMS Server The UMS Server sends a Kerberos

Directory is used),
Shared Workplace

Core (if Active
Directory is used),
Shared Workplace

Core (if Apache
Derby is used)

Core (if LDAPS
server is used)

(TCP/ Service
UDP)

389 MSActive Directory UMS Server
(TCP) Service

1527 Apache Derby UMS Server
(TCP) database (Derby

Network Server)

636 LDAPS server (other UMS Server
(TCP) than MS Active
Directory)

Endpoint Management (UMS)

request to MS Active Directory.

The UMS Server sends an LDAP
request to MS Active Directory.

See UMS with External
Database (see page 44).

The UMS Server sends an LDAP
request over SSL.
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Required by UMS Port Whois Listening? Whois
Talking?

Feature (Prot Applications/

ocol) Service Binding to Applications

Port /|Services
Initiating
Communicat
ions
Core (if MS SQL 1433 Microsoft SQL UMS Server
Server is used) (TCP) Server database
Core (if Oracleis 1521 Oracle database UMS Server
used) (TCP)
Core (if PostgreSQL5432 PostgreSQL UMS Server
is used) (TCP) database
Core (licenses) 8443 UMS Server Device
(TCP) (Windows:
service IGELRMGUIS
erver; Linux:
daemon igelRMServ
er)
Core (online check) Auto UMS Server Device
("high (Windows:
ort")

service IGELRMGUIS
(UDP) erver; Linux:
daemon igelRMServ

er)
Core (scanning for 30005 Device Device
device) (TCP/ (UMS agent)

UDP)

Endpoint Management (UMS)

Description

See UMS with External
Database (see page 44).

See UMS with External
Database (see page 44).

See UMS with External
Database (see page 44).

The UMS provides license files for
the devices; see UMS and Devices:
File Transfer (see page 63).

The device responds to a message
sent by the UMS to check if the
device is online.

The port number to be used is
contained in the UDP packet sent
by the UMS.

The device responds to a
broadcast sent by the UMS during
a scan.

The port number to be used is
contained in the UDP packet sent
by the UMS.

See UMS Server (see page 305).
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Required by UMS Port Who is Listening?

Feature (Prot Applications/

ocol) Service Binding to
Port

Core (scanning for Auto UMS Server
device) ("high

. (Windows:
ort")

service IGELRMGUIS
(UDP) erver; Linux:
daemon igelRMServ
er)

Core (secure 30022 Device

terminal) (TCP) (UMS agent)

Core (shadowing) 5900 Device
(TCP) (UMS agent)

Core (shadowing) 5900 Device
via UMS Web App (TCP) (UMS agent)

Core (unencrypted,9080 UMS Server

no SSL) (TCP) (Windows:
service IGELRMGUIS
erver; Linux:

daemon igelRMServ
er)

Endpoint Management (UMS)

Who is Description

Talking?

Applications

/|Services

Initiating

Communicat

ions

Device The device responds to a
broadcast sent by the UMS during
ascan.

The port number to be used is
contained in the UDP packet sent
by the UMS.

UMS Server See UMS and Devices: Secure
Terminal (see page 61).

UMS Console The UMS Console initiates a VNC
session for shadowing; see UMS
and Devices: Shadowing (see page
53).

UMS Server The UMS Web App triggers the UMS
Server to initiate a VNC session for
shadowing. The VNC session is
routed through the UMS Server;
see UMS and Devices:
Shadowing (see page 53).

Device The device requests a file from the
UMS (regular file transfer or
Universal Firmware Update).

This portis only used if Allow SSL
Connections only is deactivated in
the UMS Administrator.

If Allow SSL Connections only is
activated, port 8443 is used for
firmware updates and file transfer.
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Required by UMS Port
Feature (Prot

ocol) Service Binding to Applications

Core (unencrypted,Auto
no SSL) ("high
ort")

Core (Universal 443
Firmware Update) (TCP)
Core (Universal 8443
Firmware Update) (TCP)
Core (Wake on 9
LAN) (UDP)
Core (with ICG) 8443
(TCP)
Core (with ICG) 8443
(TCP)
High Availability ~ 6155
(HA) (UDP)

Who is
Talking?

Who is Listening?

Applications/

Port /|Services
Initiating
Communicat
ions

UMS Server

(Windows:

service IGELRMGUIS

erver; Linux:

daemon igelRMServ

er)

IGEL download UMS Server

server (HTTP server

at fwus.igel.com’)

UMS Server Device

(Windows:

service IGELRMGUIS

erver; Linux:

daemon igelRMServ

er)

Device UMS Server

ICG (IGEL Cloud UMS Server

Gateway)

ICG (IGEL Cloud Device

Gateway)

HA Load Balancer HA Load

UMS Server Balancer
UMS Server

7 http://fwus.igel.com

Endpoint Management (UMS)

Description

UMS Console The GUI is started via Java

Webstart console.

This portis only used if Allow SSL
Connections only is deactivated in
the UMS Administrator.

If Allow SSL Connections only is
activated, port 8443 is used for
firmware updates and file transfer.

See UMS Contacting the Download
Server to Check for New
Updates (see page 65).

In the course of a Universal
Firmware Update, the device
requests a file from the UMS;
see UMS and Devices: File
Transfer (see page 63).

The UMS Server sends magic
packets to the devices.

See Devices and UMS Server
Contacting Each Other via ICG (see
page 48) or UMS Server (see page 305).

See Devices and UMS Server
Contacting Each Other via ICG (see
page 48).

Both HA Load Balancer and UMS
Server listen on port 6155 and use
it for communication.
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Required by UMS Port Whois Listening? Who is Description

i ?
Feature (Prot Applications/ Talking?

ocol) Service Binding to Applications

Port /|Services
Initiating
Communicat
ions
High Availability 8443 UMS Server UMS Server File synchronization between UMS
(HA) and (TCP) (Windows: (Windows:  Servers
Distributed UMS service IGELRMGUIS service IGELR
erver; Linux: MGUIServer;
daemon igelRMServ Linux:
er) daemonigelR
MServer)
High Availability =~ 61616 HA Load Balancer HA Load Both HA Load Balancer and UMS
(HA) EJTDCFI)D/ UMS Server Balancer §efrver listen qn pgrt 61616 and use
) UMS Server it for communication.
IMI 8443 UMS Server 3rd party See IGEL Management Interface
(TCP) (Windows: compcl)lalent (IM1) (see page 46).
service IGELRMGUIS “IZ”E‘f
erver; Linux: I(VI ¢
daemon igelRMServ anagemen
er) Interface)

Sorted by Port Number

Port Whois Listening? Who is Description Required by UMS
i ?
(Prc:t Applications/ Talking? Feature
ocol) Service Binding to Applications
Port /Services
Initiating
Communicat
ions
9 Device UMS Server The UMS Server sends magic Core (Wake on
(UDP) packets to the devices. LAN)
88  MSActive Directory UMS Server The UMS Server sends a Kerberos Core (if Active
(TCP/ Service request to MS Active Directory. Directory is used),
UDP) Shared Workplace
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Who is
Talking?

Port Who is Listening?

(Prot Applications/

ocol) Service Binding to Applications

Port /|Services

Initiating

Communicat

ions

389 MSActive Directory UMS Server
(TCP) Service

443 |IGEL licensing UMS Server
(TCP) server (at

susi.igel.com)
443 |IGEL download UMS Server
(TCP) server (HTTP server

at fwus.igel.com)
443 |IGEL download UMS Server

(TCP) server (HTTP server
at fwus.igel.com)

636 LDAPS server (other UMS Server
(TCP) than MS Active
Directory)

1433 Microsoft SQL UMS Server
(TCP) Server database
1521 Oracle database UMS Server
(TCP)
1527 Apache Derby UMS Server
(TCP) database (Derby

Network Server)
5432 PostgreSQL UMS Server

(TCP) database

Endpoint Management (UMS)

Description

The UMS Server sends an LDAP
request to MS Active Directory.

The UMS Server requests licenses;
see UMS Contacting the Licensing
Server (see page 70).

The UMS Server requests the
connection details required for
connecting to the IGEL license
server (at susi.igel.com).

See UMS Contacting the Licensing
Server (see page 70).

IGEL

Required by UMS
Feature

Core (if Active
Directory is used),
Shared Workplace

Automatic License
Deployment (ALD)

Automatic License
Deployment (ALD)

See UMS Contacting the Download Core (Universal

Server to Check for New
Updates (see page 65).

The UMS Server sends an LDAP
request over SSL.

See UMS with External
Database (see page 44).

See UMS with External
Database (see page 44).

See UMS with External
Database (see page 44).

See UMS with External
Database (see page 44).

Firmware Update)

Core (if LDAPS
server is used)

Core (if MS SQL
Server is used)

Core (if Oracle is
used)

Core (if Apache
Derby is used)

Core (if PostgreSQL
is used)
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IGEL

Port Whois Listening? Who s Description Required by UMS
i ?
(Prc:t Applications/ Talking? Feature
ocol) Service Binding to Applications
Port /Services
Initiating
Communicat
ions
5900 Device UMS Console The UMS Console initiatesa VNC  Core (shadowing)
(TCP) (UMS agent) session for shadowmg; see UMS
and Devices: Shadowing (see page
53).
5900 Device UMS Server The UMS Web App triggers the UMS Core (shadowing)
(TCP) (UMS agent) Server to initiate a VNC session for via UMS Web App

6155 HA Load Balancer HA Load
(UDP) UMS Server Balancer
UMS Server

8443 UMS Server UMsS
(TCP) (Windows: Console /

service IGELRMGUIS UMS Web
erver; Linux: PP
daemon igelRMServ

er)

8443 UMS Server Device

(TCP) (Windows:

service IGELRMGUIS
erver; Linux:
daemon igelRMServ
er)

8443 UMS Server Device

(TCP) (Windows:

service IGELRMGUIS
erver; Linux:
daemon igelRMServ
er)

Endpoint Management (UMS)

shadowing. The VNC session is
routed through the UMS Server;
see UMS and Devices:
Shadowing (see page 53).

Both HA Load Balancer and UMS  High Availability
Server listen on port 6155 and use (HA)
it for communication.

See UMS with Internal Core
Database (see page 43) or UMS with
External Database (see page 44).

The device requests a file from the Core (file transfer)
UMS; see UMS and Devices: File
Transfer (see page 63).

In the course of a Universal Core (Universal
Firmware Update, the device Firmware Update)
requests a file from the UMS;

see UMS and Devices: File

Transfer (see page 63).
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IGEL

Port Whois Listening? Who s Description Required by UMS

i ?
(Prot Applications/ Talking? Feature

ocol) Service Binding to Applications

Port /|Services
Initiating
Communicat
ions
8443 UMS Server 3rd party See IGEL Management Interface  IMI
(TCP) (Windows: cqmponent (IM1) (see page 46).
service IGELRMGUIS “IE’E‘E M
erver; Linux: I(VI
daemon igelRMServ anagement
Interface)
er)
8443 UMS Server Device The UMS provides files for Core (firmware
(TCP) (Windows: c;:stcclam!zm'g the.look and fee(ljof customization)
service IGELRMGUIS tDe_ eV'_CFe_IS C'TIU"SieUMsa”
erver; Linux: evices: File Transfer.
daemon igelRMServ
er)
8443 UMS Server Device The UMS provides license files for Core (licenses)
(TCP) (Windows: ?:hle cTIeV|cefs; see UMS and Devices:
service IGELRMGUIS e franster.
erver; Linux:
daemon igelRMServ
er)
8443 ICG (IGEL Cloud UMS Server See Devices and UMS Server Core (with ICG)
(TCP) Gateway) Contacting Each Other via ICG (see
page 48) or UMS Server (see page 305).
8443 ICG (IGEL Cloud Device See Devices and UMS Server Core (with ICG)
(TCP) Gateway) Contacting Each Other via ICG (see
page 48).
8443 UMS Server UMS Server File synchronization between UMS High Availability
(TCP) (Windows: (Windows:  Servers (HA) and
service IGELRMGUIS service IGELR Distributed UMS
erver; Linux: MGUIServer;
daemon igelRMServ Linux:
er) daemon igelR
MServer)
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Who is
Talking?

Port Who is Listening?

(Prot Applications/

ocol) Service Binding to Applications

Port /|Services

Initiating

Communicat

ions
9080 UMS Server

(TCP) (Windows:
service IGELRMGUIS
erver; Linux:
daemon igelRMServ
er)

Device

Auto UMS Server UMS Console
("high

. (Windows:
ort")

service IGELRMGUIS
erver; Linux:
daemon igelRMServ
er)

30001 UMS Server

(TCP) (Windows:
service IGELRMGUIS
erver; Linux:
daemon igelRMServ
er)

30002 UMS Server

(TCP) (Windows:
service IGELRMGUIS
erver; Linux:
daemon igelRMServ
er)

Device

HA Load
Balancer

Endpoint Management (UMS)

IGEL

Required by UMS
Feature

Description

The device requests a file from the Core (unencrypted,
UMS (regular file transfer or no SSL)
Universal Firmware Update).

This portis only used if Allow SSL
Connections only is deactivated in
the UMS Administrator.

If Allow SSL Connections only is
activated, port 8443 is used for
firmware updates and file transfer.

The GUI is started via Java
Webstart console.

Core (unencrypted,
no SSL)

This portis only used if Allow SSL
Connections only is deactivated in
the UMS Administrator.

If Allow SSL Connections only is
activated, port 8443 is used for
firmware updates and file transfer.

See Devices Contacting UMS (see
page 51).

Core (direct device
communication,
not used with
communication via
ICG)

If the UMS Server and the HA Load Core (directly,
Balancer are running on the same without ICG)
host, the UMS Server will use port

30002 instead of 30001, and the HA

Load Balancer will use port 30001.
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IGEL

Port Whois Listening? Who s Description Required by UMS

i ?
(Prot Applications/ Talking? Feature

ocol) Service Binding to Applications

Port /|Services
Initiating
Communicat
ions
30005 Device Device The device responds to a Core (scanning for
(TCP/ (UMS agent) broadcast sent by the UMS during device)
UDP) a scan.
The port number to be used is
contained in the UDP packet sent
by the UMS.
See UMS Server (see page 305).
30022 Device UMS Server See UMS and Devices: Secure Core (secure

(TCP) (UMS agent) Terminal (see page 61). terminal)

61616 HA Load Balancer HA Load Both HA Load Balancer and UMS  High Availability
(TCP/ UMS Server Balancer Server listen on port 61616 and use (HA)

UDP) UMS Server it for communication.
Auto UMS Server Device The device responds to a Core (scanning for
( hlg"h (Windows: broadcast sent by the UMS during device)
ort") service IGELRMGUIS ascan.
(UDP) erver; Linux: The port number to be used is
daemon igelRMServ contained in the UDP packet sent
er) by the UMS.
Auto UMS Server Device The device responds to a message Core (online check)
( hl%h (Windows: ZenF by_the gMS to check if the
POrt") service IGELRMGUIS evice s onfine.
(UDP) erver; Linux: The port number to be used is
daemon igelRMServ contained in the UDP packet sent
er) by the UMS.

+ Internal Communication (see page 42)
+ IGEL Management Interface (IMI) (see page 46)
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« UMS and Devices: Settings and Control (see page 47)
« UMS and Devices: Shadowing (see page 53)

« UMS and Devices: Secure Shadowing (see page 55)

« UMS and Devices: Secure Terminal (see page 61)

« UMS and Devices: File Transfer (see page 63)

+ Universal Firmware Update (see page 64)

« Automatic License Deployment (ALD) (see page 69)
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Internal Communication

« UMS with Internal Database (see page 43)
« UMS with External Database (see page 44)
+ Indexing for UMS Web App Search (see page 45)
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UMS with Internal Database

Communication between the UMS Console and the UMS server happens via HTTPS. By default, the UMS server
listens for requests on TCP port 8443. The port can be changed in the UMS Administrator under Settings > GUI
server port.

The port used by the UMS for internal TCP requests to the embedded database can be changed in the UMS
Administrator under Settings > Database Port (Embedded DB). The default port is 1528.

The following figure illustrates the communication between the UMS components:

— TCP 8443

UMS Console UMS server with internal database

o Y %
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UMS with External Database

Communication between the UMS Console and the UMS server happens via HTTPS. By default, the UMS server
listens to TCP requests on port 8443. The port can be changed in the UMS Administrator under Settings > GUI

server port.

The ports used by the UMS for TCP requests to the database are defined as follows:

Database Type
Apache Derby (Derby Network

Server)

MS SQL Server

Oracle

PostgreSQL

Database Port (default) Configuration
1527 (UMS

Administrator) Datasource >
Add... > [as DB-Type,
select Derby] > Port

1433 (UMS

Administrator) Datasource >
Add... > [as DB-Type,
select SQL Server] > Port

1521 (UMS

Administrator) Datasource >
Add... > [as DB-Type,
select Oracle] > Port

5432 (UMS

Administrator) Datasource >
Add... > [as DB-Type,
select PostgreSQL] > Port

The following figure illustrates the communication between the UMS components:

TCP 8443

UMS Console

Endpoint Management (UMS)

—

DB port (TCP)

o

UMS server UMS DB
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Indexing for UMS Web App Search

The indexing service that is used by the search function of the UMS Web App is listening on ports 9200 and 9300. The
Web UMS context reads and writes data via these ports. The ports are open internally, but cannot be reached from

outside the UMS Server.

The following figure illustrates the communication within the UMS Server:

/

Web UMS
context

Tomcat

\

TCP 9200/ 9300

—

Indexing
service

UMS Server

Endpoint Management (UMS)
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IGEL Management Interface (IMI)

The REST API provided by the IGEL Management Interface is served via HTTP on port 8443 (TCP).

The following figure illustrates the communication with the UMS server via IMI:

IM|

UMS Console

-

TCP 8443

UMS server

Endpoint Management (UMS)

DB port (TCP)

UMS DB

fums |
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UMS and Devices: Settings and Control

+ Devices and UMS Server Contacting Each Other via ICG (see page 48)
+ Devices Contacting UMS (see page 51)
« UMS Contacting Devices (see page 52)
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Devices and UMS Server Contacting Each Other via ICG
To communicate with the UMS, the devices initiate a TCP connection to the ICG.
To communicate with the devices, the UMS initiates a TCP connection to the ICG.

The default port on which the ICG is listening is port 8443. It can be changed during the installation of the ICG. With
ICG 2.02 or higher, a privileged port can be used, e.g. port 443. When the installation is completed, the port is fixed.

© With ICG version 2.x or 12.01.x and UMS version 6.x or 12.01.x, it is not possible to inspect the TLS traffic
between any of the components. The inspection would break TLS and interrupt communication between
the products.
As of UMS version 12.02, you can inspect the TLS traffic, see IGEL UMS Configuration for the External Load
Balancer / Reverse Proxy: Example for NGINX with SSL Offloading.

Direct Connection

The following figure illustrates the communication between the devices (thin clients) and the UMS via ICG:
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Q)
m,
S

Devices

TCP 8443

i

TCP 8443

I | P ——

DB port (TCP)

D8 port (TCP)
—

UMS Console UMS server UMS DB

Via Proxy

The following figure illustrates the communication between the devices (thin clients) and the UMS via ICG and a
proxy:
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Proxy port

Devices

TCP 8443

Proxy o ICG
/
8443 (TCP)
— g
— )
UMS Console UMS server UMS DB

\

Endpoint Management (UMS)
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IGEL

Devices Contacting UMS
To communicate with the UMS, the devices initiate a TCP connection to the UMS server using port 30001.

The following figure illustrates the communication between the devices (thin clients) and the UMS:

Devices
TCP 30001
]
\UMS Console UMS server UMS DB /
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IGEL

UMS Contacting Devices
To communicate with devices, the UMS initiates a TCP connection to the device's UMS agent using port 30005.

The following figure illustrates the communication between the UMS and the devices:

Devices

30005 (TCP/UDP)

- N

—
— — ﬁ
UMS Console UMS server UMS DB

g el Y,
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UMS and Devices: Shadowing

UMS Console
The UMS Console initiates a VNC session with the device. The standard port is 5900 (TCP); the port can be changed
per session.

The following figure illustrates the communication between the UMS Console and a device:

Device

DB port (TCP)

— [

ﬁ

UMS Console UMS server UMS DB

- ma /

UMS Web App

The UMS Web App requests the UMS Server to initiate a VNC session for shadowing. The VNC session is routed
through the UMS Server; between the UMS Web App and the UMS Server, the data is transferred via WebSocket. The
default port for the communication between the UMS Server and the devices is 5900 (TCP).
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IGEL

The following figure illustrates the communication between the UMS Web App, the UMS Server, and a device:

Device

UMS Web App

-

‘

UMS Server

Endpoint Management (UMS)

i UMS

DB port (TCP)

UMS DB

541192
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UMS and Devices: Secure Shadowing

The following figures illustrate the communication between the UMS Console, the VNC viewer, the UMS Server and
the device.

Internal VNC Viewer - Direct Connection

The UMS Console requests the device's certificate and the session password from the UMS Server. The UMS Console
then establishes an SSL tunnel with the device using the session password. The device sends the certificate to the
UMS Console; the UMS Console checks the certificate against the certificate it has received from the UMS Server. In
return, the UMS Console sends the session password to the device. After that, the SSL tunnel between the UMS
Console and device is established and can be used for exchanging VNC data.

Device

5900 (TCP) | \ 30005 (TCP) |
A

SSL tunnel: Encrypted
VNC data

Session password

p— TCP 8443 | M DB port (TCP)

>0 >
Request certificate
— and password m
UMS Console UMS server UMS DB

- ma /
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UMS Web App - Direct Connection

The UMS Web App requests the UMS Server to initiate a VNC session for shadowing. The UMS Server establishes an
SSL tunnel with the device using a session password and the device's certificate. The UMS Web App and the UMS
Server communicate via WebSocket, which also carries the VNC data.

Device

5900 (TCP) | | 30005 (TCP)

A

SSL tunnel: Encrypted Session password
VNC data

P — DB port (TCP)

—p 2 >
— WebSocket m

UMS Web UMS Server UMS DB

App /

UMS

Internal VNC Viewer - Over ICG

Both the UMS Server and the device have established a WebSocket connection to the ICG; this WebSocket is used
for commands from the UMS and messages from the device.

The UMS Console and the device establish a dedicated WebSocket for secure shadowing with the ICG.
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Device

Establish
WebSocket for _—" WebSocket
VNC data
v

8443 (TCP)

8443 (TCP) WebSocket for
commands

/ 4
—
( Establish Establish \

[&

WebSocket WebSocket

8443 (TCP)| g DB port (TCP)
] > 2 >
)

UMS Console UMS Server UMS DB

. UMS /

UMS Web App - Over ICG

The UMS Web App requests the UMS Server to initiate a VNC session for shadowing. The UMS Server creates an
additional WebSocket connection for exchanging the VNC data. The UMS Web App and the UMS Server
communicate via WebSocket, which also carries the VNC data.
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Device

Establish
WebSocket for _—" webSocket
VNC data
V

8443 (TCP)

IcG ]|

—

8443 (TCP) WebSocket for

commands
A

( \ Establish \

WebSocket
Establish
WebSocket | 8443 (TCP)
DB port (TCP)

4]4—-» >

WebSocket

UMS Web UMS Server UMS DB

App /

UMS

External VNC Viewer - Direct Connection

The external VNC viewer runs on the same machine as the UMS Console. The UMS Console starts the external viewer
and then acts as a proxy between the device and the external VNC viewer.
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Device

5900 (TCP) | ‘ 30005 (TCP) |

SSL tunnel: Encrypted
VNC data

Session password

External VNC viewer | | TCP 8443 — DB port (TCP)
| ~> b >
Request certificate m

— and password

UMS Console UMS server UMS DB

- UM /

External VNC Viewer - Over ICG

The external VNC viewer runs on the same machine as the UMS Console. The UMS Console starts the external viewer
and then acts as a proxy between the ICG and the external VNC viewer.
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Websocket for _—"
VNC data
\/

Device

8443 (TCP)

Establish
websocket

8443 (TCP) Websocket for
commands
A
—
Establish Establish
websocket websocket

DB port (TCP)

External VNC viewer 8443 (TCP)
>
——
UMS Console UMS server

o

>

UMS DB

UMS

Endpoint Management (UMS)
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UMS and Devices: Secure Terminal

Direct Connection

The UMS Console establishes a connection to the UMS server. The UMS server then establishes a TLS tunnel to the
device.

The following figure illustrates the communication between the UMS Console, the UMS server and a device:
Device

—

30022 (TCP)

TCP 8443 DB port (TCP)

UMS Console UMS server UMS DB

- UMS /
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Over ICG

Both the UMS Server and the device have established a WebSocket connection to the ICG; this WebSocket is used
for commands from the UMS and messages from the device.
The UMS Console and the device establish a dedicated WebSocket for the secure terminal with the ICG.

Device

[

WebSocket for
secure —
terminal data

8443 (TCP)

ICG

8443 (TCP) WebSocket for
commands
A

—7
Establish Establish \

WebSocket WebSocket

Establish
WebSocket

8443 (TCP)

DB port (TCP)

>

UMS Console UMS Server UMS DB

- UMS /
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UMS and Devices: File Transfer

To fetch files from the UMS, e.g. a background image or log files, the devices send an HTTPS request to the UMS
server. The UMS server is listening on port 8443.

The following figure illustrates the communication between the devices and the UMS:

Devices

D 8443 (TCP) DB Port (TCP)
UMS Console UMS Server UMS DB

S OMS /
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Universal Firmware Update

The Universal Firmware Update feature enables the UMS to check for new firmware updates and download the
desired firmware to a WebDAV directory or FTP server. The connection to the IGEL download server can be direct or

through a proxy.

For more information about this feature, see Universal Firmware Update (see page 699) in the UMS manual.

+ UMS Contacting the Download Server to Check for New Updates (see page 65)
+ UMS Downloading the Firmware (see page 67)
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UMS Contacting the Download Server to Check for New Updates

The UMS initiates a TCP connection to port 443 at fwus.igel.com. The IGEL download server will send an answer
containing a list of download links that enable the UMS to download the desired firmware.

Direct Connection

The following figure illustrates the communication between the UMS server and the IGEL download servers:

IGEL Download Server
fwus.igel.com

443 (TCP)

A

-

8443 (TCP)
[ >

UMS Console

-

DB Port (TCP)

UMS Server

Via Proxy

When a proxy is positioned between the UMS and the IGEL download servers, the port on which the proxy is
listening must be specified under UMS Administration > Global Configuration > Proxy Server.
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IGEL Download Server
fwus.igel.com

443 (TCP)

1

Proxy Port

A

8443 (TCP) DB Port (TCP)
> |9 >
UMS Console UMS Server UMS DB

- OMS /
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UMS Downloading the Firmware

The UMS downloads the desired firmware using the URLs it received from the download server. The UMS uses port
443 for fwus.igel.com.

Direct Connection

The following figure illustrates the communication between the UMS Server and the IGEL download servers:

IGEL Download Server
fwus.igel.com

443 (TCP)

A

- A

8443 (TCP) DB Port (TCP)
[ . >

A
UMS Console UMS Server UMS DB

- UMS /

Via Proxy Server

When a proxy server is placed between the UMS Server and the IGEL download server, the port for the proxy server
must be specified under UMS Administration > Global Configuration > Proxy Server.
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IGEL Download Server
fwus.igel.com

443 (TCP)

t

Proxy Port

A

UMS Console

-

8443 (TCP)

UMS Server

DB Port (TCP)

UMS
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Automatic License Deployment (ALD)
The Automatic License Deployment (ALD) feature is a method to deploy licenses to devices.
For more information about this feature, see Setting up Automatic License Deployment (ALD).
Automatic License deployment can be carried out via a direct connection or via a proxy.
The steps of the procedure are described in the following sections:

+ UMS Contacting the Licensing Server (see page 70)

+ UMS Sending New Settings to the Devices (see page 73)
+ Devices Contacting the UMS to Download License Files (see page 74)
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UMS Contacting the Licensing Server

The UMS requests the connection details (URL and port) from the IGEL download server at fwus.igel.com and then
contacts the IGEL licensing server. Currently, the connection details are as follows:

+ URL: susi.igel.com
+ Port: 443

() The connection details may be changed in the future.

Direct Connection

The following figure illustrates the communication between the UMS Server and the IGEL licensing server:

IGEL license server
IGEL download Server (address and port provided by
fwus.igel.com fwus.igel.com)

443 (TCP)

443 (TCP)

Request licenses

Request address of
license server

p— 8443 (TCP) |t DB Port (TCP)

— >
= — o

UMS Console UMS Server UMS DB

- e /
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Via Proxy Server
When a proxy server is placed between the UMS and the IGEL licensing server, the port for the proxy server must be
specified under UMS Administration > Global Configuration > Proxy Server.

A f multiple proxies are configured, ensure to select the one that is defined for license deployment
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IGEL download server
fwus.igel.com

443 (TCP)

Request address of
license server

Request licenses

Proxy Port

A

IGEL

IGEL license server
(address and port provided by
fwus.igel.com)

443 (TCP)

8443 (TCP)

UMS Console UMS Server

DB Port (TCP)

>

UMS DB

\ UMS
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UMS Sending New Settings to the Devices

After obtaining the licenses from the license server, the UMS sends new settings to each device in question,
including a download link for the license files. The device is listening on port 30005.

The following figure illustrates the communication between the UMS and the devices:

Devices

30005 (TCP/UDP)

A

> >
)

UMS Console UMS Server UMS DB

S OMS /

_I | 8443 (TCP) DB Port (TCP)
—
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Devices Contacting the UMS to Download License Files

The devices have been informed by the UMS that license files are ready for download. Now, to fetch the license files
from the UMS, the devices send an HTTPS request to the UMS server. The UMS server ist listening on port 8443.

The following figure illustrates the communication between the devices and the UMS:

Devices

-

[ ] >

UMS Console

W/

DB Port (TCP)

>

UMS Server

UMS DB

UMS
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UMS Installation

+ Using Special Characters during the UMS Installation on Linux (see page 76)
« UMS Installation on 64-Bit Systems (see page 77)
« No Permissions after the UMS Update (see page 79)
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Using Special Characters during the UMS Installation on Linux

Question

Why do | see strange symbols in the UMS installer on Linux, e.g. when saving / loading the IGEL network token?

Select destination for the IGEL-Network-Token e
Select IGEL-Network-Token file

Select the IGEL-Network-Token of the

High-Availability-Network, this component
shall be integrated in.

{/hume:’ /ums_installJIGEL-Netwhéeht~

<Cancel>

Answer
When you want to use language-specific characters, e.g. umlauts ( &, 6 , etc.), for the UMS installation on Linux:

+ the correct locale for the language must be set
+ the system locale must also be correctly set

» Runthe following command to list the available locales: locale -a

> Ifthe necessary locale is not listed, you can generate and set it as the default locale for your system as follows
(example for German):

sudo locale-gen de_DE.UTF-8
sudo update-locale LANG=de_DE.UTF-8
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UMS Installation on 64-Bit Systems

() Since version 5.09.100, IGEL UMS is 64-bit based. This article serves now for information purposes only.

Question

What are the prerequisites for the installation of IGEL Universal Management Suite on 64-bit operating systems?

Answer

Since UMS 5.09

From UMS Version 5.09, the installation of 32-bit libraries is no longer required. The necessary dependencies are
automatically installed if the corresponding option has been chosen during the UMS installation procedure. For
information on UMS installation, see Installing an IGEL UMS Server (see page 309).

Since UMS 5.07.100

From UMS Version 5.07.100, the required 32-bit libraries can automatically be installed by the UMS installer if the
corresponding option is chosen during the UMS installation procedure.

Before UMS 5.07.100

+ Windows: Use the 32-bit compatibility mode (which is activated by default) before installing IGEL
UMS (e.g. on Windows Server 2008 R2).
See also MSDN: "Running 32-bit Applications"®

+ Linux (amd64/x86_64): Install the 32-bit compatibility packages before installing IGEL UMS.
Examples with Ubuntu follow below, apart from that see:
+ Installing UMS on Red Hat Enterprise Linux (RHEL) 7.3 (see page 322)
+ Installing UMS on Oracle Linux Server (see page 324)

Example with Ubuntu 14.04 LTS 64-bit:
# add 1386 support

sudo dpkg --add-architecture i386

sudo apt-get update

# install libraries

sudo apt-get install lib32z1 \ 1lib32ncurses5 \ 1ib32bz2-1.0 \ 1libxtst6:7386 \
libxineramal:i386 \ T1ibxi6:i1386 \ 1libxext6:i386 \ 1libxrenderl:i386

Example with Ubuntu 16.04 LTS 64-bit:

8 https://msdn.microsoft.com/en-us/library/aa384249%28VS.85%29.aspx
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# add 1386 support

sudo dpkg --add-architecture i386

sudo apt-get update

# install libraries

sudo apt-get install lib32z1 \ 1lib32ncurses5 \ 1ibbz2-1.0:i1386 \ Llibxtst6:71386
\ libxineramal:i386 \ 1ibxi6:i1386 \ 1libxext6:i386 \ 1libxrenderl:i386
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No Permissions after the UMS Update

Symptom

You have updated the UMS to version 6.05.100 or higher and have no permissions for an object/tree node in the
UMS anymore. In the Access Control dialog, both checkboxes Allow and Deny are enabled but not editable:

Allow Deny Effective Rir

denied for u est (inherited from J

denied for uses L {inherited fram /

naot et

Environment
+ UMS 6.05.100 or higher

Problem

Before UMS 6.05.100, permissions could be granted for a subnode even if they were denied for a node.

Fermission Allow Deny Efective Rights
allowed for user test
allowed for user test
not set
not set

not set

With UMS version 6.05.100, the evaluation of UMS permissions has changed: If you set Deny on a node, you cannot
set Allow permission on a subnode. The Allow checkbox is not editable.

Permission Allow Deny  Effective Rights
Browse denied for user test (inherited from /ROOT/Profiles/ )
Read denied for user test (inherited from /ROOT/Profiles/ )

Write not set
Access Control not set
1 Assign not set
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Solution

IGEL

» Check the permissions in the Access Control dialog. If the Allow permissions should be given for a subnode, do
not set any permissions for the node.

Permission
Bro
Read
Write

Allow Deny

1+

Control

ign

If the permissions are not set, the behavior is like by Deny. Therefore, the user will not have access rights on the
node but can browse up to the subnode.

Example:

The user should have access rights only to the profile folder "Languages" and its contents:

1. Open the Access Control dialog for a node, Profiles in this case.

¥ /- IGEL Universal Management Suite 6

¥

Profiles (4)
» [ Desktop (2]
» [ Languages |
Firmware Cus
E De
Mobile De
Shared Workplace Users
F vie
Jobs (0)
B Files (
Universal Firmware Update (0)
search History (0)
| Recycle Bin (0)
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2. Disable checkboxes Allow and Deny.
The Effective Rights read now "not set".

Access Control

Directory: /Profiles
Admin tors

ike

Add

Permission Allow Deny Effective Rights

Cancel Apply

3. Open the Access Control dialog for a subnode, for which premissions should be granted. In our
case, itis the folder "Languages".
4. Setthe required permissions and save the settings.
¥ / IGEL Univ | Management Suite 6 Access Control
b Profi
» [ Deskiop
» [ Languages (2)
Firmware Cus
» B Devi

Mabile D

d for user ike
allowed for user ike

allowed for user ike

The user can only browse up to the subnode "Languages", for which the access rights have been
given.
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Customization

« User Authorization Rules (see page 83)

» Managing User Permissions via UMS (see page 86)

Automating the Rollout Process in the IGEL UMS (see page 87)
Using Structure Tags (see page 90)

« Deploying an IGEL made Custom Partition via UMS (see page 91)
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User Authorization Rules

Problem

In the IGEL UMS, you want to assign permissions or roles to administrators according to various responsibilities.

Reason

In the IGEL UMS, you can create user or administrator accounts, and you can assign rules to them, but it is not
possible to assign roles.

You would like to group administrators according to their tasks in order to achieve a clearly structured
management of user rights.

Within your company you already maintain employee accounts using an Active Directory or LDAP.

Solution

As best practice, we suggest connecting the UMS with the user accounts of the Active Directory. You maintain the
user and group accounts in the Active Directory only. In the UMS, you assign rights to the imported groups.
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maintenance of user assign authorization
UMS
and group accounts of groups

group

ey e

Transferring Active Directory groups to the UMS and assigning permissions and roles to them:

> Click UMS Administration > Global Configuration > Active Directory / LDAP to integrate your Active
Directory.

@ You may import Administrative Users / UMS administrators from an Active Directory as well as from an
LDAP.
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IGEL

» In the UMS console click System > Administrator accounts > Import, to import groups from the tree of your
Active Directory.

() The successful import of a group cannot be undone. You have to manually delete the wrongly created UMS
group in the "Administrator account" management. The name of the imported Active Directory group is
taken from the account.

> Assigning roles to groups in the IGEL UMS on the basis of authorization rules:

+ Click System > Administrator accounts > Groups > Edit to directly assign general group rights.
+ Assign object-related access rights via object permissions, choosing Access Control in the context
menu of any object.

This way, you can assign certain roles to administrators of the UMS according to their group memberships.
Please note:

+ Permissions are inherited from a parent directory to a child directory or to a subordinated object.

« Itis possible to change indirect rights, i.e. rights which are given by group assignment. However,
directly assigned rights take precedence over indirectly assigned rights.

« An administrator can be a member of different groups and receives the corresponding rights. If
they are contradictory, the deprivation of a right takes precedence over the permission. If a
prohibition for an action or an object of a group is issued, it will override any number of rights from
other groups.

+ Click Effective Rights to get more details about the rules collection, for example if a permission
was given directly or if it was assigned by a group or by an inheritance within a tree structure.
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Managing User Permissions via UMS

Purpose

It is necessary to globally manage the permissions of the thin client users, e.g. for editing system information.

Solution

Use the Access Control function in the UMS.

Additional Information
There are different places where to open the Access Control dialog:

+ Inthe main menu under Edit > Access Control
Il

+ Inthe symbol bar under ‘EE
¢ In the context menu of a thin client or a thin client folder under Access Control

Defining end user permissions:

1. Click Access Controlin the context menu of a thin client (folder).

The Access Control dialog opens.

Click Add to select a new user/group.

The corresponding Effective Rights will be listed in the lower part of the mask.

Allow or Deny the permissions of the selected group or user for the selected thin clients.
Confirm the settings with OK.

ok wnN

6. Click the Refresh button of the console to apply the changes in the UMS.

@ Ifyou have changed the rights of registered users they only take effect after a refresh.

For further details about authorization rules see our How-To IGEL UMS: User Authorization
Rules (see page 83).

(@ Access rights to objects or actions within the IGEL UMS are attached to the administrator accounts and
groups. The rights of the database user account cannot be restricted. They are created during installation
or when setting up the data source. The account always has full access rights in the UMS.
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Automating the Rollout Process in the IGEL UMS

You want to set up the IGEL Universal Management Suite (UMS) in such a way that new devices will be stored
directly in the correct directory and the right configurations will automatically be assigned to them. With Zero
Touch Deployment in the rollout, devices will be configured automatically according to the profiles, with almost
zero management outlay.

The idea of Zero Touch Deployment means automatic device registration with automatic assignment of profiles by
default directory rules.

In the end, the device will automatically be registered in the UMS, assigned to the right directory, and related to the
valid profiles. To prepare this automated process, you have to go the other way around. First, define the profiles,
then assign them to the directories, then create default directory rules and automate the registration.

automate
automate registration

registration

assign
profiles

create
assign

define + assign
default

W\

ums
Server

assign directory

Preparing Automatic Rollout
Configure your device globally, indirectly assigning profiles by a parent directory:

1. Create a new root directory, e.g. IGEL OS.
For how to create a device directory, see Creating a Directory in the IGEL UMS (see page 530).
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2. Assign certain profiles to this root directory, e.g. Security.
For how to assign profiles, see How to Allocate IGEL UMS Profiles (see page 458). See
also Prioritization of Profiles (see page 474).
For detailed information on profiles, see Profiles (see page 446).

3. Move your devices or your directories containing devices to this root directory.
These devices will inherit the profiles assigned to the root directory.

Example: Devices that will be placed to the directory Augsburg during the registration will inherit
the profile Security which is assigned to the root directory IGEL OS:

Server IDevices/IGEL OS/Germany/Augsburg Assigned objects

¥ /- IGEL Universal Management Suite 6 Name Last known IP address MAC address Product Version Name
> Profiles (22)
> Master Profiles (2)
» X Template Keys and Groups (2)
> Firmware Customizations (1)
v & Devices (0)
v P® IGEL 0S (0)
v P Germany (0)
E Augsburg (0) Indirectly assigned objects
8 Bremen (0) Directory Name
8 IGELOS Security

Shared Workplace Users

Automating the Rollout

1. Click UMS Administration > Global Configuration > Default directory rules to create a new
default directory rule.
For detailed information on default directory rules, see Default Directory Rules (see page 688).

2. Choose the directory in which you want to store the devices according to the rule.

Z- IGEL Universal Management Suite 6

bAp A

(v Default Directory Rules Eind

UMS Administration Rule Directory Overriding Apply on boot Leave in Subdirectory
> UMS Network 1 Default Directory Rules —
v Global Configuration

> [ Licenses Select Directory
> Certificate Management
> Mobile Devices No target directory
® Device Network Settings
. Server Network Settings ¢ Choose target directory

Create default directory rule x

<& Cloud Gateway Options

&J Device Attributes
Administrative Tasks v P® IGEL 0S (0)

£ Dra ar ¥ P Germany (0)
Default Directory Rules £ Augsburg (0)
Universal Finmware Upuate
Wake on LAN

(1 Active Directory / LDAP
Remote Access

B Logging Apply rule when device boots

4 Mail Settings
Me: ges to Devices

ettings
) UMS Features e

v B Devices (0)

(38 Bremen (0)

Overrides existing directory membership

Leave in Subdirectory
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Server V Default Directory Rules

UMS Administration g LEEL,
UMS Network ¥ [ Default Directory Rules
- Server ¥ ' Lastknown IP address is greater than
) IGEL Cloud Gateway
7 Events
Global Configuration
71 Licenses
1 Cerificate Management
1 Mobile Devices
Device Network Settings
| Server Network Seftings
Cloud Gateway Options
4 Device Aftributes
Administrative Tasks
Proxy Server
Default Directory Rules
Universal Firmware Update

Last known IP address is less than /Devices/IGEL OS/Germany/Augsburg/

3. Configure your DNS or DHCP server and activate the automatic registration of devices as described
under Registering Devices Automatically on the IGEL UMS (see page 416).

() Werecommend disabling automatic registration after the rollout, so that no unknown devices will
be registered without your control and could obtain sensitive settings.

4. Startyour devices. They will be automatically registered on the UMS Server.
Thanks to the default directory rule, these devices will be stored in the right directory and will
automatically receive the correct profiles.

Example:

Server /DevicesG ! Assigned objects

> // Master Profiles (2) Name
» X Template Keys and Groups (2)
> Firmware Customizations (1)
v K& Devices (1)

¥ P IGELOS (1)

v P Germany (1)

System Information

Advanced System Information

& Augsburg (1)
) TD-RDO1

Network Adapters

#® Bremen (0) Liteuo
B USA(0)
® New Directory (0) .

Template Definition Check Results

Mobile D 0) Monitor Information
Workplace Users 0s Security

= Asset Inventory
v F Views (4)

Name

Related Topics
If you want to use structure tags for automating the rollout: Using Structure Tags (see page 90)

If you have problems with the device registration: Registration of a Device in the IGEL UMS Fails (see page 201)
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Using Structure Tags

Problem

When rolling out devices automatically it can be difficult to assign each to the desired folder in the Universal
Management Suite (UMS).

Goal

Newly registered thin clients will automatically have the information where they are to be placed in the structure
tree of the UMS.

The UMS will have flexible rules to place a newly registered device into a folder of the structure tree.

Solution

One solution is using a structure tag, a text string bound to the device, that is transmitted to UMS. It can be assigned
to devices either via a DHCP option or in their local setup.

1. Define a Structure Tag in your Default Directory Rules under UMS Administration > Global
Configuration > Default Directory Rules.
Learn more in the UMS manual: Default Directory Rules (see page 688).

2. Assign a structure tag to a device manually or via DHCP:
Assigning a Structure Tag manually on the endpoint

a. In Setup, go to System > Remote Management.
b. Enterthe structure tag value under Structure tag.
c. Click OK.

Assigning a Structure Tag via DHCP Server

Use the appropriate DHCP option, depending on the IGEL OS version of your endpoint devices:

+ IGEL 0S 11.03.500 or lower: Use DHCP option 226 to distribute the tag value to the
devices. Set the DHCP option 226 as a string - not as a DWORD.

+ IGEL 0S 11.04.100 or higher: As an alternative, you can use the DHCP option 43
(encapsulated vendor-specific options) to send the DHCP option 226 (name:
"umsstructuretag") to the right endpoint devices. An endpoint device with IGEL OS

11.04.100 or higher sends option 60 (vendor class identifier) with igel-dhcp-1 asthe
value.

() AnIGEL specific DHCP option that is sent in DHCP option 43 overrides a corresponding
DHCP option that is sent in the global namespace. The DHCP options 1,224, and 226 can be
embedded in option 43.

You can prevent a DHCP option 226 that has been sent in the global namespace from being
interpreted. To achieve this, you must add option 1 (name "exclusive", type Byte, value 1) to
DHCP option 43.
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Deploying an IGEL made Custom Partition via UMS

Goal

You want to deploy a custom partition that you received from IGEL to a number of thin clients via the Universal
Management Suite (UMS).

Solution

© The procedure described here is only intended for installing custom partition packages that have been
built by IGEL.

1. Savethe *.zip archiveyou received locally and extract it.

2. Copy the contents of the directory target intothe ums_filetransfer directory onthe
UMS Server,e.g. C:\Program Files
(x86) \IGEL\RemoteManager\rmguiserver\webapps\ums_filetransfer

3. Check the accessibility of the data by opening its address in a web browser, e.g. http://

[ums_server]:9080/ums_filetransfer/[name]/[name].inf
This access is password-protected, and you need to enter your UMS credentials.
4. Import thefile profiles.zip (locatedinthe igel\profiles directory of the package)

into the UMS via System > Import > Import Profiles.
The imported profile should now appear in the UMS Console under Profiles.

5. Edit the profile and adapt the settings in System > Firmware Customization > Custom Partition
> Download to match the URL, Username and Password for your UMS.

Endpoint Management (UMS) 91/1192



UMS Articles

Add x
€) ] automatic Update
URL €) http://172.30.91.227:9080/ums_filetr|
User name ) jUSEH
Password 2 B

Initializing Action €3 | /bin/sh jcustomyinit-putty. sh|

Finalizing Action

6. Assign the profile to one or more devices.
7. Reboot these devices.
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UMS Environment

» Migrating a UMS Server (see page 94)

» Migrating a UMS Database From Embedded DB to Microsoft SQL Server (see page 112)

+ Restore and Recover Corrupted UMS Embedded DB (see page 120)

+ Disaster Recovery: UMS with an External Database (see page 121)

» How to Connect to the ICG after the UMS Server Migration or New Installation with the Same
Database (see page 124)

« UMS Does Not Connect to ICG: "TrustAnchor ...is not a CA certificate" (see page 127)

« Using Your Own Certificates for Communication over the Web Port (Default: 8443) (see page 130)

« Wake on LAN (see page 153)

« Using an HTTP Proxy for Firmware Updates in UMS (see page 164)

« UMS Cannot Contact Download Server Any More (see page 166)

« Error During Firmware Upload in UMS: No Space on WebDAV (see page 167)

» How to Configure Java Heap Size for the UMS Server (see page 169)

» How to Configure Java Heap Size for the UMS Console (see page 172)

» How to Check the Current State of the IGEL UMS Server through Your Existing Monitoring
Solution (see page 175)
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Migrating a UMS Server

Purpose

You want to migrate your IGEL Universal Management Suite to a new server.

Scenarios
The following scenarios can occur when migrating the UMS to a new server:

+ Migrating the UMS with the embedded data source: With the Same Embedded Database (see page
95).

+ Migrating the UMS with the external data source: With the Same External Database (see page 99).

+ Migrating the UMS and changing the data source: With a Different Database (see page 103).

The switch from a standard UMS installation to a High Availability (see page 850) installation, which involves the
migration of the existing UMS Server to a new host and, if the embedded database is in use, the move to the
external database, is described separately under Switching from a Standard UMS Installation to an HA
Installation (see page 877).

& Recommendation: The Same Software and Database State

Itis NOT recommended to combine the migration and update procedures, e.g. to move from UMS 6.01 to
6.08. It is advised to update the UMS Server and migrate it afterward, or vice versa.

() During the migration, there will be no negative impact on your endpoint devices - they will continue to
work autonomously. Exception: login via Shared Workplace (SWP) (see page 895). For details, see Which
Features of IGEL OS Will Be Affected If the UMS Is Down?.

@ Tip
The move provides an opportunity to remove any UMS database data which are no longer used. For
example, you can
+ delete endpoint devices that no longer exist
« delete profiles that are no longer used
« remove files and firmware updates that are no longer needed

It is highly recommended to create a backup before carrying out the cleanup (as a backup of the system
running) and another one after the cleanup.
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With the Same Embedded Database

Use Case

You have a UMS installation with an embedded database and want to migrate to a new UMS Server with the
same embedded database.

General Overview

The migration procedure generally involves the following steps:

1. Backing up the old server. Checklist for the backups:
@ Database
@ Transfer files
@ Server configurations (host-specific server configurations that differ from the defaults are
noted down separately)
@ Firmware updates
@ UMS Licensing ID

2. Stoppingthe IGEL RMGUIServer service onthe old server

3. Transferring the created backups to the new server
4. Adjusting DHCP tag and DNS alias on the new server OR creating a profile with the IP of the new
server for remote administration

Y Y

Old Server New Server

Firmware updates

.

COOY

copy

UMS Licensing ID

a back up restore o
Database

Transfer files

N Server configurations e

Qack up restore

Instructions

On the Old Server

1. Onthe old server, create a backup under UMS Administrator > Backups and copy it to a storage
medium. Include all options in the backup. For detailed instructions, see the "Embedded
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e

IGE

Database" section under Creating a Backup (see page 757).

() The backup of Server configurations includes most configurations of the Settings (see page 749) area
in the UMS Administrator application. Exceptions: Web server port, JWS server port, and
ciphers - they are host-specific, i.e. stored separately on each server and cannot be part of any
backup. Therefore, you should note the values of these settings if they differ from the defaults and,
in the case of recovery/migration procedure, they must be changed on each server manually.

Create a backup of the UMS Licensing ID in the UMS Administrator > UMS Licensing ID Backup.
For detailed instructions, see Transferring or Registering the UMS Licensing ID (see page 104).

Copy all files from the following folder:

Files and + [IGEL dinstallation directory]/rmguiserver/
firmware

webapps/ums_filetransfer
updates pps/ -

In the UMS Console, go to UMS Administration > UMS Network > Server and note the process ID
of the server.

Stop the service  IGEL RMGUIServer (forinstructions, see IGEL UMS HA Services and

Processes (see page 893) ) and set the startup type for it to "Disabled" in order to prevent accidental
parallel operation with the new UMS Server.

IGEL RMGUIServer Properties (Local Computer) X

File Action View Help
| = = - General |LogOn Recovery Dependencies

NS EEEN I . DA,

Services (Local) ' Services (Local) Service name: IGELRMGUIServer

IGEL RMGUIServer Display name: IGEL RMGUIServer
. Description:
Stop the service
Restart the service
Path to executable:

"C:\Program Files\|GEL\RemoteManagerirmguiserver\bin\tomcat8.exe" //RS/

Startup type: Disabled

On the New Server

1.

2.

Install the UMS on the new server. If possible, use the same database user and password. For the
installation instructions, see Installing an IGEL UMS Server (see page 309).

Under UMS Administrator > Backups, select the folder with your backup and restore the
respective backup file with all options. Wait until the UMS Server fully starts, i.e. the UMS Console
can connect with it.
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! IGEL Universal Management Suite Administrator

D

Seftings

Backups

Directory C:\Backups IGEL

Backup name ize Date Version Contains

[%; i - Database Licenses,Transfer files,Server configurations
] | Restore Settings 6.07.0 Database Licenses, Transfer files,Server configurations
-~ b .Server configurations

UMS Licensing ID Backup 6.08.0 . nfigurations
Choose recovery settings 6 . erver configurations
7.0 Database,Licenses, Transfer files Server configurations

- Database, Transfer files,Server configurations
Selectall 6.07.0 Database Licenses Transfer files, Server configurations

Backups

% Database Server configurations

Datasource

Transfer files

Create Restore Delete

3. If necessary, transfer host-specific server configurations to the new server.

4. Transfer the UMS Licensing ID of the previous UMS installation to the new server: UMS
Administrator > UMS Licensing ID Backup > Restore. Alternatively, you can register the new UMS
Licensing ID, which was created during the installation of the new server. For detailed instructions,
see Transferring or Registering the UMS Licensing ID (see page 104).

5. Copy filesfrom [IGEL installation directory]/rmguiserver/webapps/

ums_filetransfer tothe new server - withoutthe WEB-INF folder.

6. If the ICGis used: Connect the existing ICGs as described under How to Connect to the ICG after the
UMS Server Migration or New Installation with the Same Database (see page 124).

7. Restarttheservice IGEL RMGUIServer .
8. Adapt, if necessary, the DHCP tag and the DNS alias igelrmserver withthe IP or FQDN of the
new UMS Server. See Registering Devices Automatically on the IGEL UMS (see page 416).
() The configuration of the DHCP tag and the DNS alias is not a setting that can be made within the

IGEL software. You must configure these within your individual network environment on the
corresponding DHCP and DNS servers.
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() Ifyou have used and adjusted the DNS alias and the DHCP option, the following step is NOT
required since the device can resolve the name igelrmserver correctly.
In the local configuration, the device always remembers the IP of the UMS Server of its first

registration. It is thus possible that the old IP address is displayed under System > Remote
Management. Therefore, it makes sense to manually set an entry for remote administration after
the migration:
a. Create a profile in the UMS:
+ Go to System > Remote Management and click Add.
« Under UMS Server, enter the IP of the new UMS Server.
b. Apply this profile globally, to the entire structure.

@ Afterthe procedure is complete, open the UMS Console and go to UMS Administration > UMS Network >
Server to check if there is an entry for the previous UMS Server among the listed components. If so, select
the entry and click Delete in the context menu.
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With the Same External Database

Use Case

You have a UMS installation with the external database and want to migrate to a new UMS Server with the
same external database.

General Overview
The migration procedure generally involves the following steps:

1. Backing up the old server. Checklist for the backups:
@ Database
@ Transfer files
@ Firmware updates
@ Server configurations (host-specific server configurations (see page 758) that differ from the
defaults are noted down separately)
@ UMS Licensing ID (see Transferring or Registering the UMS Licensing ID (see page 104))

2. Stoppingthe IGEL RMGUIServer service onthe old server

3. Adding the existing external database as the data source for the new server

4. Activating the data source

5. Transferring the backed-up data to the new server

6. Adjusting DHCP tag and DNS alias on the new server OR creating a profile with the IP of the new

server for remote administration
N Y
Old Server - — New Server

ransfer files

Firmware updates

L &

copy

UMS Licensing 1D

a back up Server conf gurations restore a

back up restore

DB
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Detailed Instructions

On the Old Server

1. Before the migration, make the backups as described in the "External Database" section
under Creating a Backup (see page 757).

2. Inthe UMS Console, go to UMS Administration > UMS Network > Server and note the process ID

of the server.

3. Stoptheservice IGEL RMGUIServer (forinstructions,see|GEL UMS HA Services and

Processes (see page 893) ) and set the startup type for it to "Disabled" in order to prevent accidental

parallel operation with the new UMS Server.

File Action View Help

&) T B o= HmE »

" Services (Local) . Services (Local)

s

IGEL RMGUIServer

Stop the service
Restart the service

On the New Server

IGEL RMGUIServer Properties (Local Computer) X
General LogOn Recovery Dependencies

Service name: IGELRMGUIServer

Display name: IGEL RMGUIServer

Description:

Path to executable:
"C:\Program Files\|GEL\RemoteManagerirmguiserver\bin\tomcat8.exe" /[RS/

Startup type: Disabled ~

1. Install the UMS on the new server. For the installation instructions, see Installing an IGEL UMS

Server (see page 309).

2. Go to UMS Administrator > Datasource > Add and enter the connection properties of the existing

database.
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3. Activate the data source. Wait until the UMS Server fully starts, i.e. the UMS Console can connect
with it.

4. Inthe UMS Administrator > Backups, restore the backup of server configurations. If necessary,
transfer host-specific server configurations (see page 758) to the new server.

5. Transfer the UMS Licensing ID of the previous UMS installation to the new server: UMS
Administrator > UMS Licensing ID Backup > Restore. Alternatively, you can register the new UMS
Licensing ID, which was created during the installation of the new server. For detailed instructions,
see Transferring or Registering the UMS Licensing ID (see page 104).

6. Copyfilesfrom [IGEL installation directory]/rmguiserver/webapps/

ums_filetransfer tothe new server - withoutthe WEB-INF folder.

7. Ifthe ICGis used: Connect the existing ICGs as described under How to Connect to the ICG after the
UMS Server Migration or New Installation with the Same Database (see page 124).
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8. Restart the service IGEL RMGUIServer .

9. Adapt, if necessary, the DHCP tag and the DNS alias igelrmserver withthe IP or FQDN of the
new UMS Server. See Registering Devices Automatically on the IGEL UMS (see page 416).

() The configuration of the DHCP tag and the DNS alias is not a setting that can be made within the
IGEL software. You must configure these within your individual network environment on the
corresponding DHCP and DNS servers.

() Ifyou have used and adjusted the DNS alias and the DHCP option, the following step is NOT
required since the device can resolve the name igelrmserver correctly.
In the local configuration, the device always remembers the IP of the UMS Server of its first
registration. It is thus possible that the old IP address is displayed under System > Remote
Management. Therefore, it makes sense to manually set an entry for remote administration after
the migration:
a. Create a profile in the UMS:
+ Go to System > Remote Management and click Add.
« Under UMS Server, enter the IP of the new UMS Server.
b. Apply this profile globally, to the entire structure.

10. For HAinstallations only: Update the host assignment for job execution. For the instructions, see
Updating Host Assignment for Job Execution (see page 110).

@ Afterthe procedure is complete, open the UMS Console and go to UMS Administration > UMS Network >
Server to check if there is an entry for the previous UMS Server among the listed components. If so, select
the entry and click Delete in the context menu.
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With a Different Database
Transfer the UMS data to the new database before the migration process, see also Data Source (see page 766):

1. Click Data Source > Add... in the UMS Administrator of the current server to set up a data source
for the new database you wish to use.

2. Click Copy to copy the old data source to the new one.
3. Activate the new data source.
4. Wait until the UMS Server fully starts, i.e. the UMS Console can connect with it.
5. Now you can begin the migration procedure like described before:
If the new data source is
« an embedded database: UMS with embedded database (see page 95)
« an external database: UMS with external database (see page 99)
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Transferring or Registering the UMS Licensing ID
There are two different ways to handle the UMS Licensing ID (see page 625) if you migrate the UMS Server:

« Transferring the UMS Licensing ID (see page 104): With this method, you make a backup of the old
UMS Licensing ID and take it with you. The UMS Licensing ID, which is automatically created during
the installation of the new UMS Server, is overwritten. Advantage: You do not have to reassign the
license packages in the ILP.

+ Registering the New UMS Licensing ID in the ILP (see page 108): With this method, you register the
UMS Licensing ID of the new server in the IGEL License Portal. Advantage: You do not need to know
the UMS Licensing ID of the old server.

Transferring the UMS Licensing ID

Old Server: Create a Backup of the UMS Licensing ID
1. Open the UMS Administrator of your old server and go to UMS Licensing ID Backup.

() Default path to the UMS Administrator:
Linux: /opt/IGEL/RemoteManager/RMAdmin.sh

Windows: C:\Program Files\IGEL\RemoteManager\rmadmin\RMAdmin.exe
The IGEL UMS Administrator application can only be started on the UMS Server.
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2. Click Create, to create a backup of the UMS Licensing ID.

' IGEL Universal Management Suite Administrator

Settings

&

UMS Licensing ID Backup

Main UMS Licensing ID

Main UMS Licensing ID fingerprint

Local UMS Licensing ID

Local UMS Licensing ID fingerprint

UMS Licensing ID Backup

Directory C:temp

UMS Licensing ID backup name
testlicid

Datasource

MIFWJCCAD...C Create viain UMS Licensing ID
68:A4:AB:1F:12:3B:85:24.72:44:4B:2B8:D1:04:.B6:D6:1D:D2:7C:16:8A.CA:8B:2(
MIFWJCCAD...CT

638.A4:AB:1F.12:3B:85:24.72:44:4B:28:D1:04:86:D6:1D:D2:.7C:16:8A.CA:8B:2(

Change

Date
Wed Apr 28 12:24:00 CEST 2021

() Ifyou are using an HA environment, note the following:
It is always the UMS Licensing ID of the local server that is backed up. Therefore, make sure at first
that the local UMS Licensing ID is the same as the main UMS Licensing ID. If not, restart the UMS
Server to synchronize the local UMS Licensing ID with the main UMS Licensing ID and then proceed
with creating the backup. See also Manual Synchronization of the UMS Licensing ID (see page 186).
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3. Enter a name for the UMS Licensing ID backup and a password.
UMS Licensing ID Backup

UMS Licensing ID backup name:

UMS Licensing ID_backup before migration

Set UMS Licensing ID password:

Password

Confirm password:| *****

A Please note that this UMS Licensing ID backup can only be restored if you are able to supply the password entered here!

4. Click OK.
The new backup file is listed under UMS Licensing ID Backup.

Endpoint Management (UMS) 106 /1192



UMS Articles

' IGEL Universal Management Suite Administrator

% Main UMS Licensing ID

Main UMS Licensing ID fingerprint
Settings

Local UMS Licensing ID

@ﬁ-d Local UMS Licensing ID fingerprint 68:A4:AB:1F:12:3B:85:24.72:44:4B:2B:D1:04:B6:D6:1D:D

UMS Licensing ID Backup

Backups

UMS Licensing ID Backup

Directory C:Memp Change

UMS Licensing ID backup name Date
ﬁ testlicid Wed Apr 28 12:24:00 CEST 2021

UMS Licensing ID backup before migration | Wed Apr 28 12:40:33 CEST 2021

Datasource

Restore Delete

5. Inyour file explorer, go to the specified folder (in this case C:\temp ).
6. Copy the UMS Licensing ID file (in this case UMS Licensing ID_backup before

migration.ksbak )to a directory of your new UMS Server environment.

New Server: Restore the UMS Licensing ID to the New Server

1. Open the UMS Administrator of the new server and go to UMS Licensing ID Backup.

2. Click Change behind the Directory field to choose the directory where you stored the UMS
Licensing ID.
The file with the UMS Licensing ID will be listed.
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3. Click Restore and enter your password.

! IGEL Universal Management Suite Administrator

% Main UMS Licensing ID Create new Main UMS Licensing ID

Main UMS Licensing ID fingerprint  68:A4:AB:1F:12:3B:85:24:72:44:4B:2B:D1:04:B6:D6:1
Settings

Local UMS Licensing ID
&]4 Local UMS Licensing ID fingerprint 68:A4.AB:1F:12:3B:85:24.72.44:4B:2B:D1:04.B6:D6:1
UMS Licensing ID Backup
UMS Licensing ID Backup

Directory C:\temp Change
Backups

UMS Licensing ID backup name Date
@ UMS Licensing ID backup before migration | Wed Apr 28 12:40:33 CEST 2021

Datasource

Restore Delete

The UMS Licensing ID is now stored in the new UMS environment.

Registering the New UMS Licensing ID in the IGEL License Portal (ILP)

1. Loginto the IGEL License Portal (ILP) at https://activation.igel.com®. If you have not registered yet,
you must register first.
Your dashboard is shown.
2. Select UMS Licensing ID.
The page UMS Licensing ID is shown.
3. Click Register UMS Licensing ID.
The dialog Register UMS Licensing ID opens.
4. Under UMS Licensing ID Name, enter a name for the UMS Licensing ID.

9 https://activation.igel.com/
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IGEL

5. Upload the certificate file you have exported in the UMS (see Obtaining Your UMS ID) and click OK.
The UMS Licensing ID is registered. If this is the first UMS Licensing ID you registered, or if you just
defined it as the default UMS Licensing ID, the dialog Assign loose Product Packs is shown.

6. If the dialog Assign loose Product Packs is shown, click OK to assign Product Packs and continue
with Assigning a Product Pack to the UMS ID.

For a detailed instruction with screenshots, see Registering Your UMS ID.
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Updating Host Assignment for Job Execution

Job execution in the UMS uses a device to UMS Server mapping to avoid multiple executions of one job with the
same device. If a UMS Server is migrated, this mapping needs to be adjusted.

(@ The mappingis relevant for High Availability (HA) and Distributed UMS installations only. In standard
(single instance) installations, the host assignments do not need to be adjusted. In HA and Distributed
UMS installations, follow the steps below.

1. Inthe UMS Console, go to UMS Administration > UMS Network > Server > [new server].

2. Find the process ID of the new server.

Server Mew Server

UMS Administration

v LIMS Metwork
¥ = Server

S INewSener T | Atrbute e

Service is running

[ Igel Cloud Gateway
¥ Global Configuration ;
¥ = Licenses 5 DokuW

=1 UMS g 30001

= ooy Dperating Syst... Windows 10

= b - y

' ';’*17 H Timestamp  Feb22, 2019 2:17 PM

layice

3. Inthe menu bar of the UMS Console, select Misc > Scheduled Jobs > Host Assignment.
4. Select the new server and check the process ID.
5. Under Available devices, activate Show all.
6. In List View on the right side, select all devices.
@ Toselectall devices, set the focus in the list and press [Ctrl+a].

7. Click the left arrow to assign the devices to the new host.
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Host Assignment

I Management Suite Host:

b-4ft

gned to Host:
Badb-4f Ad7d244!

Tree Wiew  ListView Tree View  Lis

Mame Unit 1D Jire f Mame Unit 1D
L1 IGEL 00-E0- | inux = L1 IGEL

L) IGEL 00-ED ( De inux L] IGEL

L1 Liny 00-E0-C5-14 J i i L1 Lin

E1 w101aT 00-E0-C5-1/ D = E1 w1o1eT
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Migrating a UMS Database From Embedded DB to Microsoft SQL Server

This document describes how to migrate the database of a Universal Management Suite (UMS) installation from
Embedded DB to a Microsoft SQL Server.

This is an exemplary representation. If you want to integrate the other way round or integrate other databases, the
same steps are always performed. You can always use this description as a guide.

IGEL Demos Channel

https://www.youtube.com/watch?v=_200UQppobw

« Setting Up the SQL Database (see page 113)
« Copying Database Contents (see page 115)
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Setting Up the SQL Database

& The UMS supports only those standard sortings of Microsoft SQL Server which are case insensitive ("CI").

Therefore, make sure that the parameter Collation in MS SQL Server is set appropriately.

> Execute the following SQL script on the Microsoft SQL Server to create database, login, user, and schema.

Replace the placeholders such as [databasename] with settings of your choice.

[sgl-user] canbean SQL account or a Microsoft Active Directory (AD) account; for more information on the

latter, see Connecting the UMS to an SQL Server via Active Directory (see page 381). The script uses the same string for

login, user, and schema in order to simplify UMS setup.

() Theuser name for the external database may only be created with the following properties:

« it consists only of lower case letters or upper case letters.

« the low-cut character ("_") is the only special character, which is allowed.

Do not mix upper and lower case letters. Don't use points, spaces, minus, or @ sign!

CREATE DATABASE [databasename]

GO

USE [databasename]

GO

CREATE LOGIN [sqgl-user] with PASSWORD = '[password]',
DEFAULT_DATABASE=[databasename]

GO

CREATE USER [sql-user] with DEFAULT_SCHEMA = [sql-user]
GO

CREATE SCHEMA [sql-user] AUTHORIZATION [sql-user] GRANT CONTROL to [sql-user]

GO

Endpoint Management (UMS)

113/1192



UMS Articles

IGEL

'—% Microsoft SQL Server Management Studio

Connect~ i!ﬂ

=] L_d localhost (SQL Server 10.50.161
[ Databases
[ Security
[ Server Objects
3 Replication
1 Management
= & SQL Server Agent
C@ Jobs
4f] Job Activity Monitor
3 Alerts
[ Operators
[ Proxies
3 Emor Logs

File Edit View Query Project Debug Tools Window Community Help
DNewauery | 0y | B B B[ O |25 W 4 [ g

953 | master -| 7 Execute b v I3 E[E] " e = 2
Object Explorer ~ 3 x SQLQuery2.sql - lo...dmini (53))* | localhost - Activity Monitor |

CREATE DATABASE rmdb

GO

USE rmdb

GO
£ CREATE LOGIN igelums with PASSWORD =
L DEFAULT_DATABASE=rmdb

GO

CREATE USER igelums with DEFAULT_SCHEMA = igelums

GO

CREATE SCHEMA igelums AUTHORIZATICN igelums GRANT CONTROL to igelums

GO

'igelums',

m

Properties - 3 x

Current connection parar =

B Aggregate Status =
Connectio
Elapsed tin
Finish time
MName localhost

Rows retur 0

Start time

State

m

Open
B Connection

Connectio localhost (PP
B Connection Details

Connectio

Connectio
Connectic 0
Connectio

Connectic Open

7 ||| Name
< U | L The name of the
‘ i v || 24 Connected. (1/1) | tocalhost (10.50 RTM) | PM-MH-WIN7-UMS\Adminis... | master | 00:0000 | 0 rows || connection.
Ready Ln10 Col 69 Ch69 INS
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Copying Database Contents

1. Start IGEL Universal Management Suite Administrator.

() Default path to the UMS Administrator:
Linux: /opt/IGEL/RemoteManager/RMAdmin.sh
Windows: C:\Program Files\IGEL\RemoteManager\rmadmin\RMAdmin.exe
The IGEL UMS Administrator application can only be started on the UMS Server.

2. Go to Datasource > Add... to create a new SQL Server data source; use exactly the same database
name and settings you have defined while setting up the SQL Database (see Setting Up the SQL
Database (see page 113)).

New Datasource
DB type SCL Server
Host localhost
Darmain
Fort

gelums

IGELLIMS

Instance

3. Select the Embedded DB entry and click Copy.
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! IGEL Universal Management Suite Administrator

DB type
Host
Domain
Fart
UMS Li B 1 admin
ADMIN

rmdk

in admin

Datasource Configurations:

Delete

4. Select the newly created SQL Server entry as the target and click OK.
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! IGEL Universal Management Suite Administrator

DB type EmheddedDB
Host localhost
Domain
Fart

admin

ADnIN

rmdk

L admin

Datasource Configurations:

Delete

igelums

6. When the copying has completed, test the database connection by clicking Test and entering the
password.

Datasource Password

igelums
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7. If the test was successful, select the SQL Server datasource and click Activate.
! IGEL Universal Management Suite Administrator

DB type EmheddedDB
Host localhost
Domain
Fart

admin

ADnIN

rmdk

admin

8. Enter the password to confirm the activation.

Datasource Password

igelums
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@ Now the Microsoft SQL Server is set up as the datasource. From now on, back up the SQL
Server in order to back up UMS data.

@ The same way you can go back to the embedded database, if you need.
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Restore and Recover Corrupted UMS Embedded DB

Environment
+ UMS 6 on Windows or Linux
If the embedded database of UMS* is corrupted, try the following measures to resolve the issue.

*The underlying technology of the embedded database is Apache Derby.

Restoring a Database Backup Made with the UMS Administrator

If a backup of the embedded database is available (see Creating a Backup (see page 757)), just restore the backup, see
Restoring a Backup (see page 761).

Restoring a File-Based Backup

If an uncorrupted copy of the database files located under C:\Program Files...
\IGEL\RemoteManager\db\rmdb (defaultinstallation path on Windows) and/or /opt/IGEL/
RemoteManager/db/rmdb/ (defaultinstallation path on Linux) is available, you can restore the file copy. In

the remainder of this how-to, the aforementioned possible paths will be referred to as RMDB_PATH.

To restore the backup, perform the following steps:

1. Open the UMS Administrator, and go to Datasource in the menu on the left.

() Default path to the UMS Administrator:
Linux: /opt/IGEL/RemoteManager/RMAdmin.sh

Windows: C:\Program Files\IGEL\RemoteManager\rmadmin\RMAdmin.exe
The IGEL UMS Administrator application can only be started on the UMS Server.

2. Inthe Datasource area, delete the corrupted Derby DB.

3. Create a new embedded DB with exactly the same user name and password as you used for the
deleted DB.

Deactivate the newly created DB.

Stop the UMS Server service. For details on how you can stop it, see IGEL UMS HA Services and
Processes (see page 893).

Erase all files contained in the folder at RMDB_PATH .

ook

Copy your previously backed-up filesto RMDB_PATH .

Activate the DB with the UMS Administrator under Datasource.
Wait 1 - 2 minutes, then log in to the UMS Console.

O N o
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Disaster Recovery: UMS with an External Database

The following instructions require a proper backup of your environment, see the "External Database" section under
Creating a Backup (see page 757).

Execution Order in Case of the Disaster Recovery

1.

Install the UMS on the server, see Installing an IGEL UMS Server (see page 309). All the UMS
components must be installed like before:
a. The same UMS version
b. The same network configuration of the host (the same IP addresses, ports)
c. For High Availability (HA) installations only: During the installation, use the backed-up IGEL
network token. See the "Starting the Installation" section under Adding Further Servers to
the HA Network (see page 862).

Stop the existing UMS Server(s). For the details on how you can do it, see IGEL UMS HA Services
and Processes (see page 893).

Copy all the saved files and firmware updates from [IGEL -installation directory]/
rmguiserver/webapps/ums_filetransfer tothe new UMS Server(s) - without

the WEB-INF folder.

If you deploy the HA environment, see also Which Files Are Automatically Synchronized between
the IGEL UMS Servers? (see page 179).

Restore the database backup using the procedures recommended by the DBMS manufacturer.

Add the database connection to your external database on each UMS Server: UMS Administrator
> Datasource > Add.
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E IGEL Universal Management Suite Administrator

DB type
Host
Domain
Port
UMS Licensing 1D Backup User
Schema
Database /SID

Instance

ﬁ UMS superuser

Datasource Datasource Configurations:

Database Host se DB type

Distributed UMS

6. Click Activate to enable the data source.
The UMS Server will start automatically after that.

7. Inthe UMS Administrator > Backups > Restore, restore the backup of server configurations on
each UMS Server. If necessary, transfer host-specific server configurations (see page 758) to the new
server(s).

8. Inthe UMS Administrator > UMS Licensing ID Backup > Restore, restore the backup of the UMS
Licensing ID.
Alternatively, you can register a new UMS Licensing ID, created during the server installation. See
Transferring or Registering the UMS Licensing ID (see page 104).

9. ForHAinstallations only: Check host assignments for job execution and, if required, adjust them.
See Updating Host Assignment for Job Execution (see page 110).

() Afterthe procedure is complete, open the UMS Console and go to UMS Administration > UMS Network >
Server to check if there is an entry for the previous UMS Server among the listed components. If so, select
the entry and click Delete in the context menu.

In the case of the HA installations, the same must be done for the load balancers: UMS Administration >
UMS Network > Load Balancer.
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If you have a UMS installation with an embedded database, you may find it useful to read: Restore and Recover
Corrupted UMS Embedded DB (see page 120).
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How to Connect to the ICG after the UMS Server Migration or New Installation with
the Same Database

After you have migrated your UMS Server, or newly installed it with the same database, or restored a database
backup on this reinstalled server, the server cannot connect to an already existing IGEL Cloud Gateway (ICG). This
happens because the ICG credentials are bound to the old process ID.

There are two possibilities to solve the problem:

+ Keeping the connection to the existing ICG (see page 124): Applicable to UMS version 6.09.100 and
higher. With this method, you follow the below instructions exactly in the order given and do NOT
restart the UMS Server before performing these steps. Otherwise, you cannot connect to the
existing ICG and have to reinstall it.

+ |CG reinstallation (see page 126): Applicable to all UMS versions. With this method, you have to
uninstall the ICG and then install it again.

() With both methods, there will be no negative impact on your endpoint devices - they will continue to work
autonomously. Exception: login via Shared Workplace (SWP) (see page 895).

Keeping the Connection to the Existing ICG

Before UMS 6.09.100, it was always necessary to reinstall the existing ICGs after the migration of the UMS Server or
reinstalling the UMS Server with the same database / backup restored. As of UMS 6.09.100, it is possible to keep the
connection to the existing ICG. Proceed as follows:

1. Onthe old server / before the server reinstallation, open the UMS Console and go to UMS
Administration > UMS Network > Server. Note the process ID of your UMS Server.

Z* IGEL Universal Management Suite &

System Edit

65 E ﬁ 2 ums web App

Server - td-ums-snv2019

UMS Administration
UMS Network

o td-ums-snv2019 Attribute
» £ IGEL Cloud Gateway F D
» [ Events

Service is running

0-bfbffd. .
1.

2. Install the UMS Server. For how to install the UMS, see Installing an IGEL UMS Server (see page 309).
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3. Inthe UMS Administrator, restore the backup (see Restoring a Backup (see page 761)) or, in the case
of the external database, connect the existing data source and activate it (see How to Set Up a
Data Source in the IGEL UMS Administrator (see page 767)).

You will see the entries with the old and the new process ID in the UMS Console under UMS
Administration > UMS Network > Server and IGEL Cloud Gateway > [ICG name].

4. Inthe UMS Console, go to UMS Administration > UMS Network > IGEL Cloud Gateway > [ICG

name] and click the Connect button ksl
If there are several ICGs installed, perform th|s for each ICG.

Server - j:' IGEL Cloud Gateway

UMS Administration
Gateway is NOT connected

Connected Servers:

Id / name Connected to ICG

nnected
nnected

Gateway details:

Attribute Value
IGEL Cloud Gateway

UMS Administration

v B> IGEL Cloud Gateway &8 Access Control
ica IGEL Cloud Gateway Delete
| Events
Global Configuration
¥ = Licenses
(=} UMS Licensing ID

Edit...

() Afterthe above steps, you can restart the UMS Server at any time - you will keep the connection to
the ICG. If you restart the UMS Server before performing the above steps, you will NOT be able to
connect to your existing ICG and will have to reinstall it.
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ICG Reinstallation

If you have migrated the UMS Server or reinstalled it with the same database / backup restored and cannot use the
above-mentioned method for some reason, you will have to uninstall all the ICGs and install them again.

After you have confirmed that the new / reinstalled UMS Server is running properly, proceed as follows:

1. Login to the ICG host and uninstall the ICG, see Uninstalling ICG.
2. Reboot the ICG server.

3. Inthe UMS Console, go to UMS Administration > UMS Network > IGEL Cloud Gateway and click

Remove Gateway from database button to remove the ICG from the UMS Server.
In the case of the UMS Server migration, you have to remove the ICG from both the old and the

server- FELER e T L X Ee = & L T E
) Port Host (extemal) Port (extemal) | Maxnumber of devices  U. . ' proy server
d Gateway 48d15354-6c58-426c-b.. [ 8443 2500

UMS Administration

4. Install the ICG, and in the case of the UMS Server migration, connect it only to the new UMS Server.
See Installing the IGEL Cloud Gateway.

a « The same root certificate must be used for the installation.
« The ICG must not move to a new server and must be reachable as before.

© Tip
Check preliminarily if ICG updates are available, see IGEL Download Server®. Itis also
recommended to check time and date on all UMS and ICG servers and ports, see UMS

Communication Ports (see page 30).

After the ICG reinstallation, the previously bound endpoint devices can be managed via the new ICG and do not
have to be re-registered.

10 https://www.igel.com/software-downloads/enterprise-management-pack/
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UMS Does Not Connect to ICG: "TrustAnchor ...is not a CA certificate"

Symptom
The UMS fails to connect to the IGEL Cloud Gateway (ICG). The following message appears in the GUI or in the log
file:

TrustAnchor ...is not a CA certificate

Caused by: sun.security.validator.ValidatorException: PKIX path validation
failed: sun.security.validator.ValidatorException: TrustAnchor with subject
"CN=UMS-CLUSTER--xxx, O=test, L=test, C=US" is not a CA certificate

at sun.security.validator.PKIXValidator.doValidate(PKIXValidator.java:380)

at sun.security.validator.PKIXValidator.engineValidate(PKIXValidator.java:273)
at sun.security.validator.Validator.validate(Validator.java:262)

at
sun.security.ssl.X509TrustManagerImpl.validate(X509TrustManagerImpl.java:327)

at
sun.security.ssl.X509TrustManagerImpl.checkTrusted(X509TrustManagerImpl.java:236
)

at

sun.security.ssl.X509TrustManagerImpl.checkServerTrusted (X509TrustManagerImpl.ja
va:113)

at
de.igel.apps.usg.connection.ssl.TrustedOnlyTrustManager.checkServerTrusted(Trust
edOnlyTrustManager.java:74)

at
sun.security.ssl.AbstractTrustManagerWrapper.checkServerTrusted (SSLContextImpl. j
ava:1099)

at
sun.security.ssl.ClientHandshaker.serverCertificate(ClientHandshaker.java:1622)

. 54 more

Environment

+ UMS 6.04 or higher
+ |CG with older root certificates created with UMS 5.07 or UMS 5.08
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Problem

Older ICG root certificates (created with UMS 5.07 or UMS 5.08) do not have the right CA modifier, which was never a
problem with previous Java versions. But the Java version used in UMS 6.4.x onwards blocks these certificates.

To check whether you have an old ICG root certificate:

1. Open the UMS Console, go to UMS Administration > Global Configuration > Cloud Gateway and
select your ICG root certificate.

2. Click to read the certificate content.
If Certificate Authority is set to "false", you have an old ICG root certificate.

Solution

If you do not want to exchange the ICG root certificate (involves installing the ICG anew and re-registering all
endpoint devices), you can add a start parameter that tells the UMS Server to ignore the CA flag in the certificate.

& This start parameter will be overwritten on each UMS update installation, so you must set it again after the
update.

Follow the instructions below, according to your operating system.

For Windows

1. Open the Windows Services dialog and stop the service IGELRMGUIServer.
2. Navigate to the directory <UMS dinstallation

directory>\RemoteManager\rmguiserver\bin (example: C:\Program Files

(x86) \IGEL\RemoteManager\rmguiserver\bin)
Double-click on editTomcatService.

Confirm the warning dialog.

Select the Java tab.

Under Java Options, add the following entry as a new line:

o vAWw

-Djdk.security.allowNonCaAnchor=true

Click Ok to save the changes.
8. Inthe Windows Services dialog, start the service IGELRMGUIServer.

~

For Linux

1. Stop theservice igelRMserver

2. Navigate to the directory /opt/IGEL/RemoteManager/rmguiserver/bin

3. Openthefile igelRMserver

4. Find the two entries —Xmx4096 and add a new line before each entry with the following content:

-Djdk.security.allowNonCaAnchor=true
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5. Save the changes.
6. Startthe service igelRMserver
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Using Your Own Certificates for Communication over the Web Port (Default: 8443)

Overview

For all communication that is taking place over the Web Port (default: 8443, see also UMS Communication Ports (see
page 30)), a specific self-signed certificate chain comes with the UMS on installation. Nevertheless, you can use
a certificate chain of your own.

See also Web (see page 641) in the UMS Reference Manual (see page 299).
This article describes how to deploy a certificate chain with a corporate CA certificate or a public certificate:
+ Deploying a Self-Signed Corporate Certificate Chain (see page 130) (recommended)
@ Werecommend using a self-signed corporate certificate chain. This approach makes you
independent from public CAs, which are in danger of being compromised by attackers. Of course, a

self-signed certificate must be made known to the browsers first, otherwise, the browsers will
display warning messages.

» Deploying a Certificate Chain with a Public Root CA (see page 141)

Deploying a Self-Signed Corporate Certificate Chain

Prerequisites

+ You have a self-signed root CA certificate that serves as a trusted “root” certificate company-wide.

+ Your self-signed root CA certificate has been applied to all relevant trust stores within your
company.

+ You have an intermediate CA certificate that is signed by your root CA certificate and a
corresponding private key.
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Importing the Root Certificate

1. Inthe UMS Console, go to UMS Administration > Global Configuration > Certificate
Management > Web.

Z- IGEL Universal Management Suite 6

OH®

O (v Web Certificates
" . The web certificate is used for the web server port. [Default 8443]
UMS Administration This port is used for transferring files to the devices, all WebDav actions, interserver communication, the IM/ and the UMS Web App.
UMS Network
Global Configuration
Licenses
# Certificate Management
# Device Communication
Web Certificates
= LI0UG Laleway
Mobile Devic
® Device Network Settings v 6209499 Oct 30, 2040 RSA (4096 bits)
| Server Network Settings W 4204 Oct 2021 RSA (4096 bits)
<& Cloud Gateway Options
& Device Attributes
Administrative Tasks
£ Proxy Server Assigned Server
Default Directory Rules

Server status: OK Certificate status: OK Automatic renewal: ON
All servers have an assigned certificate. (1/1) All used certificates are valid and derive from the same root Used certificates will be renewed auto

& =)

Display name Expiring date Key Specification Private Key known

Please select a certificate to see its assigned server(s)
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2. Click , select the root certificate file, and click Open.
Open

Look In;

Interm

Open

The root certificate is imported.
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Importing the Intermediate Certificate

1. Select the root certificate, open the context menu, and select Import signed certificate.
RootcA crt
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2. Select the intermediate certificate file and click Open.

Open

Look In;

File Marme; Intermedi

Files . AllFiles

Open

The intermediate certificate is imported.
3. Select the intermediate certificate, open the context menu, and select Import decrypted private

ettificate content

I---_ | Impart cedificate chain fram

|:.'. Expart cedificate
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4. Select the private key file of the intermediate certificate and click Open.

Open

Look In; Certificates

File Marme; Intermedis

Files of Type:  All Files

Open

The private key of the intermediate certificate is imported.
5. Continue with Creating the End Certificates (see page 135).

Creating the End Certificates

Repeat the following steps for each server in your UMS environment:
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1. Select the intermediate certificate, open the context menu, and select Create signed certificate.

=] Import signed cerificate

2. Inthe Signed Certificate Helper, select Create end certificate for one server and select the
server which is to be assigned to the certificate.

Signed Certificate Helper

What do you want to do?

ate End-Cerdificate for all {know:

e End-Certificate for an

| dont need your help
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3. Inthe dialog Create Signed Certificate, fill in the data as required.

Create signed certificate

Displayname

Your organization
our locality (or random identifier)
Your two-letter country code

Host name andior IP of cedificate target

I.-::::Eg'!ln'

Signature Algorithm

Yalid until

Cetificate Type
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4. Click Manage hostnames.

Create signed certificate

four first and last name

Your organization

our locality (or random identifier)
four two-letter country code

Host name andior IP of cedificate target =

Key SA, 4096 hits

Sighature Algorithm sH vithRSA

Yalid until

Cetificate Type

5. Inthe dialog Set Hostnames for Certificate, check if "localhost" and all IP addresses and FQDNs
(Fully Qualified Domain Names) under which your server is reachable are displayed under
Assigned hostnames. If not, add the missing IP addresses and FQDNs under Add hostname

manually.
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Set Hostnames for Certificate

localhost

Add Hostharme manually
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6. Close the dialog Create Signed Certificate with Ok.

Create signed certificate

Displayname

our organization

our locality (or random identifier)

four two-letter country code

Host name andlfor IP of cedificate target server Manage
Key

Signature Algorithm

Walid until

Cetificate Type

The signed server certificate is created.
7. Continue with Assigning the Certificate to All Servers (see page 140).

Assigning All Servers to the Certificate
Repeat the following steps for each server in your UMS environment:

1. Select the server certificate, open the context menu, and select Assign server.

140/ 1192
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2. Assign the server to the certificate as appropriate.

Assign Server(s) to Certificate
Availahle Servers Assigned Servers

=i Dokuwi Ohs =i DokuvyiOhs

Ok Cancel

3. Ifyou are using the UMS Web App: To avoid warning messages from browsers, you must make the
new certificates known to the browsers. For instructions, see UMS Web App: The Browser Displays
a Security Warning (Certificate Error) (see page 225).

Deploying a Certificate Chain with a Public Root CA

Prerequisites

» You have a public certificate that is able to serve as a CA.
+ AllUMS Servers follow the same naming scheme, e.g. “something.ums.mycompany.de” if the
company name is "mycompany.de".
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A

Importing the Root Certificate

1. Inthe UMS Console, go to UMS Administration > Global Configuration > Certificate
Management > Web.

Z- IGEL Universal Management Suite 6

OH®

O (v Web Certificates
" . The web certificate is used for the web server port. [Default 8443]
UMS Administration This port is used for transferring files to the devices, all WebDav actions, interserver communication, the IM/ and the UMS Web App.
UMS Network
Global Configuration
Licenses
# Certificate Management
# Device Communication
Web Certificates
= LI0UG Laleway
Mobile Devic
® Device Network Settings v 6209499 Oct 30, 2040 RSA (4096 bits)
| Server Network Settings W 4204 Oct 2021 RSA (4096 bits)
<& Cloud Gateway Options
& Device Attributes
Administrative Tasks
£ Proxy Server Assigned Server
Default Directory Rules

Server status: OK Certificate status: OK Automatic renewal: ON
All servers have an assigned certificate. (1/1) All used certificates are valid and derive from the same root Used certificates will be renewed auto

& =)

Display name Expiring date Key Specification Private Key known

Please select a certificate to see its assigned server(s)
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2. Click , select the root certificate file, and click Open.
Open

Look In;

Interm

Open

The root certificate is imported.
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Importing the Intermediate Certificate

1. Select the root certificate, open the context menu, and select Import signed certificate.
RootcA crt
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2. Select the intermediate certificate file and click Open.

Open

Look In;

File Marme; Intermedi

Files . AllFiles

Open

The intermediate certificate is imported.
3. Select the intermediate certificate, open the context menu, and select Import decrypted private

ettificate content

I---_ | Impart cedificate chain fram

|:.'. Expart cedificate
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Open

Look In;

File Mame:

Open

The private key of the intermediate certificate is imported.

Creating End Certificates

Repeat the following steps for each server in your UMS environment:
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1. Select the intermediate certificate, open the context menu, and select Create signed certificate.

=] Import signed cerificate

Signed Certificate Helper

What do you want to do?
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3. Inthe dialog Create Signed Certificate, fill in the data as required.

Create signed certificate

Displayname

Your organization
our locality (or random identifier)
Your two-letter country code

Host name andior IP of cedificate target

I.-::::Eg'!ln'

Signature Algorithm

Yalid until

Cetificate Type

Endpoint Management (UMS) 148 /1192



UMS Articles

4. Click Manage hostnames.

Create signed certificate

Displayname
four first and last name

Your organization

our locality (or random identifier)
four two-letter country code

Host name andior IP of cedificate target server

I.-::::Eg'!ln'

Signature Algorithm

Walid until
Cetificate Type

5. Inthe dialog Set Hostnames for Certificate, adjust the settings as follows:

« Checkif "localhost" and all IP addresses and FQDNs (Fully Qualified Domain Names) under
which your server is reachable are displayed under Assigned hostnames. If not, add the
missing IP addresses and FQDNs under Add hostname manually.

+ Remove all IP addresses and FQDNs you do not want to be part of the certificate.
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Set Hosthames for Certificate

ame manually
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6. Close the dialog Create Signed Certificate with Ok.

Create signed certificate

Dis

four first and last name

Your organization

our locality (or random identifier)
four two-letter country code

Host name andior IP of cedificate targe
, 4096 bits
nature Algarithim ! thRESA
Walid until als 21

ificate ®  End Entity

The signed server certificate is created.
7. Continue with Assigning all Servers to the Certificate (see page 151).

Assigning all Servers to the Certificate

1. Select the server certificate, open the context menu, and select Assign server.

Intermediatai™#

Endpoint Management (UMS)
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2. Assign all servers to the certificate.

Assign Server(s) to Certificate
Availabl

2 Dokuby

Cancel
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Wake on LAN

+ Deploying a Wake on LAN Proxy for Distributed Environments (see page 154)
+ Distributing Wake on LAN Packets (see page 161)
+ Use a WoL Proxy for Waking up Devices (see page 162)
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Deploying a Wake on LAN Proxy for Distributed Environments

Problem

The UMS is residing outside the network which contains your devices, so it cannot wake up your devices by Wake on
LAN.

Goal

You want the UMS to wake up your devices from outside their network.
Solution

If you are using UMS version 5.02.100 or higher and devices running Linux version 5.09.100 or higher, you can make
a device act as a proxy which sends the Wake on LAN packets on behalf of the UMS.
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Defining Devices as Wake on LAN Proxy

You can define one or more devices as a Wake on LAN proxy.

To define a device as a Wake on LAN proxy:

1. Logon to the UMS console.
2. Go to UMS Administration.
3. Select Wake on LAN.

Z* IGEL Universal Management Suite &

Devices Misc Help

e Regex Whale Text

Server - 172.30.91.30 (v Wake On LAN Configuration

UMS Administration Send the "magic packet” to....

v Broa ddre
v L wn IP address of the device
Auto roxy Detection

All defined si

Subnet R Comment

es
Uni Firmware Update
7 Wake on LAN

Network Mask Comment

Vake On LAN Proxies

Name Last Known IP Address

Connected to

4, Activate Dedicated Wake on LAN Proxies.
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Z* 1GEL Universal Management Suite 6

Server - 172.30.91.30 ©On LAN Configuration
UMS Administration Send the "magic packet” to ...
v Bro ddress
v Last known IP address of the des
Automati On LAN Proxy Detection

All define

CIDR Comment
0

re Update
LDAP

Metwork addrt ast known IP addre.

Comment

[] Dedicated Wake On LAN Proxies

Mame own |P Addr

nnected to 172

The dialog Edit Wake ON LAN Proxies opens.
6. Select the device you want to use as a Wake on LAN proxy.
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Edit Wake On LAN Proxies

Selected objects

¥ B Devi }
L ITCOOEDCS1CIFDS

Cancel

7. Click ) .
The selected device is listed under Selected objects.
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Edit Wake On LAN Proxies

Selected objects

v I Devices (1) L ITCOOEOC51COF05
] ITcooEDCS1CIF0S

Ok Cancel

8. Click Ok.
The selected device is configured as a Wake on LAN proxy. In the device's registry, the parameter

system.remotemanager.wol_proxy.enab'led issetto true.

@ Adevice thatis configured as a Wake on LAN proxy cannot be set to standby or shut down.
This lock is in effect as soon as the device has received its settings from the UMS.

Endpoint Management (UMS) 158 /1192



UMS Articles 1

Removing a Wake on LAN proxy

You can remove the Wake on LAN proxy function from a device.

To define one or more devices as Wake on LAN Proxy:

1. Loginto the UMS Console.
2. Go to UMS Administration.
3. Select Wake on LAN.

Z* IGEL Universal Management Suite &

Help

ve Regex Whale Text

Configuration

UMS Administration Send the "magic packet” to ...
UMS Network

All defined subnets

Subnet i Comment

Network address of |ast known IP address

Network Mask Comment

Dedicated Wake On LAN Proxies

Name Last Known IP Address

4.
The dialog Edit Wake ON LAN Proxies opens.
5. Select the device you do not want to use as Wake on LAN proxy.
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Edit Wake On LAN Proxies

Selected objects

1 ITcooE0CS1COF0S

Ok Cancel

6. Click .

7. Click Ok.
The selected device is no longer configured as a Wake on LAN proxy. As soon as the device has
received its settings from the UMS, it can be set to standby and shut down as normal. In the

device's registry, the parameter system > remotemanager > wol_proxy > enabled is set to
"false".
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Distributing Wake on LAN Packets

IGEL UMS sends the magic packets as UDP datagrams to port 9. In order to work for different subnets, this has to be
supported by the routers involved.

Wake on LAN settings can be configured in UMS Console under UMS Administration > Global Configuration >
Wake on LAN.

UMS supports sending Wake on LAN magic packets to

the broadcast address

the last known IP address of the device

all defined subnets

the network address of the last known device IP address (define one or more network masks to be
applied)

a dedicated Wake on LAN proxy to wake up thin clients in another network; see Use a Wol Proxy
for Waking up Devices (see page 162)
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Use a WolL Proxy for Waking up Devices

You have the possibility to wake up devices even if they live in a different network that does not allow broadcast
packets from the WAN. The trick is to set up one or more devices as Wake-on-LAN proxy. A device acting as a Wake-
on-LAN proxy will never fall asleep itself, as its job is to listen to a special wake-up call from the UMS. This wake-up
call tells the Wake-on-LAN proxy to send magic packets to all devices or a selection of devices in its network. To
support this functionality, the Wake-on-LAN proxy device must have IGEL Linux version 5.09.100 or higher.

You can define a dedicated Wake-on-LAN proxy, or, alternatively, set the UMS to determine a Wake-on-LAN proxy
automatically. However, the latter option cannot guarantee that a Wake-on-LAN proxy can be defined, as this
depends on an appropriate device being online in the relevant subnet.

For detailed information, see the Wake-on-LAN (see page 701) chapter in the manual.
To define a dedicated Wake-on-LAN proxy:

1. Go to UMS Administration > Global Configuration > Wake On LAN.

2. Under Send the "magic packet to...", choose the adress(es) to which the Wake-on-LAN proxies
should send their wake-up calls.

3. Activate Dedicated Wake On LAN Proxies.

Mame

]
In the area below Dedicated Wake On LAN Proxies, click on .
Highlight the desired device in the left-hand column.

Clickon to select the device.
Click on OK.

No ok
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Edit Wake On LAN Proxies

The device will now function as a Wake-on-LAN proxy.

@ Adevice thatis configured as a Wake-on-LAN proxy can no longer be put on standby or

shut down. This restriction applies as soon as the device receives the settings from the
UMS.

() Asan alternative or parallel one can also use the Automatic WoL Proxy Detection. However, you
cannot be sure that this proxy is always running, while the Dedicated WoL Proxy is always running.
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Using an HTTP Proxy for Firmware Updates in UMS

Symptom

You want UMS to download firmware updates from the Internet.

Problem

Internet access is only available via an HTTP proxy in your environment.

Solution
Configure an HTTP proxy for firmware downloads in UMS:

1. In UMS Console, go to UMS Administration > Global Configuration > Universal Firmware
Update
2. Click Edit Proxy Configuration

Universal Firmware Update

Edit... Edit pr -onfiguration ] Connection

Universal update seltings
The IGEL Universal Firmmware files are downloaded from: "dcjava’.

Connection test

The FTP server settings where the files are downloaded to (optionally).
Host

Port

Liser name

Password

Directory

Connection test

The Edit Proxy Configuration dialog opens.
3. Check Use proxy for HTTP connection to firmware update server.
4. Enter the Proxy-Host name or IP address.
5. Enter the proxy host Port.
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6. Enter the proxy User.
Enter the proxy Password.
8. Click Save.

The dialog closes.
9. To test the connection via the proxy, click Test Server Connection.

A green bar signifies success, if the bar is red, review your proxy configuration and test again.

~

niversal Firmware Update

# Edit. &9 Edit Proxy Configuration () Test Server Connection

Universal update settings
The IGEL Universal Firmware files are downloaded from "http: //myigel. biz'
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UMS Cannot Contact Download Server Any More

Symptom

After the UMS has been updated to version 6.03.130 or higher, it can not reach the download server anymore.

Environment
+ UMS 6.03.130 or higher

Problem

From UMS 6.03.130 onwards, the UMS contacts https://fwus.igel.com (port 443) instead of http://fwu.igel.com (port
80). This may be blocked by a firewall.

Solution

> Allow https://fwus.igel.com (port 443) in your firewall.
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Error During Firmware Upload in UMS: No Space on WebDAV

& Solution Based on Experience from the Field

This article provides a solution that has not been approved by the IGEL Research and Development
department. Therefore, official support cannot be provided by IGEL. Where applicable, test the solution
before deploying it to a productive environment.

Issue

When importing a firmware into the UMS, the following error message appears:

Error x

An error occurred during upload.

There is probably no space an your WebDAY disk left.
Orginal message:

nbuffered entity enclosing request can not be repeated.

An error occurred during upload.

There 1is probably no space on your WebDAV disk left.

Original message:

Unbuffered entity enclosing request can not be repeated.

Cause

This error is caused when a file is being imported into a WebDAV folder which has no available space remaining.

Solution

1. Check that the host system of the UMS Server has available storage.
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Firmware Archive (Zip-File) -> Universal Firmware Update

Firmware file

Firmware file

Firmware attributes

Dis

WebDAV target directory

WebDAV target directory

Endpoint Management (UMS)

t directory...

Cancel

IGEL

2. Ensure that the ums_filetransfer folder is selected during the firmware import process:

Look In: webdav

ums_filetransfer

Folder Name:  /ums_filetransfer/

Files of Type:  AllFiles

Open

Cancel
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How to Configure Java Heap Size for the UMS Server

You experience performance issues with IGEL Universal Management Suite (UMS). Manifold reasons can underlie
performance degradation, and there are various solutions like optimizing the UMS according to recommendations
under Performance Optimizations (see page 368), expanding the server's physical RAM, switching from the embedded
database to the external database, updating the UMS components, etc. The following article covers only

the increase of UMS Server memory (Java heap size).

Symptom

You face performance problems and encounter memory issues in the UMS Server log files ( catalina. log ;

see Where Can | Find the IGEL UMS Log Files? (see page 275)), e.g. java.lang.0OutOfMemoryError .

Problem

The default Java heap size may be insufficient for the UMS Server. This usually happens if you have

+ numerous jobs

« numerous administrative tasks

« alot of concurrent device requests (e.g. hundreds of devices booting up in a narrow time frame)
+ alarge number of devices in the database (>10.000)

the UMS Web App installed

+ the combination of the above factors

The more jobs, administrative tasks, etc. are created, the more heap is "eaten up", so there may be no memory left
for additional tasks. In such situations, it can make sense to increase the Java heap size for the UMS Server.

Solution: Change Java Heap Size for the UMS Server

Windows

For the UMS Server installed on Windows, you can modify the Java heap size as follows:

1. Stopthe IGEL RMGUIServer service. For details on how you can stop it, see IGEL UMS HA
Services and Processes (see page 893).

2. Navigateto C:\Program Files\IGEL\RemoteManager\rmguiserver\bin.

3. Launch editTomcatService.bat.
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4. Select the Java tab and adapt the Maximum memory pool value according to your needs.

editTomcatService

0 igelRMserver

£ logdj2

] log4j-api-2.17.0ar

0 log4j-core-2.17.0 jar

7 log4j-jul-2.17.0ar

&) mssql-jdbc_auth-8.4.1.x64.dll
&) mssql-jdbc_auth-9.2.0.x64.dll
D msver100.dll

service

SetACL

setclasspath

21/12/2021 17:54
21/12/2021 17:54
21/12/2021 17:54
21/12/2021 17:54
21/12/2021 17:54
21/12/2021 17:54
26/03/2021 16:23
18/06/2021 18:43
26/03/2021 16:23
21/12/2021 17:54
26/03/2021 16:23
21/12/2021 17:54

Windows Batch File
File

XML Document
JAR File

JAR File

JAR File

Application extens...
Application extens...

Application extens...

Windows Batch File
Application
Windows Batch File

(Default: 4096 MB)
Local Disk (C:) » Program Files » IGEL » RemoteManager > rmguiserver > bin v D
~
Name Date modified Type Size
ﬁ bootstrap.jar 21/12/2021 17:54 JAR File \9 IGEL RMGUIServer Properties
catalina 21/12/2021 17:54 Windows Batch File
- Java
[ catalinash 21/12/202117:54  SH File General LogOn - Logging ptartup | Shutdown
£ catalina-tasks 21/12/2021 17:54 XML Document D Use default
ciphers 21/12/2021 17:54  Windows Batch File Java Virtual Machine:
@ ciphers.sh 21/12/2021 17:54 SH File ‘C:\Program Files\IGEL \RemoteManager/_jvm bin/server fjum.dll l
U commons-daemon.jar 21/12/2021 17:54 JAR File
Java Classpath:
configtest 21/12/2021 17:54 Windows Batch File ‘ I , ‘
— C:\Program Files\IGEL \RemoteManager \ymguiserver \bin;C:\Program Files
[ configtestsh 21/12/2021 1754 SHFile Program FilesUGEL R ger ymguiserver biniC: Program M
] daemon.sh 21/12/2021 17:54  SH File Java Options:
digest 21/12/2021 17:54 Windows Batch File -Dderbv.system.home:C:\Progr_am Files\IGEL \RemoteManager\db A
- -Dumsversion. file=C: \Program Files\IGEL \RemoteManager \umsversio
u digest.sh 21/12/2021 17:54 SH File -Deatalina.home =C: \Program Files\IGEL \RemoteManager \ymguiserve

-Djava.io. tmpdir =C:\Program Files\IGEL \RemoteManager \ymguiserve

Plan A mmm B srmbinen — 8l o WP memn EAn 1 1AE] W0 monm bhlmm s mme b

Java 9 Options:

Initial memory pool: MB
Maximum memory pool: | 4096 MB
Thread stack size: ‘ ‘ KB

[ ]

Cancel Apply

4 KB

& The Java heap size must always be defined INDIVIDUALLY depending on the configuration of the
server and your UMS environment, but it must be less than the amount of available physical
RAM. General recommendations can be found in the Oracle article Tuning Java Virtual Machines
(JVMs)*; see also the —Xmx option there.

Note also the following:

+ All heap size changes are at your own risk! Change the heap size only if you know
exactly what you are doing. In the case of improper configuration, the UMS Server
will be unable to run.

+ Reducing the memory may affect the function of the UMS and is NOT
recommended.

+ During the UMS update, the heap size value is set to the default. Therefore, you
have to adapt it again.

5. Click Ok.

11 https://docs.oracle.com/cd/E15523_01/web.1111/e13814/jvm_tuning.htm#PERFM150
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6. Restartthe IGEL RMGUIServer service.

Linux
For the UMS Server installed on Linux, you can modify the Java heap size as follows:

1. Stop the UMS Server process. For details on how you can stop it, see IGEL UMS HA Services and
Processes (see page 893).

2. Edit /opt/IGEL/RemoteManager/rmguiserver/conf/ums-server.env

3. Find the option CATALINA_OPTS=-Xmx4096m and change the —-Xmx value according to your
needs. (Default: 4096 MB)

& The Java heap size must always be defined INDIVIDUALLY depending on the configuration of the
server and your UMS environment, but it must be less than the amount of available physical
RAM. General recommendations can be found in the Oracle article Tuning Java Virtual Machines

(JVMs)'% see also the —Xmx option there.
Note also the following:
+ All heap size changes are at your own risk! Change the heap size only if you know

exactly what you are doing. In the case of improper configuration, the UMS Server
will be unable to run.

+ Reducing the memory may affect the function of the UMS and is NOT
recommended.

+ During the UMS update, the heap size value is set to the default. Therefore, you
have to adapt it again.

4. Restart the UMS Server process.

Related Topics

How to Configure Java Heap Size for the UMS Console (see page 172)

How to Configure Java Heap Size for the ICG

12 https://docs.oracle.com/cd/E15523_01/web.1111/e13814/jvm_tuning.htm#PERFM150
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How to Configure Java Heap Size for the UMS Console

You use IGEL Universal Management Suite (UMS) and experience performance issues with the UMS Console.
Manifold reasons can underlie performance degradation, and there are various solutions like optimizing the UMS
according to recommendations under Performance Optimizations (see page 368), updating the UMS components, etc.
The following article covers only the increase of UMS Console memory (Java heap size).

Symptom

You face performance problems and encounter memory issues in the UMS Console log files ( igel-ums—
console. log ;see Where Can | Find the IGEL UMS Log Files? (see page 275)), €.8.

java.lang.OutOfMemoryError .

Problem
The default Java heap size may be insufficient for the UMS Console. This usually happens if you have

+ alarge number of devices registered (>10.000)
+ alot of devices in one folder (a flat directory structure under Devices in the UMS Console; >1.000
per folder)

Solution: Change Java Heap Size for the UMS Console
For the UMS Console, you can modify the Java heap size as follows:

1. Close the UMS Console.

2. Open the following file:
Default path on Windows: C:\Program

Files\IGEL\RemoteManager\rmclient\RMClient.config
Default path on Linux: /opt/IGEL/RemoteManager/rmclient/

RemoteManager.config

3. Findtheline vmparam —-Xmx3072m and change the —Xmx value according to your needs.
(Default: 3072 MB)
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Local Disk (C:) * Program Files » IGEL » RemoteManager * rmclient v U | Search rmclient
Name Date modified Type Size
documentation 27/04/2021 11:25 File folder
lib 11/01/2022 16:34 File folder
licenses 11/01/2022 16:34 File folder
WEB-INF 11/01/2022 16:34 File folder
|j cacerts 11/01/2022 16:38 File 168 KB
o’ log4j 21/12/2021 17:54 PROPERTIES File 1KB
+1 logging 21/12/2021 17:54  PROPERTIES File 1KB
|j msver100.dll 26/03/2021 16:23 Application extens... 810 KB
[%] atscoredll 26/03/2021 16:23 Application extens... 5.690 KB
«| RMClient 11/01/2022 16:36 CONFIG File 1KB
RMClient
- ) | | RMClient - Notepad — O X
| | RMClient.exe.manife
tc import File Edit Format View Help
']ti oad javapath ../_jvm/bin/server/jvm.dll
- eimportiogy vmparam -Djava.util.logging.config.file=logging.properties
' ws_splash mpacan. Dlagddi configueation=fila logli ocaonantias

vmparam -Xmxely@d

AL 2= LI ey S - a - ey o) i

vmparam -Dumsversion.file=../umsversion.properties
vmparam -Drmhome.dir=..

addjars lib/.

mainclass de.igel.rm.rmconsole.RMClient

vmparam -Dde.igel.rm.home=C:\Program Files\IGEL\RemoteManager

& The Java heap size is defined INDIVIDUALLY depending on the configuration of the server and your
UMS environment, but must be less than the amount of available physical RAM. General
recommendations can be found in the Oracle article Tuning Java Virtual Machines (JVMs)®3; see
also the —Xmx option there.

Note also the following:

+ All heap size changes are at your own risk! Change the heap size only if you know
exactly what you are doing. In the case of improper configuration, the UMS
Console will be unable to run.

+ Reducing the memory may affect the function of the UMS and is NOT
recommended.

+ During the UMS update, the heap size value is set to the default. Therefore, you
have to adapt it again.

4. Save the changes.

13 https://docs.oracle.com/cd/E15523_01/web.1111/e13814/jvm_tuning.htm#PERFM150
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5. Restart the UMS Console.
Related Topics

How to Configure Java Heap Size for the UMS Server (see page 169)

How to Configure Java Heap Size for the ICG
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How to Check the Current State of the IGEL UMS Server through Your Existing
Monitoring Solution

IGEL Universal Management Suite (UMS) includes a monitoring endpoint solution, which you can integrate into your
existing monitoring infrastructure (e.g. Nagios, SolarWinds, Paessler, Logic Monitor, Sensu, etc.). With the
monitoring endpoint, you can check the process/service states for the IGEL UMS Server and, thus, react accordingly
if any problems are detected.

IGEL Environment
+ IGEL UMS 6.09.100 or higher

How to Request the Current Status of the UMS Server

> Use the following requests to check the status of the UMS Server. If you use a browser for this purpose and the
UMS deploys a self-signed certificate, the browser may display a security/certificate warning. Accept the risk and
continue, or make the certificate known to the browser.

https://[server]:[web_server_port]/ums/check-status
OR

http://[server]:[jws_server_port]/ums/check-status
The following responses are possible:

1. Ifthe (check status) service is up and running, HTTP status code 200 is returned. The response
body containsa JSON document with information on the UMS Server status:

{“status”: ”init|ok|warn|err”}

For the details, see Monitoring the UMS Server: Possible Statuses (see page 176) below.

Example:
i) D https:// :8443/ums/ch X | [=) New tab X ‘ +
& @ A Notsecure | https;// :8443/ums/check-status 78

{"status":"ok"}

2. If the check status service is not reachable, HTTP status code 404 is returned.

3. Other common HTTP status codes indicating standard HTTP errors might occur.
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(D Note that the status of the server updates every minute. For performance reasons, the status is NOT
recalculated on each monitoring request, i.e., if a monitoring request is received, but a one-minute interval
is not over, the previously saved server status will be shown.

Monitoring the UMS Server: Possible Statuses

The response statuses returned during the monitoring of the UMS Server indicate the following situations:
ok The server is up and running.

warn « The serverisin HA (see page 850) update mode; see Updating the Installation of an

HA Network (see page 867).

+ The server is not connected to one or more configured IGEL Cloud Gateways;
see Connecting the UMS to the ICG.

« Certificates used for communication with endpoint devices (see page 638), i.e.,
certificates of the tc.keystore file, are notin sync with the database.
This might happen, for example, if you make changes to certificates and the
automatic synchronization stops functioning due to some network issues or if the

IGEL network token differs between the components, e.g., when a wrong network
token was chosen during the server installation.

err « Thereis no database connection - no database is configured, or the database
connection has failed.
For where to configure the database, see How to Set Up a Data Source in the IGEL
UMS Administrator (see page 767).

+ The device communication port is not ready.

For where to configure the device communication port, see Settings - Change
Server Settings in the IGEL UMS Administrator (see page 749); for details on UMS
ports, see UMS Communication Ports (see page 30).

init Server initialization has not been completed yet.

Note: If the initialization process is not finished within 120 seconds, the status
automatically changes to err.

Related Topics
How to Monitor the IGEL Cloud Gateway
Monitoring Device Health and Searching for Lost Devices (see page 210)

UMS HA Health Check - Analyse Your IGEL UMS High Availability and Distributed UMS Systems (see page 888)

Endpoint Management (UMS) 176 /1192



UMS Articles 1

IGEL

High Availability

« Load Balancer Is Not Stopping during the Update of the HA Installation (see page 178)

« Which Files Are Automatically Synchronized between the IGEL UMS Servers? (see page 179)

« Load Distribution with a Number of Load Balancers (see page 183)

+ License Error Because HA Servers Are out of Sync (see page 184)

« Manual Synchronization of the UMS Licensing ID (see page 186)

« Error Message When Switching Back from an Externally Signed CA to the Internal CA (see page 191)
« How to Migrate an UMS High Availability Installation to a Standalone UMS (see page 192)

« How to Migrate an UMS High Availability Installation to a Distributed UMS (see page 196)
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Load Balancer Is Not Stopping during the Update of the HA Installation

Symptom

When updating the High Availability (HA) installation, an error message appears saying that not all applications
could be closed before the update. A retry does not solve the problem.

Setup was unable to automnatically close all applications. It is
j recommended that you close all applications using files that need to be
updated by Setup before continuing.

Click Retry to try again, Ignore to proceed anyway, or Abort to cancel
installation,

Abort Retry Ignore

Environment
« UMS HA installation

Problem

The load balancer does not stop and stays in the "Stopping" mode:

Disabled Local System

§.p, Interactive Services Detection  Enables user notification of user input for interactive services, which enables access to.. Manual Local System
-S‘.\},Intemet Connection Sharin...  Provides network address translation, addressing, name resclution and/or intrusion pr. Disabled Local System

Solution

> Stop the load balancer manually and proceed with the update. For information regarding stopping the HA
services, see IGEL UMS HA Services and Processes (see page 893).
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Which Files Are Automatically Synchronized between the IGEL UMS Servers?

You have a multi-instance IGEL Universal Management Suite (UMS) installation (see page 309) and want to know which
files are automatically synchronized between the servers.

Prerequisites

+ AHigh Availability (HA) environment with UMS version 6.06.100 or higher
+ ADistributed UMS installation with UMS version 6.10.100 or higher

General Overview
The following files are synchronized between the UMS Servers automatically:

+ Files registered in the UMS Console

() Filesthat are not created as file objects in UMS, but only stored in the file system in
ums_filetransfer ,are NOT synchronized. For details on how/where you can create a file

object, see Files - Registering Files on the IGEL UMS Server and Transferring Them to Devices (see
page 596) and Create Firmware Customization (see page 510).

+ Thefiles of Universal Firmware Updates (see page 606) if the synchronization is enabled under UMS
Administration > Global Configuration > Universal Firmware Update and a WebDAV directory is
set as the target path for the download. For details, see the section "Synchronization of Universal
Firmware Updates (see page 179)" below.

The objects are synchronized immediately - unless a UMS Server is temporarily unreachable. In that case, the
synchronization takes place every 5 minutes or at server startup.

The synchronization applies to the file system and does not refresh the view in any UMS Console other than the one

in which the object has been created. Thus, you may need to press [F5] or the refresh button to view the object
in the UMS Console on the other server.

A To avoid problems with your HA installation, make sure that the time on the servers of the HA network
does not differ by more than one minute. After each manual time reset, the HA services on the relevant
server must be restarted.

Synchronization of Universal Firmware Updates
To enable the automatic synchronization of the firmware updates between the UMS Servers, proceed as follows:
1. Inthe UMS Console, go to UMS Administration > Global Configuration > Universal Firmware
Update.

2. Activate Synchronize downloaded Universal Firmware Updates within UMS WebDAV
directories.
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server (wr) Universal Firmware Update

UMS Administration

UMS Network
Global Configuration
[* Licenses v Synchronize downloaded Universal Firmware Updates within UMS WebDAV directories
| Certificate Management
1 Mobile Devices
Device Network Settings
Server Network Settings
Cloud Gateway Options Connection test
J Device Affributes
Administrative Tasks The FTP server settings where the files are downloaded to (optional)
Proxy Server Protocol
Default Directory Rules
¥ Universal Firmware Update
LELCR G
(1" Active Directory / LDAP
Remote Access
B Logging

Universal update seltings

The IGEL Universal Firmware files are downloaded from: fwus.igel.com’

Host

Port

Username

3. When adding a firmware update under Universal Firmware Update > [context menu] > Check
for new firmware updates, set a WebDAV directory as a target path for the download.

IGEL Universal Management Suite 6 Name Product Version

Profiles (11) Universal Firmware Updates

Master Profiles (1)

Template Keys and Groups (0) Universal Firmware Update:

Firmware Customizations (0) Include  Model Version Target directory Release Notes Rele=ca Nata
Devices (2)

Mobile Devices

IGEL UD LX 414300 hitps:/IDokuW10rd.IGEL.LOCAL:8443/ums_filetransfer
- . IGEL Zero 10.06.190 htty DokuW10rd.IGEL.LOCA _filetransfer
Shared Workplace Users

£ Views (2) IGEL UD LX 10.06 hitps:/IDokuW10rd.IGEL.LOCAL:8443/ums_filetransfer

Jobs (0) v IGEL OS 11 (IGEL M340C) 11.03.580 hitps://DokuW10rd.IGEL.LOCAL:8443/ums_filetransfer
Files (2)
Universal Firmware Update (1)
IGEL 0S 11-11.04.200
Search History (2)

ycle Bin (0)
Show only latest firmware versions (hides already downloaded versions)

Download Cancel

UMS Administration
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When the download is complete, you can see under Synchronization Status the servers for which the firmware
update has already been synchronized.

nagement Product  IGI

Version 11
Release Notes  HTML Te

Firmware Update Settings

Target URL
Snapshot file
User

Download Status

Status

ronization Status

st (external if set) Firmware Update is present
P P

miraculix6

& Universal Firmware Updates are synchronized between the UMS Servers only if HTTPS (UMS WebDAV) or
HTTP (UMS WebDAV) is selected under Protocol. These protocols are used for transferring the firmware
update files from the UMS WebDAV directory to the devices.
Firmware Update Settings

Host

Frotocol HTTPS {

Port

With any other protocol, firmware updates are not synchronized between the servers.

Connection Data Used during the Update

When a firmware update is assigned to a device, the connection information of the current server is sent to the
device if the firmware update is present in the UMS WebDAV directory of the server. If the firmware update is absent
for some reason, the connection information of a server with the firmware update available is sent.

The connection information contains

+ a Public Address if it is configured for the server under UMS Administration > UMS Network >
Server > [server's context menu] > Edit. Otherwise, the stored hostname is used.

+ a Public Web Port if it is configured for the server under UMS Administration > UMS Network >
Server > [server's context menu] > Edit. Otherwise, the stored web port is used.
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UMS Administration

Service is running

Process tasks Process Configuration

Display Name miraculix4|
Public Address

Publi

Since the connection information is dynamically adjusted, Host and Port data are not editable for the downloaded
firmware update (with the HTTP(S) (UMS WebDAV) protocol set):

Firmware Update Settings

Universal Firmware Updat
IGEL 0OS 11-11.03.580
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Load Distribution with a Number of Load Balancers

If a UMS Server and Load Balancer are installed on a shared computer, the UMS Server communicates with the
endpoint devices via port 30002, otherwise via port 30001 as is customary with a single server installation. The Load
Balancer always communicates with the devices via port 30001.

Load distribution to the load balancers can be performed as follows. When booting, the devices attempt to
establish contact with the UMS Server in this order:

« Name igelrmserver inthe DNS (Record Type A)
. DHCP tag 224
+ Local list of Remote Management Servers (in the specified order)

In a UMS High Availability network, the load balancers are automatically specified in the list of remote management
servers in the local device configuration.

If the DNS entry igelrmserver or DHCP tag224is used in an HA network, the IP of a load balancer must be
entered.
If neither this DNS entry nor the DHCP tag 224 is used, endpoint devices always connect to the first load balancer in

the setup list, i.e. all devices are communicating with a single load balancer. The other load balancers are merely
stand-bys and will be used only if the first load balancer in the list is not available.

To achieve load distribution between the load balancers, you can however use the DNS entry igelrmserver
with a Round Robin DNS. To do this, the IP addresses of all load balancers are recorded in the DNS as a Resource
Record Set forthe igelrmserver entry (cf. https://en.wikipedia.org/wiki/Round-robin_DNS). The devices then
connect randomly to one of the available load balancers, thus distributing the query load of all devices.
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License Error Because HA Servers Are out of Sync

& Solution Based on Experience from the Field

This article provides a solution that has not been approved by the IGEL Research and Development
department. Therefore, official support cannot be provided by IGEL. Where applicable, test the solution
before deploying it to a productive environment.

Symptom

HA servers are out of sync preventing devices from registering in the UMS and throwing a license error.

Environment

+ High Availability (HA) environment
+ Firmware version: any
+ UMS version: 6.01 or higher

Problem

Devices are not able to register in the UMS. Licenses are applied correctly. 2 servers appear in sync and another one
is out of sync.
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Solution

Issue is related to the UMS Licensing ID. A workaround / solution is to back up the UMS Licensing ID from the UMS
Administrator and restore it to the out-of-sync server. See Manual Synchronization of the UMS Licensing ID (see page
186).
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Manual Synchronization of the UMS Licensing ID

Overview

When the main UMS Licensing ID is not synchronized between the UMS Servers, UMS Licensing ID status

under UMS Administration > Global Configuration > Licenses reads "Not in sync, please restart server", see UMS
Licensing ID (see page 625). However, even when you restart the UMS Server, the UMS Licensing ID sometimes remains
unsynchronized. In this case, the manual synchronization is required.

Environment

+ UMS6.01.100 or higher
+ High Availability (HA) environment

Instructions
The manual synchronization of the UMS Licensing ID includes the following steps:

1. Locating the server holding the main UMS Licensing ID (see page 186)

2. Creating a backup of the UMS Licensing ID (see page 186) on that server

3. Restoring the created backup on all servers with the UMS Licensing ID unsynchronized (see page
189) and restarting all servers

Locating the Server Holding the Main UMS Licensing ID
To find out which server of the HA installation holds the Main UMS Licensing ID:

1. Open UMS Console and navigate to UMS Administration > Global Configuration > Licenses >
UMS Licensing ID.
2. Find the server with UMS Licensing ID status saying "Main UMS Licensing ID".

Server - (W) UMS LicensingID

UMS Administration

v Global Configuration Main UMS Licensing ID MIFWJCCAOQ...K7ZZhB5K Export UMS Licensing ID
v B Licenses
=} UMS Licensing ID Main UMS Licensing ID fingerprint ~ A9:10:D7:E2:9F:94:86:29:6F:9C:06:BA:89:E6:5F21:4F:F6:98:09:4ADC.7F.C5:AE.E0:65:84:27:57:17:12

[£5) UMS Licenses
Device's Licenses

3 Deployment UMS Licensing ID status
3 UDC2 Deployment Host name Server status UMS Licensing ID status UMS Licensing ID UMS Licensing ID fingerprint

» [ Mobile Devices DokuW10rdIGELLOCAL  Running Main UMS Licensing ID MIFWICCAQ.. KTHZZhBSK A9:-10-D7:E2:9F-94:86:29:6F-9C:06 BA'89
W Certificate Management

Creating a Backup of the UMS Licensing ID

1. Openthe UMS Administrator (see page 747) on the server with the main UMS Licensing ID you
located in the previous step.

() Default path to the UMS Administrator:
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Linux: /opt/IGEL/RemoteManager/RMAdmin.sh

Windows: C:\Program Files\IGEL\RemoteManager\rmadmin\RMAdmin.exe
The IGEL UMS Administrator application can only be started on the UMS Server.

2. Go to UMS Licensing ID Backup.

E IGEL Universal Management Suite Administrator

ls_x Main UMS Licensing ID NZZhBSK Create new Main
K\

Main UMS Licensing ID fingerprint 4.86:29:6 6 9:E6:5F.21:4F F6:98:09:4A.DC.7F.C5:AE:EQ:6!

Seftings
Local UMS Licensing ID
)3 Local UMS Licensing ID fingerprint 9c:0 5F:21:4F F6:98:09:4A.DC: 7TF.C5:AE:EQ
UMS Licensing ID Backup
UMS Licensing ID Backup

Directory

o
'8

Datasource

3. Click Change if you want to change the directory for storing the backup.
4. Click Create.

! IGEL Universal Management Suite Administrator

% Main UMS Licensing ID MIFWJCCAO... KTHZZnB5K Create new Main UMS nsing ID

Main UMS Licensing ID fingerprint ~ A9:10:D7:E2:9F:94:86:29:6F.9C:06:BA:89:E6:5F.21:4F F6:98:09:4ADC.7F.C5:AE.E0:65:84:27:57:17:12
Settings

Local UMS Licensing ID MIFWJCCAOQ...K7lyZZhB5K
BER Local UMS Licensing ID fingerprint  A9:10:D7:E2:9F:94:86:29.6F.9C.06:BA:89:E6:5F.21:4F F6.98.09:4ADC.7F.C5:AE.E0:65:84.27.57:17:12
UMS Licensing ID Backup
UMS Licensing ID Backup

Directory C:\Users\iocadmin Change
Backups

ﬁ UMS Licensing ID backup name

Datasource

The UMS Licensing ID Backup dialog opens.
5. Under UMS Licensing ID backup name, specify a name for the backup.

Endpoint Management (UMS) 187/1192



UMS Articles

IGEL

6. Under Set UMS Licensing ID password, specify a password for the backup and confirm it.
Remember the password, otherwise you won't be able to restore the backup.
UMS Licensing ID Backup

UMS Licensing ID backup name

main_UMS-lic-ID

Set UMS Licensing ID password

Password:

Confirm password

A Please note that this UMS Licensing ID backup can only be restored if you are able to supply the password entered here!

7. Click Ok.
The backup has been created.

! IGEL Universal Management Suite Administrator

Main UMS Licensing ID MIFWJCCAQ.. K7 lyZZhB5K Create new Main UMS Licensing ID
Main UMS Licensing ID fingerprint  A9:10:D7:E2:9F:94:86:29.6F:9C.06:BA-89:E6.5F21:4F F6:98:09:4A:.DC7
Local UMS Licensing ID MIFWJCCAO.. KTyZZhB5K

Local UMS Licensing ID fingerprint  A9:10:D7:E2:9F:94:86:29:6F:9C.06:BA:89:E6.5F 21:4F:F56:98:09
UMS Licensing ID Backup
UMS Licensing ID Backup

Directory C:\Users\locadmin Change
Backups

UMS Licensing ID backup name Date
ﬁ main_UMS-lic-ID Mon Aug 24 14:53:58 CEST 2020

Datasource

8. Transfer the created backup to every server where the UMS Licensing ID is not in sync.
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Restoring the Backup on All Servers with the UMS Licensing ID Unsynchronized
1. Open the UMS Administrator > UMS Licensing ID Backup on every server where the UMS Licensing

IDis notin sync.
2. Click Change and select the directory where the backup was saved.

E IGEL Universal Management Suite Administrator

Main UMS Licens|

Main UMS Licensing 1D fingerprint

0

nsing ID il
Local UMS Licensing ID fingerprint ~ 8B:F9:82

15ing D Backup
UMS Licensing ID Backup

Directory  C:\U! ocadmin Change

UMS Licensing ID backup name

Create

The backup appears in the list of the available UMS Licensing ID backups.

3. Select the backup and click Restore.
E IGEL Universal Management Suite Administrator

Main UMS ing ID ain UME ing 1D

Main UMS L ing ID fingerprint B6:7B:E2.F9:47
Settings

Local UMS sing 1D

Local UMS Li sing 1D fingerprint

Do
(I

ing ID Backup
UMS Licensing ID Backup

Directory Change

| UMS Licensing ID backup name Date
L] main_UMSHic-ID Mon Aug 24 14:53:53 CEST 2020
Iy B

Datasource

The Restore UMS Licensing ID dialog opens.
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4. Enter the password and click OK.
Restore UMS Licensing ID

word to restore the UMS Licensing ID:

A The backup can only be restored with the p word that was setwhen the backup was created!

5. Confirm the restoring.
Restore UMS Licensing ID

9 The Universal Management Suite UMS Licensing ID will be restored from backup main_UMS-lic-ID and has the following first and last 10 characters:

- M \0.. KTNZZ

Are you sure you want to continue?

o

Repeat the procedure for all servers with the UMS Licensing ID unsynchronized.

7. When the backup restoring procedure is complete, restart all servers if you have not yet done so.
In the UMS Console, the UMS Licensing ID status under UMS Administration > Global
Configuration > Licenses > UMS Licensing ID should show that the UMS Licensing ID is now
synchronized on all servers.
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Error Message When Switching Back from an Externally Signed CA to the Internal CA

& Solution Based on Experience from the Field

This article provides a solution that has not been approved by the IGEL Research and Development
department. Therefore, official support cannot be provided by IGEL. Where applicable, test the solution
before deploying it to a productive environment.

Symptom

After testing externally signed CA, if switch back to the internal one, an error message will come up:

Pleass uninstall and reinstall all IGEL UMS Load Balancer of the network using the created network token.
Altemativedy you can also install the created network token manually on all systams with installad Load Balancer.

Environment
« UMS HA; UMS version: any

Solution

1. Runtheinstaller again.
2. Choose Repair.
3. Pointto the HA 'token'/ certificate and install it that way.
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How to Migrate an UMS High Availability Installation to a Standalone UMS

This article describes a step-by-step procedure to manually migrate from a High Availability IGEL Universal
Management Suite (UMS) to a Standard UMS installation. You can find the procedure for Windows and for Linux.

You can use this procedure, for example, if you are currently using IGEL Load Balancers with one UMS Server as a HA
installation but do not need that anymore because 0S12 devices do not use the Load Balancers for the
communication.

It can either be used:

+ on an existing installation of UMS 6 or UMS 12 if you want to keep your installed version.
+ during an upgrade to UMS 12.

() Before the migration, learn about the differences between High Availability UMS and Standard UMS
under Installing an IGEL UMS Server (see page 309).

The migration procedure consists of the following tasks:

1. Removal of some objects from the current installation which indicate High Availability to the
installer, like UMS Watchdog, Load Balancer, and config file for ActiveMQ.

2. Normalinstallation or upgrade workflow with downtime. For details, see Updating HA Installation:
With Downtime of the Servers (igel.com).

3. Validation of the installation.

Switch the Installation on Windows

A Before the switch, create a backup of the database and create backups of all the servers.

To switch the installation, you need to perform the following steps. All the steps must be executed with
Administrator privileges:

1. Stop the UMS Server service on all servers.
2. Choose the server you want migrate for the next steps.

a. Gototheinstallation folder of the UMS.
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b. Stop the Windows Services for the Load Balancer and the Watchdog.

. Services - O

File Action View Help

(_?E‘I” 1| Q] = ﬂ g B
Services (Local) . Services (Local)
Select an item to view its description.  Name Description Status Startup Type |
£} Hyper-V Time Synchronizat... Synchronize... Manual (Trig... |
&} Hyper-V Volume Shadow C... Coordinates.., Manual (Trig... |
£} IGEL Elasticsearch Elasticsearc... Running Automatic |
&4 1GEL RMGUIServer Running  Automatic |
ELIGEL UMS Load Balancer IGEL Univer... Running Automatic |
&4 IGEL UMS Watchdog IGEL Univer... Running Automatic |
{CLIKF and AnthlD IPcer Kevina  The IKFFYT Runninn  Avtamatic (T |

c. Execute the following commands in the Windows command shell:
+ umswatchdog\etc\bin\jsl.exe -remove

+ umsbroker\etc\bin\jsl.exe -remove
Both Windows Services should now be removed from the Windows Services.

d. Delete the folders umswatchdog and umsbroker from the installation home
directory.

e. Deletethefile rmguiserver\conf\IAMQ_info_storage.xml.

f. Reinstall the current UMS version or upgrade the UMS.

g. You should get the possibility to choose Standard UMS in the selection dialog of the
installation. Choose Standard UMS and finish the installation.

h. Verify in the UMS Administrator that the Device Communication Port is set to 30001.

i. Open the UMS Console, navigate to Server Network Settings and verify that Distributed
UMS is not selected. If it is selected, deselect it and restart the UMS.

3. Delete existing UMS Load Balancers which are installed on other servers where no UMS Server is
installed.

4. Update load balancing configurations if they are using UMS Load Balancer addresses.

5. Uninstall UMS on the other servers if you are happy with the Standard UMS.

Switch the Installation on Linux

A Before the switch, create a backup of the database and create backups of all the servers.
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To switch the installation, you need to perform the following steps. All steps must be executed with Administrator
privileges. We omit sudo in the following description:

1. Stop the UMS Server service on all servers.
2. Choose the server you want to migrate for the next steps.
a. Gototheinstallation folder of the UMS.

b. Stop the Windows Services for the Load Balancer and the Watchdog:
+ systemctl stop igel-ums-broker.service

+ systemctl disable igel-ums-broker.service

« rm /etc/systemd/system/igel-ums-broker.service
+ systemctl stop igel-ums-watchdog.service

+ systemctl disable -digel-ums- watchdog.service

+ rm /etc/systemd/system/igel-ums- watchdog.service

c. Delete the folders umswatchdog and umsbroker from the installation home
directory.

d. Deletethefile rmguiserver/conf/IAMQ_info_storage.xml.

e. Reinstall the current UMS version or upgrade UMS.

f. You should get the possibility to choose Standard UMS in the selection dialog of the
installation. Choose Standard UMS and finish the installation.

g. Verify in the UMS Administrator that the Device Communication Port is set to 30001.

h. Open the UMS Console, navigate to Server Network Settings and verify that Distributed
UMS is not selected. If it is selected, deselect it and restart the UMS.

3. Delete existing UMS Load Balancers which are installed on other servers where no UMS Server is
installed.

4. Update load balancing configurations if they are using UMS Load Balancer addresses.

5. Uninstall UMS on the other servers if you are happy with the Standard UMS.

Final Steps - Validation

To validate the Standard UMS installation you can do the following:
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+ Test the communication to some devices.
+ Check if IGEL Cloud Gateway (ICG) is still connected to the UMS Server.
+ Perform other checks that you do after an upgrade of UMS.
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How to Migrate an UMS High Availability Installation to a Distributed UMS

This article describes a step-by-step procedure to manually switch from a High Availability IGEL Universal
Management Suite (UMS) to a Distributed UMS installation. You can find the procedure for Windows and for Linux.

() Before the migration, learn about the differences between High Availability UMS and Distributed UMS
under Installing an IGEL UMS Server (see page 309).

The migration procedure consists of the following tasks:

1. Removal of some objects from the current installation which indicate High Availability to the
installer, like UMS Watchdog, Load Balancer, and config file for ActiveMQ.

2. Normalinstallation or upgrade workflow with downtime. For details, see Updating HA Installation:
With Downtime of the Servers (igel.com).

3. Validation of the installation.

Switch the Installation on Windows

A Before the switch, create a backup of the database and create backups of all the servers.

To switch the installation, you need to perform the following steps. All the steps must be executed with
Administrator privileges:

1. Stop the UMS Server service on all servers.
2. Choose one server and perform the following:
a. Go to theinstallation folder of the UMS.
b. Stop the Windows Services for the Load Balancer and the Watchdog.

c. Execute the following commands in the Windows command shell:
+ umswatchdog\etc\bin\jsl.exe -remove

+ umsbroker\etc\bin\jsl.exe -remove

Both Windows Services should now be removed from the Windows Services.
d. Delete the folders umswatchdog and umsbroker from the installation home directory.

e. Delete the file rmguiserver\conf\IAMQ_info_storage.xml.
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f. Reinstall the current UMS version or upgrade the UMS.

g. You should get the possibility to choose Distributed UMS in the selection dialog of the
installation. Choose Distributed UMS and finish the installation.

h. Verify in the UMS Administrator that the Device Communication Port is set to 30001.

i. Open the UMS Console, navigate to Server Network Settings and verify that Distributed
UMS is selected.

3. Execute step 2 for the remaining servers. This can be done in parallel.

4. Delete existing UMS Load Balancers which are installed on other servers where no UMS Server is
installed.

5. Update load balancing configurations if they are using UMS Load Balancer addresses.

Switch the Installation on Linux

& Before the switch, create a backup of the database and create backups of all the servers.

To switch the installation, you need to perform the following steps. All steps must be executed with Administrator
privileges. We omit sudo in the following description:

1. Stop the UMS Server service on all servers.
2. Choose one server and perform the following:
a. Gototheinstallation folder of the UMS.

b. Stop the Windows Services for the Load Balancer and the Watchdog:
+ systemctl stop igel-ums-broker.service

+ systemctl disable +digel-ums-broker.service

+ rm /etc/systemd/system/igel-ums-broker.service
+ systemctl stop igel-ums-watchdog.service

+ systemctl disable digel-ums- watchdog.service

« rm /etc/systemd/system/igel-ums- watchdog.service

c. Delete the folders umswatchdog and umsbroker from the installation home directory.

d. Delete the file rmguiserver/conf/IAMQ_info_storage.xml.
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e. Reinstall the current UMS version or upgrade UMS.

f. You should get the possibility to choose Distributed UMS in the selection dialog of the
installation. Choose Distributed UMS and finish the installation.

g. Verify in the UMS Administrator that the Device Communication Port is set to 30001.

h. Open the UMS Console, navigate to Server Network Settings and verify that Distributed
UMS is selected.

3. Execute step 2 for the remaining servers. This can be done in parallel.

4. Delete existing UMS Load Balancers which are installed on other servers where no UMS Server is
installed.

5. Update load balancing configurations if they are using UMS Load Balancer addresses.

Final Steps - Validation
To validate the Distributed UMS installation you can do the following:

+ Test the communication to some devices.

+ Checkif IGEL Cloud Gateway (ICG) is still connected to all UMS Servers.

+ Create a ‘Save Support Information’ archive. The archive should contain log files from all UMS
Servers.

+ Perform other checks that you do after an upgrade of UMS.
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Device

« Device Scan or Online Check fails (see page 200)

« Registration of a Device in the IGEL UMS Fails (see page 201)

« Device Registration fails with Error Message: Unexpected end of input stream (see page 204)

« Device Registration Behind SonicWall Firewall Fails (see page 205)

» Renaming IGEL OS Devices (see page 206)

« Changing the Hostname of an Endpoint Device via UMS (see page 209)

« Monitoring Device Health and Searching for Lost Devices (see page 210)

« Managing IGEL OS Devices by Device Specific Data - What Device Attributes Can Do for You (see page
221)
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Device Scan or Online Check fails

Symptom

Although a device responds to a ping command, it does not appear in the UMS Console's list of scanned devices,
can not be registered or shows up as offline (red) in the UMS Console's navigation tree.

Problem

The packets for scanning the devices or checking their online status are getting blocked within the network, e.g. by
afirewall or VPN.

Solution

Make sure UDP packets on port 30005 are not blocked within your network. Those packets are used for both,
scanning for devices as well as checking the status of the clients.

See also IGEL UMS Communication Ports (see page 30).
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Registration of a Device in the IGEL UMS Fails

The following article explains the possible reasons and solutions for device registration failure in the IGEL Universal
Management Suite (UMS).

Symptom

Although a device can be scanned from the UMS Console, it cannot be registered on the UMS Server. One of the
following error messages will appear in the UMS Console:

+ Cannot connect to remote management server
« Protocol state invalid

e Certificate invalid

Problem
This may be caused by

« the server's firewall blocking the process

« an already existing UMS certificate on the device

+ some database service hanging

+ network transfer delays or losses affecting the registration process
+ not correct time / date on the device or the UMS Server

Solution

Solving the Firewall Problem

1. Onyour system running the UMS Console and UMS Server, add the following port to the Windows
firewall as an exception:

« Name= IGEL RMGUIServer
« TCP Port= 30001

@ Ifyou have changed the standard port 30001 in the UMS Administrator, open the
firewall accordingly for this port. For more details on ports, see UMS
Communication Ports (see page 30).
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2. Make sure no other firewall within the network is blocking ports 30001 and 30005.

3. Trytoimport the device again.

() Itcan also be useful to check the network firewall for SSL inspection.

Solving the Certificate Problem

» Deletethe server.crt certificate from /wfs/ folder on the device. Try to register the device again.

OR

> Reset the device to factory defaults and try to register the device again. For how to reset the IGEL OS device to
factory defaults, see Reset to Factory Defaults.

OR

> If you know from which UMS Server exactly the device has received the certificate and have access to this UMS
Server, you can remove the certificate as described under Removing a UMS Certificate from the Device (see page 283).
Solving the Database Problem

» In the UMS Administrator > Datasource, disable the currently active data source and re-activate it again. Try to
register the device again.

For details on the UMS Administrator, see The IGEL UMS Administrator (see page 747).

Checking the Network

» Check if the network is fine by sending pings from the device console to your UMS Server:
ping -s -c 10 -M do

Start with SIZE =1500 and decrease the size of packages until all packages got transferred without fragmentation or
package loss. 1440 / 1400 / 1350 / 1300 are good values to test with.

() For"pinging" the UMS Server on a device with IGEL OS, you can use the built-in network tools (by
default, Start menu > System > Network Tools; see Network Tools).

Checking Time and Date

» Check if the time and date are set correctly on the device (see Time and Date) and on the UMS Server.

@ Tip

If you have problems with device registration in the UMS, it is generally recommended to check

Endpoint Management (UMS) 202 /1192



UMS Articles

IGEL

« if the registration directly from the endpoint device functions, see UMS Registration. If not,
it is usually a sign of some network problems.

« if thereis another UMS on the network, and the DHCP and/or DNS server configuration
points to the "wrong" UMS.

Related Topics
Thin Client Registration fails with Error Message "Unexpected end of input stream" (see page 204)
Device Registration Behind SonicWall Firewall Fails (see page 205)

Device Scan or Online Check fails (see page 200)
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Device Registration fails with Error Message: Unexpected end of input stream

Symptom

UMS console shows an error message like "Unexpected end of input stream found at ..." during registration of
devices.

Problem

Devices cannot register with UMS over a remote link via VPN gateway, router, firewall or other networking device
due to issues with large packets.

The error may occur even if there is no NAT used and the networking device seems to be configured correctly so e.g.
pinging is successful in both directions.

Solution

Please consult the documentation for your network device and look up the options for handling large packets. In
the case of SonicWall devices the solution is settingthe Ignore Don't Fragment Bit option.
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Device Registration Behind SonicWall Firewall Fails

Symptom

The devices are detected by the UMS during a scan, but registration fails. UMS console shows an error message like
"Unexpected end of input stream found at...".

Possible Causes
The following causes have been reported with firewalls by SonicWall;

+ Large packets: See Thin Client Registration fails with Error Message "Unexpected end of input
stream" (see page 204).

+ SonicWall DPI-SSL replaces the UMS certificate: If SonicWall DPI-SSL is enabled, it functions as
intermediate CA and sends its own certificate to the devices instead of the original UMS certificate.
As a consequence, the devices refuse to register because they would only accept the original UMS
certificate.

Solution

1. In SonicWall, under DPI-SSL Status, add the IP address of the UMS server to the list of DPI-SSL
exclusions.
2. Restart the VPN tunnel.
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Renaming IGEL OS Devices

By default, if no naming convention is activated and the original hostname of the IGEL OS device has not been
changed, the name a device gets upon registration in the UMS is composed of the prefix “ITC” ("TC-", in the case of
import with the serial number) and the MAC address of the device.

Example: ITCOOEOC520XXXX; TC-00EOC520XXXX

() Before renaming/registering the devices, it is recommended, first of all, to pay attention to the following
settings in UMS Console > UMS Administration > Global Configuration > Device Network Settings >
Adjust Names of Devices. Activate them according to your needs:

UMS Administration (Additional requests that exceed the queue size should be rejected.)

» [ Events
Global Configuration Adjust Names of Devices
» [ Licenses

» [ Certificate Management Adjust UMS-internal name if network name has been changed
» [ Mobile Devices

B Device Network Settings : Adjust network name if UMS-internal name has been changed
i Server Network Settings
=& Cloud Gateway Options
EJ Device Attributes
Administrative Tasks

Naming Convention

H nable namin nvention for new devi
£ Proxy Server Enable na g convention for new devices

Renaming upon Registration

Option 1: Via UMS Console > Device Network Settings > Naming Convention

1. Before registering the devices, activate and define Naming Convention in the UMS under UMS
Administration > Global Configuration > Device Network Settings, see Device Network
Settings (see page 645).

2. If the network name, i.e. terminal name, of the device, should be adjusted, enable Device
Network Settings > Adjust network name if UMS-internal name has been changed.

3. Save the changes.

@ Tip
If the network name remained unchanged after the device registration is complete, click Other
commands > Settings UMS->Device from the device's context menu.

Option 2: Via UMS Console > System > Import > Import Devices (Short or Long Format Only) If the Required Names
Are Preliminarily Defined in the Import File

If the Naming Convention option does not suit your needs, you can import the devices with the names that fulfill
your requirements. For the general instruction, see Importing Devices (see page 410).

1. When preparing the import file, specify the required device names. See Import with Short
Format (see page 411) or Import with Long Format (see page 412).

Endpoint Management (UMS) 206/1192



UMS Articles

e

IGE

2. Ifthe network name, i.e. terminal name, of the devices, should be adjusted, enable UMS
Administration > Global Configuration > Device Network Settings > Adjust network name if
UMS-internal name has been changed.

Option 3: Via IGEL Setup > Accessories > UMS Registration

If the Naming Convention is not activated and you need to register only a small number of devices, you can specify
the required name when registering the device as follows:

> Onthe device, open IGEL Setup > Accessories > UMS Registration and specify the device name you need
under New host name. For more information, see Using UMS Registration Function.

Option 4: Via IGEL Setup > Network > LAN Interfaces > Terminal name

If the Naming Convention is not activated:

> Before registering the device in the UMS, adjust its name locally under IGEL Setup > Network > LAN Interfaces
> Terminal name. When the device is registered, this name will also be used in the UMS.

Renaming Already Registered Devices

Option 1: Via UMS Console > Device Network Settings > Naming Convention

1. Activate and define Naming Convention in the UMS under UMS Administration > Global
Configuration > Device Network Settings, see Device Network Settings (see page 645).
2. If the network name, i.e. terminal name, of the device should be adjusted, enable Device Network
Settings > Adjust network name if UMS-internal name has been changed.
3. Save the changes.
4. Torename the devices, select one of the following options:
« Rename all devices: All devices registered in the UMS will be renamed in accordance with
the naming convention using the existing enumeration.
Example:
v B Devices (2)
v @ Augsburg (2)
¥ Fp techdoc (2)

¥ g RD (2)
¥ {d-RD0O1

] td-RD109

« Rename and renumber all devices: All devices will be renamed in accordance with the
naming convention, this will result in continuous, end-to-end numbering. All names will be
reallocated. If numbers have become free because devices were taken out of service, these
numbers will be used for other devices.
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Example:
v ] Devices (2)

¥ P Augsburg (2)

¥ g techdoc (2)

Y fp RD (2
¥ td-RDO1

© Tip
If the network name remained unchanged, click Other commands > Settings UMS->Device
from the device's context menu.

Option 2: Via UMS Console > System > Import > Import Devices (Short or Long Format Only) If the Required Names
Are Preliminarily Defined in the Import File

If the Naming Convention option does not suit your needs, you can reimport the devices with the names that fulfill
your requirements. For the general instruction, see Importing Devices (see page 410).

1. When preparing the import file, specify the required device names. See Import with Short
Format (see page 411) or Import with Long Format (see page 412).

2. Ifthe network name, i.e. terminal name, of the devices, should be adjusted, enable UMS
Administration > Global Configuration > Device Network Settings > Adjust network name if
UMS-internal name has been changed.

Option 3: Via UMS Console > [device's context menu] > Rename or via Network > LAN Interfaces > Terminal name

> If you have to rename individual devices, see Changing the Hostname of an IGEL Device via UMS (see page 209).

Option 4: Via IGEL Management Interface (IMI)

> If you are using IMI, you can rename your devices as described under PUT /v3/thinclients/{tcld}.

& General Notes
+ After renaming via UMS, it may be necessary to reboot the endpoint up to three times
before the changed network name is displayed correctly.
+ Scripts under System > Firmware Customization > Custom Commands as well as some
DNS or DHCP infrastructure settings may interfere and obstruct the renaming of devices.
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Changing the Hostname of an Endpoint Device via UMS

There are two different ways to change the hostname of an endpoint device via UMS:

Option 1:

If Adjust UMS-internal name if network name has been changed is checked under UMS Administration > Global
Configuration > Device Network Settings:

1.

NGO AWN

Right-click the device within the UMS structure tree.

Choose Edit Configuration.

Go to Network > LAN Interfaces.

Change Terminal name.

Click Save.

Select that you want the settings to be applied Now.

Click the Refresh button in the UMS in order to see the changed hostname.
Reboot the device.

Option 2:

If Adjust network name if UMS-internal name has been changed is checked under UMS Administration > Global
Configuration > Device Network Settings:

1.

Nouokwn

Right-click the device within the UMS structure tree.
Choose Rename.

Change the name.

Click OK.

Right-click the device.

Choose Other commands > Settings UMS -> Device.
Reboot the device.
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Monitoring Device Health and Searching for Lost Devices

Overview
You have two possibilities of monitoring the devices' health:

+ Online check: The UMS initiates a regular poll to all devices.

+ Last contact between the UMS and the devices: The UMS is aware of the time and date when it had
its last interaction with devices; with IGEL OS 11.05.100 or higher, devices can send periodical
heartbeat signals to the UMS.

Both methods can be combined; it is recommended to review the advantages and disadvantages. Generally
speaking, a combination makes sense if network load is not an issue.

Environment

+ Reportable heartbeat: Endpoint devices with IGEL OS 11.05.100 or higher
+ Checking the last contact between the device and the UMS: UMS 6.07 or higher
+ UMS and endpoint devices are connected directly or via ICG

Online Check (UMS Polls the Devices)

The UMS Server polls the devices in a configurable time interval. When a device responds to the poll, its icon is
green -E-; when a device does not respond, its icon turns red .! (When the online check is disabled, the icon is
grey -;) For more information on the display of icons, see Devices (see page 521).

The online check can be enabled or disabled under Misc > Settings > Online Check; also, the time interval can be
configured there.

Advantages:

+ Works with any firmware version (and any UMS version).
+ Provides an instant insight into device health by means of colored icons.
« Status updates can be very frequent (max. every 0.1 seconds).

Disadvantages:

+ Causes relatively high network load, as all devices are polled at the same time (the overall network
load is dependent on the time interval).
+ Offline devices cannot be traced systematically, must be looked up manually in the structure tree.

Last Contact between Device and UMS (Devices Send Data to the UMS)

You can search explicitly for devices that did not have any interaction with the UMS for a given time. By creating an
appropriate view, you can determine which device last had contact with the UMS at which time. This may be useful
for detecting devices that are not operational anymore.

In addition to the previously existing contacts, devices with IGEL OS 11.05.100 or higher can send periodical
heartbeat signals to the UMS to indicate that they are still operational.
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Advantages:

+ Systematic searches for lost devices are possible.
+ The search results can be saved and sent by e-mail.
« Low network load, or no additional load at all:
+ When the heartbeat feature is used: The heartbeat signals are sent with random delay
times. (Of course, the overall network load is dependent on the time interval).
« When the heartbeat feature is not used: No additional network load is generated.

Disadvantage:

+ Status updates cannot be as frequent as with the online check.
Tracing Devices by Their Last Contact with the UMS

Tracing a Specific Device

1. Inthe structure tree, go to Devices or use the search slot to find the desired device.

Edit

gj @ @ z ﬁ c\j{) Q; % 2 UMs web App

Server - 127.0.1.1 ! C \D

Management Suite

@ ITCO005056930CAD

omizations (0)
(1)

] TCo05056930CAD
Mobile D 0 Attribute Value

¥ System Information

¥ Advanced System Information

Attribute
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Finding Devices That Have Not Shown Up since a Given Time
1. Inthe structure tree, to to Views, open the context menu, and select New View.
F views (0)
Jobs (0)
B Files (
Universal Firmwar B8 Access control
IGEL 0S5 11-11.
h History (0

le Bin (0) B Paste

[ New Directory
UMS Administr g new view

2. Enter an appropriate Name, and, optionally, a Description, and click Next.
Create new view

View name

Endpoint Management (UMS)
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3. Inthe search field, type "contact" to reduce the number of criteria.

Create new view

Select criterion
contact|

¥ Asset Inventory

® [ast Contact Time (Absolute) Last Contact Time (Relative)

4. Choose one of the following criteria and click Next:
» Last contact time (relative): The time interval between the last contact between the UMS
and the device and now. This can be the last received heartbeat or any other kind of
communication.
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« Last contact time (absolute): The date of the last contact between the UMS and the
device. This can be the last received heartbeat or any other kind of communication.
Create new view

Select criterion

¥ Accat Invantnru

® | ast Contact Time (Absolute) Last Contact Time (Relative)

5. Provide the data, depending on whether you chose Last contact time (relative) or Last contact
time (absolute), and then click Next.

« If you have selected Last contact time (relative):

« Within the last [number of] days: Find devices whose last contact with the UMS was
between yesterday and the given number of days ago.

+ More than [number of] days ago: Find devices whose last contact with the UMS is
more than the given number of days ago.
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+ Inrange from [number] to [number of] days ago: Find devices whose last contact
with the UMS was within the given time interval.

Create new view

Date Search Relative

® Within the last |3 i days

Maore than

In range from

« If you have selected Last contact time (absolute):
« Date range: Find devices whose last contact with the UMS was within the given date
range.
« Date: Find devices whose last contact with the UMS was on the given date.

Create new view

Date search

®* Date range

from 201 3-16

to 2021-03-18

6. Review your settings and click Finish.
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Create new view

Finish view creation

WET ]

ription

criteria

Marrow search criterion (AND)

Create additional search criterion (OR)

Finish

ription  Determines

Settings

6 matching o

8. To make the Last contact column visible, click the icon that is shown underneath and then select
Last contact in the Choose visible columns dialog.
Mame Last contact
Description  Determines the last contacts with devices

Rule Last Contact within the last

updated at 115 Refresh

known IP address

£ techdo
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Choose visible columns

Calumn name

10 maintenance subscription

The results are shown.
Name Last contact
Description  Determines the last contacts with devices
Rule Last Contact within the last
Result i st updated at 1

Matching devi

Mame

| techdoc
] techdoc0s

You can save the results in various formats (see Saving the View Results List (see page 585)) or send
them via e-mail (see Sending a View as Mail (see page 586)).
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Configuring Devices to Send a Reportable Heartbeat

1. Inthe UMS Console, go to UMS Administration > Device Network Settings and edit the settings
as follows:
+ Activate Configure devices to send periodic contact signal
+ Set Heartbeat interval to the desired value.

() The heartbeat signal will have a random delay of 0 to 10 minutes. This is to avoid overloads
which might occur when large amounts of devices send their heartbeat signals
simultaneously.

Configuration of the System Information Update

V' Lpdat 11 infarmation on selection of a device

Advanced Device's Status Updates

Heartheat Signal
V' Configure devices to send periodic contac

Heartheat interval: 3 hours

Automatic Registration

4 ho

5 hours

Enable autormatic irmport)

Device Requests

mum number of concurrent nre

T
2. Click = to save your settings.
The settings will become effective the next time the devices receive their settings from the UMS.
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Other commands > Settings UMS->Device.
' Devices
ITCot

Mobile | . .
onfiguration Change Status' flag

control

Shutdown

Wake up

Reboot

Update & ot commands
oth

Specific ice Command

License manually...

Endpoint Management (UMS)
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3. To make the new settings effective immediately, go to Devices, open the context menu, and select

Send Message

Reset to Factory Defaults

File UMS-=Device

Download Flashplayer
Remove Flashplayer
Store UMS Cert
Bemove UMS Certi
se information
1 infermation
Refresh
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4. Confirm with Settings UMS->Device.

Devices receive settings from database Xx
ve settings from database

1 ITCDO50568:

ettings UMS-=Dev
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Managing IGEL OS Devices by Device Specific Data - What Device Attributes Can Do
for You

Self-defined device attributes can be used to configure devices with the IGEL Universal Management Suite (UMS)
according to device-specific data like location, department, or attached hardware.

To use this functionality, you create a custom script on the device that retrieves the desired data and sets the value
of the relevant device attribute accordingly.

Note that you must use the UMS internal name of an attribute, not the display name. The UMS internal identifier is
displayed in the UMS Console under UMS Administration > Global Configuration > Device Attributes; see
also Managing Device Attributes for IGEL OS Devices (see page 653).

Also, note that permission to change attribute values must be granted by the UMS. This is the case if the Overwrite
Rule is set to Devices or All in the UMS Console under UMS Administration > Global Configuration > Device
Attributes; see also Managing Device Attributes for IGEL OS Devices (see page 653).

() Thecharacter limit for device attributes is 100 characters. Longer entries will not be synchronized with the
UMS.

Environment

+ IGELUMS 6.10 or higher
+ Devices with IGEL OS 11.07.100 or higher

Command Reference

List All Device Attributes

/sbin/rmagent-devattrs-enum

Lists all device attributes including the current value for this device. The enumeration is ordered according to the
attribute's order id.

Example:

root@ITCOO5056930CAD:~# rmagent-devattrs-enum
country:range:US
division:range:First division

location:range:5an Francisco
root@ITCOO5056930CAD: ~# |
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Device Attribute of the Type "List": List All Possible Values

/sbin/rmagent-devattrs-enum-range <ATTRIBUTE_NAME>

Enumerates entries of the given range. The enumeration is ordered according to the range item's order id.
Example:
root@ITCOO5056930CAD:~# rmagent-devattrs-enum-range location

Augsburg
Karlsruhe

San Francisco
root@ITCOO5056930CAD: ~# |

Print Attribute Type

/sbin/rmagent-devattrs-get-type <ATTRIBUTE_NAME>

Prints the type of the given attribute. Possible types are:

« string

+ number

+ date (format: yyyy-mm-dd)
*+ range

Example:

root@ITCOO5056930CAD:~# rmagent-devattrs-get-type location
range

root@ITCOO5056930CAD: ~# |

Print Attribute Value

/sbin/rmagent-devattrs-get <ATTRIBUTE_NAME>

Prints the current value of the given attribute.
Example:

root@ITCOO5056930CAD:~# rmagent-devattrs-get location
San Francisco

root@ITCO05056930CAD: ~# |
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Set Attribute Value

/sbin/rmagent-devattrs-set <ATTRIBUTE_NAME> <ATTRIBUTE_VALUE>

Sets the given attribute to the specified value. If the overwrite rule for this attribute does not permit the device to
change the value, an error is returned. Note that this command does not check the value type.

Example:

root@ITCOO5056930CAD :~# rmagent-devattrs-set location "San Francisco"
root@ITCOB5056930CAD :~# rmagent-devattrs-get location

San Francisco
root@ITCO05056930CAD: ~# [

Reset Attribute Value

/sbin/rmagent-devattrs-reset <ATTRIBUTE_NAME>

Resets the given attribute to an empty value.

Example:

root@ITCO05056930CAD :~# rmagent-devattrs-get location
Augsburg

root@ITCOO5056930CAD:~# rmagent-devattrs-reset location
root@ITCOO5056930CAD :~# rmagent-devattrs-get location

root@ITCOO5056930CAD:~# |

Send Attributes to UMS If a Value Has Been Changed by Device

/sbin/rmagent-devattrs-sync

If any of the attribute values have been changed by the device, the complete set of attributes is sent to the UMS.

Send Attributes to UMS

/sbin/rmagent-write-device-attributes

The complete set of attributes is sent to the UMS.
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Start of the UMS Console / Web App

« UMS Web App: The Browser Displays a Security Warning (Certificate Error) (see page 225)
« Starting UMS Console Crashes NX Session (see page 242)

« UMS Console doesn't start on Linux System without X11 (see page 243)

« UMS Web App: "404 - System Error" Message (see page 244)
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UMS Web App: The Browser Displays a Security Warning (Certificate Error)

Symptom

When opening the UMS Web App, the browser displays a security warning and/or reports a certificate error.

Environment
+ UMS Web App (UMS 6.06 or higher)

Problem

The customer uses an end certificate from a root CA that is not known to the browser. This is the case for self-signed
certs, e.g. the default implementation.

Solution

Exporting the Certificate from the UMS

1. Inthe UMS Console, go to UMS Administration > Global Configuration > Certificate
Management > Web.

2. Make sure all end certificates in use are derived from the same root CA certificate.

Select the root CA certificate in use, open the context menu, and select Export certificate.

Suhject Alternative Mames

cate content

LT" Import
Irmport

L Import ce

= Export certificate

lcate chain to ki
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4. Select an appropriate location, select the correct file extension for your browser (most common:

*.crt or x.cert ), and click Save.

Save x

Loaok In: Do o [-3 (0o} P

cert.ort

5. Add the certificate to the trusted certificates of your browser. For instructions, see Importing the
Certificate into the Browser (see page 226).

Importing the Certificate into the Browser

& The procedures described here may differ if you have a different browser version.

The following browsers are described here:

o Firefox (see page 226)
» Chrome (see page 230)
+ Microsoft Edge (see page 237)

Firefox

1. Click = to open the menu.
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2. Select Options.

®

08 f]

i

Sign in to Firefox
Protections Dashboard

Mew Window
Mew Private Window

Restore Previous Session
Zoom - 100%
Edit X

Library
Logins and Passwords

Add-ons

Options

RNE

Jol 1

C O

Customize...

Open File...
Save Page As..
Print...

Find in This Page...
Mare

Web Developer
What's Mew

Help

Exit

Endpoint Management (UMS)

Ctrl+M
Ctrl+5Shift+P

+
™ @

L

Ctrl+5Shift+ 4

Ctrl+0
Ctrl+5%
Ctrl+P

Ctrl+F
?

>
?
2

Ctrl+5Shift+C
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3. Select Privacy & Security.

'I:I‘ General
‘m' Home
Q Search

a Privacy & Security

s |
K/ Sync

4. Scroll down to Certificates and click View Certificates.

Certificates

When a server requests your personal certificate

Select one automatically

@ Askyou every time

Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
Security Devices...
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5. Click Import.

Certificate Manager x
Your Certificates Authentication Decisions People Servers Authorities
You have certificates on file that identify these certificate authorities
Certificate Name Security Device o=}
w AC Camerfirma S.A. .
Chambers of Commerce Root - 2008 Builtin Chject Token
Global Chambersign Root - 2008 Builtin Object Token
w AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token v
View.., Edit Trust... Import... Export... Delete or Distrust...
oK
6. Select your certificate file and click Open.
@ SelectFile containing CA certificate(s) to import *
4 { » This PC » Downloads v | & Search Downloads yal
Organize * MNew folder = @ @
L Mame - Date madified Type Size
# Quick access
I Desktop » . b.ecurlt_-.- Certificate _ KB
= UMSLicensinglD CERT File 2KB
;Downloa(ls &
@ Documents o
&= Pictures *
Lacal lagin with
Tutarial
UMS
UrS_backup
@ OneDrive
[ This PC
3D Objects
=% Con ITGWI0E-0
[ Desktap
@ Documents
‘ Downloads v
File name: | cert v| Certificate Files w
Co=) o
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7. Activate Trust this CA to identify websites and click OK.
Downloading Certificate X

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “IGEL Universal Management Suite” for the following purposes?
[liTrust this CA to identify websites,
(I Trust this CA to identify email users,

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

Cancel

8. Close the Certificate Manager window with OK.

Certificate Manager x

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

a

Certificate Name Security Device
v AC Camerfirma S.A,
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
~ AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce Root Builtin Object Token

Camerfirma Global Chambersign Root Builtin Object Token

Import...

9. Restart the browser.
The browser can access the UMS Web App without problems.

Chrome

1. Click * toopenthe menu.
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2. Select Settings.

Mew tab Ctrl+T
Mew window Ctrl+M

Mew incognite window  Ctrl+5hift+MN

History b
Downloads Ctrl+)
Bookmarks b
Zoom - 100% - i
Print... Ctrl+P
Cast...

Find... Ctrl+F
Maore toaols b
Edit Cut Copy Paste
Settings

Help b
Exit

3. Go to Privacy and security and select Security.

A Youand Google . .
Privacy and security
B  Autofil
Clear browsing data ,
Q Safety check Clear history, cookies, cache, and more
[ @  Privacy and security ] ® Cookies and other site data ,
Third-party cockies are blecked in Incognito mode
@  Appearance
Securit:
Q,  Searchengine @ Y »
Safe Browsing (protection from dangerous sites) and other security settings
B Default browser
_, Site Settings ,
0} On startup “"  Controls what information sites can use and show (location, camera, pop-ups, and mare)

4. Scroll down and click the symbol next to Manage certificates.

Manage security keys
Reset security keys and create PINs

Manage certificates
Manage HTTPS/SSL certificates and settings

Google Advanced Protection Program
Safeguards the personal Google Accounts of anyone at risk of targeted attacks
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5. In the Certificates dialog, click Import.
Certificates .

Intended purpose: <Al -

Personal  Other People  Intermediate Certification Authorities  Trusted Rook Certificatior | *

Issued To Issued By Expiratio,..  Friendly Mame
Import. .. Export. .. Remove Advanced

Certificate intended purposes

‘i

Close

6. Inthe Certificate Import Wizard, click Next.

=% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps vou copy certificates, certificate krust lists, and certificate revocation
lists Frarn wour disk ko a certificate stare,

& certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network,
connections. & certificate stare is the swsten area where certificates are kept.,

To continue, click fext.
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7. Click Browse to open the file chooser.

*
€ o# Certificate Import Wizard
File to Im port
Specify the file wou want to impart.
File: namne:
| | Browse. ..
Moke: More than one certificate can be stored in a single filz in the Following Formats:
| Personal Information Exchange- PKCS #12 {.PFX,.PLZ)
Cryptographic Message Syntax Standard- PECS #7 Certificates (P7E)
Microsoft Serialized Certificate Store 55T
8. Go to the location of your certificate, select it and click Open.
€ Open *
« v * » This PC » Downloads v | @ Search Downloads yel
Organize * MNew folder =~ [ @
- - Date madified Type Size
# Quick access
I Desktop Security Certificate 2 KB
* Downloads

|if'| Documents

&=/ Pictures
Lacal lagin with
Tutaorial
LIS
UrS_backup

@ OneDrive

[ This PC

- 3D Objects

== Con ITGWI0E-O
[ Desktop

£ Documents

‘ Downloads

File name: | cert ~ | K509 Certificate (*.cen™.crt) w

Co=) o
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9. Back in the Certificate Import Wizard, click Next.

& L+ Certificate Import Wizard

File to Import
Specify the file yvou want to import,

File name:

CYUserstlocadmin, DOKUW LOHS Downloadsicert.crt | I Browse,., I

Mote: More than one certificate can be stored in a single file in the Following Formats:

Personal Information Exchange- PECS #12 {.PFx, P12}

Cryprographic Message Syntax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store {.55T)

Mext

Endpoint Management (UMS)
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10. Select Place all certificates in the following store and click Browse to determine the certificate
store.
X

€ o# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where cettificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the bype of certificate

[ (®) Place all certificates in the Following store ]

Certificate store:

|Persona| | [ Browse.. {

11. Inthe Select Certificate Store dialog, select Trusted Root Certificate Authorities and click OK.
Select Certificate Store 4

Select the certificate store wou want ko use,

~
| Intermediake Certification Autharities
il 7 Trusted Publishers
i =1 IRkenisked CertiFicabes ~
£ >

[] show physical stores

Carcel
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12. Backin the Certificate Import Wizard, click Next.

€ L# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For
the certificate,

() Aukamatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

|Trusted Root Certification Authorities | £ Browse...

Cancel

13. Review your settings and click Finish.

€ L# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after vou click Finish,

‘fou have specified the following settings:

Certificate St =8 Trusted Root Certification Autharities
Content Certificate

| File: Mame CriUsersh|ocadmin, DOKUW 1 0HS) Downloadscert.crt
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14. Confirm the Security Warning with Yes.

Security Warning

You are about to install a certificate from a certification
! autharity (CA) dlaiming to represent:

IGEL Universal Management Suite

Windows cannot validate that the certificate is actually from
"IGEL Universal Management Suita”, You shauld canfirm its
arigin by contacting “IGEL Universal Management Suite”, The
following number will assist you in this process:

Thumbprint (sha'ly: 93281834 71370497 TADSOTS3 SC0D9sTD
EGAS3S4E

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmead thumbprint is a security risk, If you click
Wes" you acknowlecdge this risk,

Da vou want to install this certificate?

fes Mo

15. If the import was successful, a success message is displayed.

Certificate Import Wizard et

o The import was successful.

The certificate is installed on your system.
16. Restart the browser.
The browser can access the UMS Web App without problems.

Microsoft Edge

1. Make sure you have administrator permissions.
2. Go tothe location where you have stored the certificate and double-click the certificate file.
The Certificate dialog of your Windows system opens.
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3. Click Install Certificate....
i Certificate X

General  Details  Certification Path

.;ﬁ]ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo:  IGEL Universal Management Suite

Issued by: IGEL Universal Management Suite

¥alid from 09.10,2020 to 09, 10,2040

Install Certificate. . . Issuer Skakement
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4. Define whether the certificate should be installed for the current user only or for all users (Local
Machine) and click Next.
X

=% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps vou copy certificates, certificate trust lists, and certificate revocation
lisks From your disk to a certificate store,

& certificate, which is issued by a certification authority, is a confirmation of wour identity
and contains information used to protect data or ta establish secure netwark
conneckions, & certificate store is the system area where certificates are kept,

Skore Location

O Current User

(®) Local Machine

To continue, click MNext,

5. Confirm the User Account Control dialog.
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6. Define whether the certificate store should be determined automatically or manually and click
Next.
X

€ L* Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For
the certificate,

(®) Automatically select the certificate store based on the tbype of certificate

(") Place all certificates in the following store

rerbFirate cFore:

Erowse. ..
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7. Review your settings and click Finish.

€ L¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after vou dlick Finish,

You have specified the Following settings:

(o= o= R Mt =l Akarnatically determined by the wizard

Conkent Certificate

Finish Cancel

If the import was successful, a success message is displayed.

Certificate Import Wizard et

o The import was successful.

The certificate is installed on your system.
8. Restart the browser.
The browser can access the UMS Web App without problems.
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Starting UMS Console Crashes NX Session

Symptom

When you are connected to an Ubuntu host via NX, starting the UMS Console on the Ubuntu host crashes the NX
session.

Solution
1. Become Root on the Ubuntu host.
2. Open the configuration file /opt/IGEL/RemoteManager/rmclient/
RemoteManager.bin.config inatexteditor.

Add the line vmparam -Dsun.java2d.xrender=false tothefile.

Save thefile.
Become a regular user.
Start the UMS Console.

ouA W
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UMS Console doesn't start on Linux System without X11

Symptom
IGEL UMS doesn't start on Linux system without X11.

Problem

The UMS console application needs X11 to run.

Solution

» Install X Window System (X11) to run IGEL UMS.

Endpoint Management (UMS) 243 /1192



UMS Articles

UMS Web App: "404 - System Error" Message

Symptom
After the installation of the Universal Management Suite, the UMS Web App starts with a 404 system error.

O

404 - System error

The application is currently unavailable. Please try again later.

Please contact your system administrator!

Environment

+ UMS 6.08.100 or higher with the embedded database
+ Microsoft Windows Server 2019

Problem
This might happen at startup when the UMS Web App is starting faster than the UMS Server service.

Solution

> Restart the Windows service IGEL RMGUIServer .Details on how to do this can be found under IGEL UMS
HA Services and Processes (see page 893).
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Logon failures

+ UMS Console Logon fails (see page 246)
+ UMS Console Login with AD User Account fails (see page 247)
+ Login to the UMS Fails after the Update (see page 248)
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UMS Console Logon fails
Symptom

When you try to log on to the console you get the error message Unable to load tree.

More recent UMS versions show the following error message:

Cannot connect to LIMS Server with different version!
LMS Server version is 4.10, UMS Console version is 4.9

R —

Problem

Problems with the connection between the UMS console and the UMS server may be caused by a difference in
software versions, e.g. if the UMS server was updated but the console still uses an old version.

Solution
Check the version status:

1. Check the version of the console by selecting Help > Info from the UMS console menu.
2. Check the version of the server by selecting Help > Info from the UMS administrator menu.
3. If necessary, update the UMS console to the same version as the server or newer.
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UMS Console Login with AD User Account fails

Symptom

UMS console login fails for Active Directory user.

Problem

1. Open catalinalogfile C:\Program
Files\IGEL\RemoteManager\rmguiserver\logs\catalina. log
2. Check the log for message KDC has no support for encryption type (14)

Solution
If this happens, the following things needs to be done/checked:

1. Have alook at http://technet.microsoft.com/en-us/library/cc733991.aspx.

2. Disable DES encryption for the AD user account, this can be done in the account setup of the
Windows user administration > Account options.

3. Follow http://docs.oracle.com/javase/6/docs/technotes/guides/security/jgss/tutorials/
Troubleshooting.html.
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Login to the UMS Fails after the Update

Symptom

You cannot log in to the UMS after an update or the installation of the UMS Server.

An error message with the URL https://[ums_server_host]:8443/info appears:

o hitps:ifaverell.igel local:844 3/info

S —

Problem
The IGEL RMGUI Server Service has not fully started yet.

Solution

Wait for a few minutes more. After that, try to log in again.
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Active Directory / LDAP

« Integrating Active Directory (see page 250)
« Problems When Configuring an Active Directory with LDAP over SSL (see page 262)
+ Import of Administrator Accounts from Active Directory Fails (see page 263)
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Integrating Active Directory

Problem

Instead of creating and organizing UMS administrators manually you are looking for an easy way of importing them
from your existing Active Directory.

Reason

You would like to import users and user groups from the Active Directory to the UMS, using the same AD group
assignments and credentials as already defined in the AD.

Solution
In this paper we explain the best way of importing users from the Active Directory as UMS administrator accounts.
We will import users from the Active Directory to the UMS console in three steps by:

+ Configuring the connection to the Active Directory
+ Selecting the users to be imported and starting the import
+ Assigning permissions

+ Configuring an AD Connection (see page 251)

+ Importing Users from AD to UMS (see page 253)
+ Assigning Permissions (see page 256)

+ Configuring an LDAP Connection (see page 260)
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Configuring an AD Connection
Perform the following steps to set up the connection between the UMS and the Active Directory of your company:

1. Ifyou have user and group dependencies between different configured domains/subdomains,
then you might want to activate Include all configured AD domains for search and import of AD
users / groups. This option activates the group search for a user within all configured domains. On
activation, a confirmation dialog is shown.

() Ifthis option s activated, a user may gain additional permissions. This will be the case if
+ theuserisin a group that has been discovered due to this option,
« this group has been imported under System > Administrator accounts,
« and permissions have been assigned to this group i.e. permissions the user would
not have otherwise.
Please note that, due to the additional lookups, this option might have an impact on the
performance in the following areas:
+ UMS login
» Permission dialogs
+ Shared Workplace (SWP)

2. Click Add (+) under UMS console > UMS Administration > Global Configuration > Active

Directory [ LDAP.
The Add Active Directory / LDAP Service dialog opens.
Server -172.30.91.74 | AP ]

UMS Administration

Add Active Directory / LDAP Service

Type Active Directory

Domain Name YOUR.DOMAIN
Domain Controller(s) dc01.Y OUR.DOMAIN; dc02.Y QUR.DOMAIN Resolve...
Page Size 1000

Port 636

Use LDAPS connection (/)

Certificate DN
Import Cerificate
ser name ] @YOUR.DOMAIN
Password

UPN Suffix

3. Select Active Directory Service as Type.

4. Enter the Domain Name.
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(@ Several Active Directories can be linked. You should therefore ensure that you provide the
correct domain when logging in (e.g. to the UMS console).

5. Enter the Domain Controller(s) manually or click Resolve... for the automatic search.
To separate domain controllers, use a semicolon.

© Ifthe option Use LDAPS connection (see below) is enabled, make sure that a fully qualified name
of the Domain Controller has been entered. See Problems When Configuring an Active Directory
with LDAP over SSL (see page 262).

6. Enter Page Size.
The Page Size property sets the maximum number of items in each page of results that will be
returned by a search. It affects query performance, but not the number of overall results. The
standard value is "1000". Change this value in line with your server configuration.

7. Activate Use LDAPS connection to secure the connection with the provided certificate.
The Port changes automatically to default "636".

8. Click Import SSL Certificate to configure the certificate and to verify the Certificate DN.
(@ Since the name of the Domain Controller is checked against the certificate, they must correspond.

If more than one domain controller is used, the root certificate of the domain must be configured.
See Problems When Configuring an Active Directory with LDAP over SSL (see page 262).

® The supported certificate formatsare .cer, .pem and .der

9. Under User name and Password, enter your user credentials. This user must have read access in
Active Directory.

() Please pay attention to upper and lower case when entering the username.

10. Enter UPN Suffixes (aliases) if you have defined any (semicolon separated list). Example:
domain.local;test.local

() The settings must correspond to the configuration of the Active Directory. If there are registered
UPN suffixes in the AD, they should be known also by the UMS.

11. Click on Test Connection to check that you have entered a valid configuration.

12. Click Ok to confirm your settings.
The Active Directory domain is listed under Active Directory / LDAP Domains.

Active Directory / LDAP Domains

Domain Name Domain Controller Page Size
YOUR.DOMAIN dc01.Y OUR.DOMAIN; de02 Y OUR.DOMAIMN 1000
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Importing Users from AD to UMS

After connecting the Active Directory you can import users or user groups to the UMS:

1. Click System > Administrator Accounts.
The Administrator Accounts window opens:

Administrator accounts

Administrators Groups

Technical Writer Mew
Test1
Import

Close

Click Import to log in to the AD/LDAP service.

Select the domain and enter your credentials, if not already defined.
Click Next to open the Active Directory browser.

Select individual users or groups from the structure tree of your AD.
Use drag and drop to add your selection to the Selected Entries list.

ok wN
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Impert Users from AD / LDAP Directory |
Search User ! Group in the AD ! LDAP Directory

¥ ® Users A j Search T Details ]
Addministrator f
_3' : Account name [Starts W |'] | .
'JQ: Alloywed RODC Pazsswoard arch Result
Wy Cert Publishers Chject type Undefin... = Dizplay name Accourt name
Wi Denied RODC P dF
f‘iﬁ EnE aEswor [:] Userdefined Fitet | ne=*J(aiveniame="1zn="1]1
¥y DnzAdming

9§ DnsUpdateProxy
Wi Domain Adming
¥4 Domain Computers I
W4 Domain Contrallers ) LESE
¥y Domain Guests

9§ Domain Users

. Elch

¥y Enterprize Admins

“t,e Erterprize Read-only Dorm
U Gottachalk2

Start searching from |du:=LIMS,dc:=TEST |

Selected entries

Dizplay name Account rErme

b elch elch@ums test
Wiy Domain Users

@ Asan alternative to navigating in the structure tree, you can also add users or groups to
your selection using the Search function.

7. Click Next and confirm to start the import.
Aresult list of imported accounts opens.
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Import Users from AD / LDAP Directory X |
Result of the AD / LDAP Service trustee import

Ignored uzer 0O

Imparted user elchiums test

CH=Domain Users CH=Users DC=ums DC=test

Existing user

8. Click Finish to complete the import.

If the result list is either empty or some accounts are missing from the list, see Import of Administrator Accounts
from Active Directory Fails (see page 263).

() AUMS administrator set up by mistake must be deleted manually using the dialog 'Administrator
accounts'. The IGEL UMS uses the 'User logon name' from the AD as the name of the imported user.
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Assigning Permissions
After the AD users have been imported, they can access the UMS with their Active Directory credentials.

As UMS administrators, the users still need individual access rights.

(@ Thelogon to the UMS is not possible via the 'pre Windows 2000 logon name' ('DOMAIN\logon name'), but
only via the format 'logon name@DOMAIN'.

() Forexample, in order to be able to change the configuration of a thin client, a user requires authorization
to browse the thin client's directory path and configure the thin client itself.

To assign these rights, proceed as follows:

1. Inthe structure tree of the UMS console choose the Devices node or a subgroup of devices or a
single client.
2. Click Access Control in the context menu of your selection.

i Master Profiles (0) Site
Comment
Department

* X Template Ke nd Groups (0)
Firmware Customizations (0)

¥ [ Devices (1)
] ITCODEDCS1CIF05
Mobile Devices (0) "%, Edit Configuration
Shared Workplace Users Rename

F views(0) ~ Delete

Jobs 11 Clear 'Configuration Change Status' flag
Files (0] ~* Access control
Universal Firmware Update (0 cut

Search History (0) [21 Copy

tecycle Bin (0) Iﬂ Paste
Shadow
Secure Terminal
UMS Administratior Suspend

Shutdown

o rted to 172 20 091, 30 33 gdmij

3. The Access Control window opens.
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Access Control

Thin Client. [Devices/ITCOOEOCS1CIF0S
Administrators

Technical Writer

Add Effective Rights

Cancel

4. Click Add to select your new user/group.
5. The corresponding Effective Rights will be listed in the lower part of the mask.
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Access Control

Thin Client: /Devices/ATCO0EOCS1CIF05

Administrators
Technical Writer
Test

Browse
Read
Move
Edit Configuration
Write
tem Information
ontrol

b

Allow Deny

7
7

| Add Remaove Effective Rights

Effective Rights

allowed for user Test1
allowed for user Test1
not set
not set
not set
not set
not set
not set
not set
not set
not set
not set

6. Allow or Deny the rights of the selected group or user for access to the selected devices
7. Confirm the settings with OK.

8. Click the Refresh button of the console to apply the changes in the UMS.

@ Ifyou have changed the rights of registered users they only take effect after a refresh.

For further details about authorization rules see our How-To IGEL UMS: User Authorization

Rules (see page 83).
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(@ Access rights to objects or actions within the IGEL UMS are attached to the administrator accounts and
groups. The rights of the database user account cannot be restricted. They are created during installation
or when setting up the data source. The account always has full access rights in the UMS.
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Configuring an LDAP Connection
As a variant you may connect other LDAP directory services, i.e. Novell eDirectory and OpenLDAP, to the UMS:

1. Click Active Directory / LDAP in the UMS Administration area of the UMS console.
2. Click Add (+) in the Active Directory /| LDAP Domains mask.
3. The Add Active Directory / LDAP Service mask opens.

Add Active Directory /| LDAP Service

Type | Other LOAP Service

Base DM
Host(s)
Port
Certificate DN
Import SSL Certificate
LDAP Ac serDM
LDAP Access Password
Maming Attribute

Additional term for LDAP search

Group attribute

Page Size 1000

Test connection

Ok Cancel

4, Select Other LDAP Service as Type.

5. Enter the Base DN and the LDAP Access UserDN in accordance with the LDAP Data Interchange
Format.

6. Enterthe IP of your device in the Host(s) field; for more devices, use a comma separated list.

7. The default Port for LDAP over SSL is 636.

(@ For security reason UMS supports secure LDAP connections only.
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10.

11.

12.

13.

IGEL

Under LDAP Acess UserDN/Password enter the credentials of the LDAP Service access. The user
needs to have read rights on the whole directory service, because it will be used for the
determination of the structure in the directory service.

Under Naming Attribute enter the name of the LDAP attributes, which contains the distinct user
account name.

Optionally, you can add an Additional term for LDAP search, which will be attached to the search
for users. This way, performance can be optimized.

As Group attribute enter the name of the LDAP attribute, which contains the group membership
of a user.

Define the Page Size. This property sets the maximum number of items in each page of results that
will be returned by a search. It affects query performance, but NOT the number of overall results.
The standard value is 1000. Change this value in line with your server configuration.

Click Import SSL Certificate to verify the Certificate DN.
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Problems When Configuring an Active Directory with LDAP over SSL

Symptom

You cannot configure an AD Connection under Active Directory [ LDAP with the option Use LDAPS connection
activated. When testing the connection, one of the following types of error messages appears:

« "The connection to the LDAP service failed! Check the certificate
and server name";

« "simple bind failed".
The log file looks like:
+ "2019-05-23 14:13:38,512 ERROR [https-jsse-nio-8443-exec-151] dec:

simple bind failed: QA-DCO1:636 javax.naming.CommunicationException:
simple bind failed: QA-DC01:636 [Root exception is
javax.net.ssl.SSLHandshakeException:
java.security.cert.CertificateException: No subject alternative DNS

name matching QA-DCO1 found.]"
or
« "javax.naming.CommunicationException: simple bind failed:

dcOl.your.domain:636

[Root exception is javax.net.ssl.SSLHandshakeException: PKIX path
building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable

to find valid certification path to requested target]"

Problem

The Domain Controller(s) name and the certificate configured under Import SSL Certificate do not match.

Solution

1. Checkthat a fully qualified name of the domain controller has been entered, e.g.
"dc0l.your.domain". An IP address or a short name such as "dc01" will not be accepted when the
domain controller name is checked against the certificate.

2. If several domain controllers are used, make sure that the root certificate has been configured.

Endpoint Management (UMS) 262 /1192



UMS Articles

Import of Administrator Accounts from Active Directory Fails

Symptom

The import of UMS administrators from an Active Directory fails, the result list of imported accounts is either empty
or some accounts are missing on the list.

Problem

Active Directory user accounts may have an empty User Principal Name (UPN). This occurs when updating an older
Active Directory (e.g. on Windows NT 4.0) to a new one migrating the AD user accounts to the new AD.

Solution

1. Setthe UPN of each AD account to be imported.
2. Retry the import of AD usersin IGEL UMS.
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Profiles

« Find Out a Profile's Priority (see page 265)
« Precedence of Profiles and Universal Firmware Updates (see page 266)
+ Assigning Profiles to Devices filtered by Views or Search (see page 268)
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Find Out a Profile's Priority

Using profiles is a very powerful method to manage and configure one, ten, or thousands of endpoint devices with
the IGEL UMS (Universal Management Suite). However, when you are deploying a great number of profiles, things
can get confusing. Some profiles may have overlapping scopes and thus try to set different values for one specific
parameter on a device. One profile will always win, but which one is it? Luckily, the UMS can show the order of
priorities at a glance.

For a comprehensive reference of profiles, see the Profiles Chapter (see page 446) in the UMS Manual; the prioritization
is covered in Prioritization of Profiles (see page 474).

The following example shows how to find out a profile's priority:

1. Inthe structure tree, select the device for which you want to see the order of profile priorities.

2. Take alook at the Assigned objects area. All profiles that are assigned to the device are listed by
priority, in descending order. The profile with the highest priority is listed first, and so on.
In the following screenshot, the profile with the highest priority is a master profile. It is followed by
a firmware customization, which has in turn higher priority than a standard profile, see Firmware
Customizations (see page 509). And at the bottom, the object with the lowest priority is displayed - a
standard profile with the lower profile ID.

Server -1 sburghechdoc/RDftechdoc05

¥ /- IGEL anagement Suite &
| | techdoc05

¥  System Information

Value
techdoc05

Department
Cost Center
D

Date
ial Number

[k techdoc07

¥ Advanced System Information
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Precedence of Profiles and Universal Firmware Updates

This article explains which firmware update settings will be effective when several concurring settings are assigned
to your devices. Firmware update settings can be defined locally on the device, by one or more profiles, or by one or
more Universal Firmware Update.

General Order of Priority
Generally, the order of priority is as follows, from highest to lowest priority:

+ Universal Firmware Update
+ Profile
+ Local settings

For details, see the following sections.

Universal Firmware Update vs. Profile

If both a Universal Firmware Update and a profile that contains update settings are assigned to your device,
the Universal Firmware Update has priority over the profile. This is also valid if the profile is a master profile; for
further information, see Prioritization of Profiles (see page 474).

The following settings under System > Update > Firmware Update are overwritten by the Universal Firmware
Update:

» Protocol

« Server name
« Port

+ Server path
« User

» Password

Profile vs. Local Settings

The settings of a profile always overwrite the local settings.

Universal Firmware Update vs. Universal Firmware Update

If several Universal Firmware Updates are assigned to one device, the rules described below apply.

Assignment to Different Levels in a Hierarchical Order of Folders

If several Universal Firmware Updates are assigned to a device via different folders and subfolders, the one that is
closest to the device has priority over all others.

Example: A Universal Firmware Update for IGEL OS 10.05.100 is assigned to a folder named "devices", which
contains our device. Another Universal Firmware Update which contains IGEL 10.06.100 is assigned to a folder
named "teamA". The folder "teamA", on this part, contains the folder "devices". As a result, the devices will be
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updated to IGEL OS 10.05.100 (or keep IGEL OS 10.05.100) because the Universal Firmware Update for IGEL OS
10.05.100 is closer to the device in the folder hierarchy.

Assignment on the Same Level

If several Universal Firmware Updates are assigned to a device on the same hierarchical level, the one with the
highest ID has priority over the others.

To find the ID of a Universal Firmware Update, move the mouse pointer over the Universal Firmware Update in
question and read the tooltip:

In this example, the ID is 7818.

Compatibility

Only those Universal Firmware Updates are effective which are compatible with the device.
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Assigning Profiles to Devices filtered by Views or Search
Valid for UMS version 5.02.100 and higher.

If you need to assign a profile to a group of devices which meet a certain criterion, you can proceed in the following
way:
1. Define a view which filters the clients with a certain criterion (e. g. all devices which contain a USB
storage hotplug).
2. Right-click the view to open the context menu.
3. Click Assign profiles to the thin clients of the view.
The Assign profiles window opens.
4. Select the relevant profile (e. g. the profile which allows USB storage hotplug).

5. Click © to move it from the left to the right column.
6. Confirm the setting with OK.

In the same way you can assign profiles to devices of a search result:

1. Right-click the search result to open the context menu.
2. Click Assign profiles to the thin clients of the search.
The Assign profiles window opens.

3. Select the relevant profiles and click -~ to move them from the left to the right column.
4. Confirm the setting with OK.

» To cancel the profile assignment, click Detach profiles from the device of the view or search.

() Youcan also assign profiles to views or search results automatically and regularly as an administrative
task.
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Java Web Start
« UMS Console via Java Web Start (see page 270)
« Error when connecting to UMS via Java Web Start: "received fatal alert: handshake_failure" (see

page 272)
« VNC Connection Error with Java Web Start Console and external VNC Viewer (see page 273)
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UMS Console via Java Web Start

Requirements
e Java1l.8.0_212

Starting the UMS Console via Java Web Start
To start the UMS Console via Java Web Start, proceed as follows:

1. Inaweb browser, open the address

« http://[UMS-Server]:9080/start_rm.html if youwantto usethe HTTP port

or
« https://[UMS-Server]:8443/start_rm.html if youwantto usethe

HTTPS port.

() IfUMS Administrator > Settings > Allow SSL connections only is activated, the HTTP port,

9080, will be disabled. See also Settings - Change Server Settings in the IGEL UMS
Administrator (see page 749).

2. Click on the Start IGEL Universal Management Suite Console link.

Start IGEL Universal Man... x &+

Start IGEL Universal Management Suite Console - Mozilla Firefox = A

€ | @ 172.30.91.158:9080/start_rm htm v || Q searct |+ & w @&

You need Java version 8 or higher to launch the IGEL Universal Management Suite Console from here
Start IGEL Universal Management Suite Console

Do you want to run this application?

Name: IGEL Universal Management Suite Console

= Publisher: IGEL Technology GmbH

Location: http://172.30.91.158:9080
This application will run with unrestricted access which may put your computer and
personal information at risk. Run this application only if you trust the location and
publisher above.

[] Do not show this again for apps from the publisher and location above

E More Information Run || Cancel
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3. Confirm that the downloaded JNLP file will be opened with the Java Web Start Launcher.
The application will be downloaded.

A

r

4. Allow the application signed by IGEL Technology GmbH to be executed.
The UMS Console will start, and the login window (see page 401) will appear.

(@ Starting the UMS Console via Java Web Start ensures that the version of the UMS Console
matches the version of the UMS Server.
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Error when connecting to UMS via Java Web Start: "received fatal alert:
handshake_failure"

Symptom
When trying to connect to UMS via Java Web Start, the connection fails with the error message " received

fatal alert: handshake_failure".

Problem

The old Java Feature "SSL 2.0 compatible ClientHello format" is outdated and not accepted by UMS versions
4.09.100 or newer.

Solution

Disable Use SSL 2.0 compatible ClientHello format in the Advanced Settings menu of the Java Control Panel.

EA 1ava Control Panel

General | Java | Security  Advanced |
T —

----- { Publisher's certificate only

----- ¥ 4l certificates in the chain of trust

----- {~ Do not check {nok recommended)

heck for signed code certificate revocation using

----- { Certificate Revaocation Lists (CRLs)

----- { Cnline Certificate Status Protocol (0CSF)

----- {* Both CRLs and QCSP

Perform TLS certificate revocation checks on

----- ™ Server certificate only

----- {* Al certificakes in the chain of trost

----- { Do ot check (nat recommended)

heck For TLS certificate revocation using

----- " Certificate Revocation Lists (CRLS)

----- { Cnline Certificate Status Protocol (OCSP)

----- {* Both CRLs and QCSP

dvanced Security Setkings

----- ¥ Use certificates and keys in brawser keystore

----- [ Enable blacklist revacation chedk

----- [+ Enable caching password For authentication

----- [T Use 55L 2.0 compatible ChentHella Format

----- [¥ Use TLS 1.0

----- [¥ Use TLS 1.1

----- ¥ Use TLS 1.2

i1

i

h=

Endpoint Management (UMS) 272 /1192



UMS Articles

VNC Connection Error with Java Web Start Console and external VNC Viewer

Symptom

You are using IGEL UMS Java Web Start Console with Java SE Runtime Environment 7 or 8 (Java 7 or 8) and you have
defined an external VNC viewer program in IGEL UMS Java Web Start Console.

When shadowing a thin client the error message appears: Cannot run program "": CreateProcess error=2,
system cannot find the file.

Problem

The VNC viewer program's path definition is not correct. Java 6 did accept the path without quotes but Java 7 or 8
will not find the program without quotation. So this problem will most likely occur after upgrading the Java
Environment.

Solution
Check the VNC viewer program's path in your UMS Console:

1. Goto Misc > Settings
2. Select your External VNC viewer program

3. Make sure the path is enclosed in double quotes ( "C:\program

files\path\program.exe" )
4. Save your settings with OK

Endpoint Management (UMS) 273 /1192



UMS Articles 1

« Where Can | Find the IGEL UMS Log Files? (see page 275)

 Clearing up the UMS (see page 281)

« Removing a UMS Certificate from the Device (see page 283)

« How to Configure Notifications in the IGEL UMS (see page 284)

« Updating Timezone Information (Daylight Saving Time, DST) (see page 289)
« E-Mail Settings for Gmail Accounts (see page 292)

« Searching with Regular Expressions in the UMS (see page 294)

« Copy Sessions in Setup or UMS (see page 295)

« Drag & Drop Acceleration for Large Structure Trees (see page 296)

« Which UMS Directories Should Be Scanned for Viruses, Which Can Be Excluded? (see page 297)
« Licensing with Smartcard fails (see page 298)
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Where Can | Find the IGEL UMS Log Files?

The following article details where you can find and configure IGEL Universal Management Suite (UMS) log files.
For enabling the logging of UMS user actions and actions initiated by a device, see Logging (see page 708).

If you require UMS log files for IGEL Support, see Save Support Information / Send Log Files to Support (see page 741).

UMS 6.10.110 or Higher

In UMS version 6.10.110, the outdated logging framework Log4j 1.x was replaced with Logback!*; see also ISN
2022-19: Log4j 1.x Remainder in UMS.

To change the logging settings for UMS 6.10.110 or higher, use logback.xml.

UMS Server

rmguiserver/logs

(rmguiserver/conf/logback.xml -forconfiguringthe logs)

catalina.log Central log file for all logging events

ums-server-msg.log Logging of the Apache ActiveMQ messaging

ums-server-communication. log Logging of communication with UMS Console or
devices

Editat <!-- Logging of UMS

communication —-->

localhost. log Technical logging of the Apache Tomcat server
stderr.log Error output of the Apache Tomcat server
stdout. log Standard output of the Apache Tomcat server

ums-server-threaddump.log  Periodiclogging of the threads

14 https://logback.qos.ch/
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ums-server—icg- Logging of communication with ICG

. L .
communication.log Editat <! Logging of UMS

communication —-->

Editat <!-- Logging of monitoring data

—-—>; change INFO to DEBUG to get detailed

information on each method call (the server restart is
then required)

Example of where to edit the logging configuration for the UMS Server

This is an example of rmguiserver/conf/logback.xml whereyou can configure the logs for the UMS
Server, i.e. switch the logging on/off, change the scan period or the number of days for the logging history, etc.:

<?xml version="1.0" encoding="UTF-8"?>

<configuration debug="false" scan="true" scanPeriod="60 seconds">

<!-- General settings -->
<!-- Logging of monitoring data -->
<!-- Elevate to 'DEBUG' to see the individual calls -->

<property name="monitoring.level" value="INFO" />

<!-- Logging of UMS communication -->

<!-- Set to 'ALL' to enable and 'OFF' to disable -->
<property name="server2console.level" value="OFF" />
<property name="server2tc.level" value="OFF" />
<property name="server2usg.level" value="OFF" />

<property name="usg2server.level" value="OFF" />

<!-- The base folder for log files -->

<property name="base.dir" value="${catalina.home}/logs" />

<!-- The default logging pattern -->
<property name="pattern.format" value="%-5(%d{[yyyy-MM-dd HH:mm:ss.SSS]})
%-5level [%thread] %logger{10}.%M - %msg%n" />
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<!-- The length of logging history in days -->

<property name="logs.history" value="30" />

<!-- The appenders —-->

rmguiserver/logs

(rmguiserver/conf/logback.xml -forconfiguringthe logs)

ums-api.log Logging of the API service

UMS Load Balancer

umsbroker/etc/work/logs

(umsbroker/etc/conf/logback.xml -forconfiguring the logs)

ums-broker. log Central log file for all logging events
ums—-broker-msg. log Logging of the messages exchanged
ums—broker-health.log Logging of the UMS HA Health Check (see page 888)

ums—broker-monitoring.log  Performance logging (seepage 709)
Editat <!-- Logging of monitoring data

—-->;change INFO to DEBUG to get detailed

information on each method call (the server restart is
then required)

UMS Watchdog

umswatchdog/etc/work/logs
(umswatchdog/etc/conf/logback.xml -forconfiguring the logs)

ums-watchdog. log Central log file for all logging events
ums-watchdog-msg. log Logging of the messages exchanged
ums-watchdog-health. log Logging of the UMS HA Health Check (see page 888)
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UMS Console

$HOME/ .igel
RMClient.exe.log Startup logging

$HOME/.igel/logs
(rmclient/logback.xml -forconfiguring the logs)

ums-console. log Central log file for all logging events

UMS Administrator

$HOME/ .1igel
RMAdmin.exe.log Startup logging

rmguiserver/logs

( rmadmin/logback.xml -for configuring the logs)

ums-admin.log Central log file for all logging events

Before UMS 6.10.110

UMS Server

rmguiserver/logs

(rmguiserver/conf/log4j.properties -forconfiguringthe logs)

catalina.log Central log file for all logging events
ums-server-msg.log Logging of the Apache ActiveMQ messaging
communication.log Logging of communication with UMS Console or devices

Editat # communication logging - define

the log levels ;referto Log4jdocumentation®

15 https://logging.apache.org/log4j/2.x/manual/index.html
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license_deployment. log Logging of licenses
Editat # license deployment logging ;refer

to Log4j documentation'®

localhost.log Technical logging of the Apache Tomcat server
stderr.log Error output of the Apache Tomcat server
stdout. log Standard output of the Apache Tomcat server
umsthreaddump. log Periodic logging of the threads

Editwith # threaddump logging ;referto Log4j
documentation®’

usgcommunication.log Logging of communication with ICG
Editat # communication logging - define

the log levels ;referto Log4jdocumentation®

health.log Logging of the UMS HA Health Check (see page 888)

Editat # execution monitoring ;change INFO

to DEBUG to get detailed information on each method
call (the server restart is then required)

rmguiserver/logs

(rmguiserver/conf/log4japi.properties -forconfiguring the logs)

api.log Logging of the API service

UMS Load Balancer

umsbroker/etc/work/logs

(umsbroker/etc/conf/log4j.properties -forconfiguringthe logs)
igel-ums-broker.log Central log file for all logging events

broker-msg.log Logging of the messages exchanged

16 https://logging.apache.org/log4j/2.x/manual/index.html
17 https://logging.apache.org/log4j/2.x/manual/index.html
18 https://logging.apache.org/log4j/2.x/manual/index.html
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broker-health. log Logging of the UMS HA Health Check (see page 88s)

broker-monitoring.log Performance logging (see page 709)
Editat # monitoring logging ;change INFO

to DEBUG to get detailed information on each method
call (the server restart is then required)
UMS Watchdog

umswatchdog/etc/work/logs
(umswatchdog/etc/conf/log4j.properties -forconfiguringthe logs)

igel-ums-watchdog. log Central log file for all logging events
watchdog-msg. log Logging of the messages exchanged
watchdog-health. log Logging of the UMS HA Health Check (see page 888)
UMS Console

$HOME/ .igel
RMClient.exe.log Startup logging

$HOME/.igel/logs
(rmclient/log4j.properties -forconfiguring the logs)

igel-ums-console. log Central log file for all logging events

UMS Administrator

SHOME/ .igel
RMAdmin.exe.log Startup logging

rmguiserver/logs

(rmadmin/log4j.properties -forconfiguringthe logs)

igel-ums-admin.log Central log file for all logging events
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Clearing up the UMS

Problem

You have several firmware versions in the UMS. Your collection of clients and profiles has become large and
confusing. You are losing track of assignments and connections between these elements.

Goal
You want to minimize the variety of firmware and profiles to simplify processes. You just want to see what you need.

The firmware, clients, and profiles are interdependent. So, what is the best way to proceed?

Solution

() We advise making a back-up of the UMS before deleting any components. You can also use the UMS
recycle bin for the deleted objects.

The following are the main steps for reorganizing the UMS:

1. Download the new firmware.

2. Move clients to the new firmware.

3. Move profiles to the new firmware.

4. Delete old firmware, clients, and profiles that are no longer required.

Downloading the new Firmware

1. Check our download server® to see whether there are new updates that are relevant for your
applications.

2. Download the relevant update files. Install an update directory for the files on the UMS server or on
your FTP server.

Moving Clients to the New Firmware
Find out how many different firmware versions you really need.
Upgrading all clients to the same firmware:

1. Create a new View to search for all clients using a firmware version older than the current version.
Example:
View Name: Show all UD LX devices with old firmware
Rule: Product name is like (!reg!)(?i).*Universal Desktop LX.* AND Firmware version is less than
5.04.100

2. Assign the update directory to these devices.

19 https://www.igel.com/software-downloads/
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3. Start the update process.

Moving Profiles to New Firmware

Examine your profiles and decide which of them are relevant for the new firmware. You have three possibilities you
can do now:

+ Adjust the firmware version the profiles are based on, to be sure that they will work with the new
firmware.

+ Leave the profile settings as they are.
If the parameters of the new firmware match the parameters of the old version, a profile will work
anyway. If they do not match, these parameters will be ignored.

« Create new profiles.

For more information see UMS Manual: Creating Profiles.

Deleting old Firmware, Clients and Profiles that are no longer required
To finally clear up the UMS you now should delete obsolete objects.

+ Use again Views to select the clients, which are no longer required.
For more Information see UMS Manual: How to Create a New View in the IGEL UMS (see page 562).

+ Select the obsolete profiles. You can do this manually or by using the search option: Misc > Search
> Profiles > Product&Firmware.

+ Delete old firmware which is not assigned any longer to a client or profile: Misc > Remove Unused
Fimwares.

Do you have also obsolete Views, Jobs, Template Keys? Delete them as well.

For Template Keys the Profile Relation is shown in the setting mask.
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Removing a UMS Certificate from the Device

IGEL

The IGEL Universal Management Suite (UMS) allows you to remove the UMS Server certificate from the devices.

The removal of the certificate from devices may be necessary

« inorder to prepare for moving a device from the test environment to the productive environment
« inorder to prepare for replacing the server certificate

To remove the certificate, proceed as follows:

» Under Devices > Other commands, select Remove UMS Certificate.
Each IGEL UMS Server can now access the device configuration until one of the servers registers the device.

Z- IGEL Universal Management Suite 6

server [Devices

IGEL Universal Management Suite 6 Name
> Profiles (23) {38 Augsburg
> Master Profiles (2)
» X Template Keys and Groups (2)
> Firmware Customizations (1)
» B Devices (2)
Mobile Devices (0)
Shared Workplace Users
E Views (4)
Jobs (1)
B Files (7)
Universal Firmware Update (1)
@ Search History (6)
TJ Recycle Bin (1)

Related Topics

@ Bremen (0)

Last knowr

O]

Suspend

Shutdown

Wake up

Reboot

Update

Update when shutting down
Download Firmware Snapshot
Partial Update

Create Firmware Snapshot
Reset to Factory Defaults

p =

ne

Specific Device Command

Clear "Configuration Change Status' flag
Check template definitions

Scan for devices

Version

Send Message
Reset to Factory Defaults

Settings UMS-=Device
Settings Device->UMS
Update desktop customization

File UMS-=Device

Download Flashplayer
Remove Flashplayer

Store UMS Certificate
Re e UMS Cerlificate

Refresh license information
Refresh system information
Refresh device aftributes data
Refresh Asset Inventory data

If you face problems during the device registration because of certificate issues: Registration of a Device in the IGEL

UMS Fails (see page 201)
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How to Configure Notifications in the IGEL UMS

In the IGEL Universal Management Suite (UMS), you can get notifications about newly available firmware updates,
device licenses, etc. By default, notifications are enabled and pop up when you start the UMS Console. In this
article, you will learn how to adapt this feature to your needs.

About Notifications

Basically, all users with read permission can see the notifications. The notifications are displayed after starting the
UMS Console. When the dialog is closed, the notifications can still be viewed anytime under Help > Notifications.

Help

User Manual
User Manual (offline)
IGEL Knowledge Base

Whole Text

Save support information...

Save device files for support
Motifications

Third party licenses

LMS Update Check

Info

The Notification Window
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Sort notifications by the notification type.

Notifications

All Notification Types

There are no notifications available for the selection

Switch off the popup
function of the
notification window
here. The notification
can then only be
displayed via Help >
Notifications.

V| Show archived notifications ® Show all Showfrom 2019-12-29 to  2020-01-29

Shc w notifications on startup

Search for archived notifications with time period specification.

Enabling the Notification Function

1. Inthe UMS Console, go to UMS Administration > Global Configuration > Misc Settings (see page
712).
2. Activate Enable notifications.

The notification feature is active. The notifications can be viewed under Help > Notifications.

Exporting Notifications and Sending Them by Email

Notifications can be exported and sent via email: UMS Administration > Global Configuration > Administrative
Tasks > add > Action: "Send notification information via email".

For more information, see Administrative Tasks - Configure Scheduled Actions for the IGEL UMS (see page 657).

Configuring the Notification Pop-Up and Notification Types
To configure and customize the notification pop-up:

1. Inthe UMS Console, go to Misc > Settings > Notifications.

Z: IGEL Universal Management Suite 6

System SC Help

< CB E @ : = re App Searc ase Sens Regex | Whole Text

Server

Management Suite & Last known IP address MAC address

E& Augsburg (9)
& Bremen (0)

ares

Setting:
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Settings

Notifications: active
v Show notifications on startup
Show following notifications for the current user or group:
Show custom
V' Universal Firmware Updates (up to 0S 11.07)
v Universal Firmware Updates - Stable Releases
Universal Firmware Updates - Rolling Releases
Vv Device Licenses
+ Universal Management Licenses
v DiskUsage
v Global Motifications
v Admin Tasks
¥ Packs

Vv Cerificates

Cancel

2. Enable Show notifications on startup to display the notification window as a pop-up every time
the UMS Console is started.

3. Under Show following notification for the current user or group, select Show custom.

4. Specify which content should be displayed in the notification.
Possible options (as of UMS 6.10.110):
+ Universal Firmware Updates (up to 11.07): Informs about the latest firmware updates for
devices with IGEL OS versions before 11.07.

() Toview notifications generated by UMS version below 6.10.110, leave the feature Universal
Firmware Updates (up to 11.07) activated.

« Universal Firmware Updates - Stable Releases: Informs about the latest Stable

Releases. The feature is officially supported for devices with IGEL OS version 11.07 or higher.
+ Universal Firmware Updates - Rolling Releases: Informs about the latest Rolling

Releases. The feature is officially supported for devices with IGEL OS version 11.07 or higher.

@ Activate this feature to get the latest client versions and bug fixes.

+ Device Licenses: Informs about the expiration of device licenses.
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+ Universal Management Licenses: Informs about the expiration of UMS licenses and if the
available license amount is exceeded.

+ Disk Usage: Informs about a critical value of free disc space. For more details, see "Disk
Usage" below.

+ Global Notifications: Informs about important news like maintenance times and bug
fixes. For more details, see "Global Notifications" below.

+ Admin Tasks: Automatically informs in a set of cases if no administrative task has been
defined. For more details, see "Admin Tasks" below.

+ Packs: Informs if license packs will expire.

+ Certificates: Informs if certificates will expire.

5. Confirm the settings with Ok.

Disk Usage

This notification informs the user when there is not enough free drive space anymore. The individual critical drive
space value can be set under UMS Administration > Global Configuration > Misc Settings > Notifications.

() Each server executes an administrative task every 6 hours to check the available space on the drive and
deliver the disk usage information to the notification system. In order to display the notification, the server
must have been running continuously for up to 6 hours.

Disk usage admin tasks executions older than 24 hours are considered out-of-date: An additional warning
message is shown.

Types of disk usage notifications:

+ Specific notification for each connected server: The server hostname and the available drive space
will be shown in the notification message.

+ Installation path and database path are on different file systems: Two notifications for each file
system will be shown.

Global Notifications
This notification type informs the user about important news like maintenance times and bug fixes.

Global Notifications can include an additional web link that can provide more information. The web link is
displayed as a blue link button next to the global notification.

cation Type Message

ifications a global notification of type “error”
i 5 global notification of type "warning”.
ature "alobal notifications™
Read something about the UMS

» Click the link to open the web page in the standard browser.
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> Move the mouse over the link to display the URL.

Admin Tasks
Notifications of this type are displayed in the following cases:

« When an embedded database is active, but NO administrative task for creating a database
backup has been set.

« When logging (see page 708) is enabled, but NO administrative task for deleting logging data has
been set.

« When at least one job (see page 588) is available, but NO administrative task for deleting job
execution data has been set.

For detailed information on administrative tasks, see Administrative Tasks - Configure Scheduled Actions for the
IGEL UMS (see page 657).
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Updating Timezone Information (Daylight Saving Time, DST)

Symptom

The device is showing an incorrect time of day for your location, although you have set the correct time zone.

Problem

The time zone or the regulation for Daylight Saving Time (DST) for your location has changed.

Solution
Update the time zone information files via IGEL Universal Management Suite (UMS). This is known to work for

« |IGEL Linux version 10.01.100 or newer

« IGEL Linux version 5.04.100 or newer

« IGEL Linux version 4.14.100 or newer

« IGEL Linux ARM version 1.09.100 or newer.

Retrieving current time zone information files:
On Windows

+ Use your web browser to download the following package files:
« http://packages.ubuntu.com/xenial-updates/all/tzdata/download for IGEL Linux version

10.x

« http://packages.ubuntu.com/trusty-updates/all/tzdata/download (for IGEL Linux version
5.X)

« http://packages.ubuntu.com/precise-updates/all/tzdata/download (for IGEL Linux version
4.x)

« Extract the package contents using the program 7-Zip (freely available from http://www.7-zip.org).
« Find the file for your location in the extracted directory in usr/share/zoneinfo/ ,e.g. usr/

share/zoneinfo/Africa/Casablanca for Morocco.

On Linux

+ Update your system time zone information with these commands: sudo apt-get update
sudo apt-get install tzdata
+ Find the file for your location in the system directory /usr/share/zoneinfo/ ,e.g. /usr/

share/zoneinfo/Africa/Casablanca forMorocco.

Distributing the files from IGEL Universal Management Suite
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+ Select System > New > New File from the UMS Console menu bar or go to Files in the tree
structure and select New File from the context menu.

+ Select the time zone file for your location under Local File.

+ Select Undefined under Classification.

« Specify /wfs/zoneinfo/ asthe Devices file location.

« Set the Access rights to Read and Write for the Owner, and to Read for Others.
+ Select Root as the Owner.
+ Click OK to confirm the settings.

New file
File source
* |pload local file to UM S server

Local file

Upload location (URL)  hitps erverport=fums_filetransfer
Select file from UM S server

File location (LURL)
File target
Undefined
Devicesfile location  fwfsizoneinfo/

Access rights
Read Write Execute
Chwner

Others

Owner | Root

On a device, you can verify the transfer and activation of the new time zone information files:

+ Inthe Local Terminal, enter grep 'timezone_config' /var/log/messages
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® On IGEL Linux version 10.x, use: journalctl | grep 'timezone_config'

+ The output should look like the following:
Feb 27 11:28:13 (none) timezone_config: loading /wfs/zoneinfo/

Casablanca to /usr/share/zoneinfo/Africa/Casablanca

Feb 27 11:28:13 (none) timezone_config: loading /wfs/zoneinfo/
Casablanca to /usr/share/zoneinfo/posix/Africa/Casablanca

Feb 27 11:28:13 (none) timezone_config: configure timezone Africa/

Casablanca
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E-Mail Settings for Gmail Accounts

Purpose

You want to send views from the IGEL Universal Management Suite by email using a Gmail account.

Solution

() Inorderto allow the UMS to send emails via Gmail, you have to make the following setting in your Google
account:
+ Loginto Google.
+ Go to My Account > Sign-in & security > Connected apps & sites.

« Set Allow less secure appsto ON .

Go to UMS Administration > Global Configuration > Mail Settings.
Enter smtp.gmail.com asthe SMTP Host.

Enter your Gmail address under Sender Address.

Enable Activate SMTP Auth.

Enter your Gmail address under SMTP User.

Enter your Gmail password under SMTP Password.

Enter 465 under SMTP Port.

Enable Activate SMTP SSL.

Under Mail recipient, enter the email address you want administrative emails from the UMS to be
sent to.

W NonkwDdD
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M ail Settings

Mail Settings
SMTP Host smtp.gmail.com
Sender Address ser@agmail.com
V' Activate SMTP Auth
SMTP User @gmail.com

S

SMTFP P

SMTP Port
v Activate SMTP

Activate SMTP Start TLS

Send Test Mail

Recipient for administrative task result and service mails

Mail recipient ¥ample.com

10. Click Send Test Mail to test your settings.

Additional Information
https://support.google.com/a/answer/176600?hl=en
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Searching with Regular Expressions in the UMS

The IGEL Universal Management Suite (UMS) can help you to manage large device installations. Often you will want
to search or filter for objects with certain properties, and the UMS offers a wide selection. For advanced searches,
however, you might need regular expressions, a powerful feature built into the UMS.

You can use them in:

» Quick Search

+ Misc > Search

Views > New View

« Edit > Edit Configuration > System > Registry > Search parameter ...
« UMS Administration > Global Configuration >Default Directory Rules

The UMS uses Java regular expressions. These are different from the globbing patterns that you may know from the
DOS/Windows Command Prompt or the Linux commandline. For example, instead of using * to match any
number of characters, you use in the UMS:

.k

Here the . matches any character. The * acts as a quantifier, stating how often the preceding pattern may occur,
in this case zero or more times.

So, if you want to find something that begins with IGEL, use:
IGEL.*

Something beginning with IGEL and ending with 12:
IGEL.*12

If you want to find something ending with IGEL:

*.IGEL

Find out more about Java regular expressions in Oracle's documentation®,

20 https://docs.oracle.com/javase/7/docs/api/java/util/regex/Pattern.html
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Copy Sessions in Setup or UMS

Sometimes you want to create a session that differs from another only in a few details. /IGEL Linux version 5.10.100 or
newer and UMS version 5.02.100 or newer let you copy complete sessions. Once the session is copied, you can easily
adapt the required settings.

Copying is available in the Sessions section of IGEL Setup (and occasionally in some other sections) as well as in the
Edit Configuration function in UMS.

To copy a session, proceed as follows:
1. Inthe setup, open the menu path Sessions > [Session Type] > [Session Type] Sessions.

Example: Sessions > RDP > RDP Sessions
The existing sessions are shown.
2. Highlight the session that you want to copy.
3. Click .
A copy of the session will be created within the same folder.
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Drag & Drop Acceleration for Large Structure Trees

If you have a really large number of objects in your IGEL UMS (Universal Management Suite), it can be tedious to
drag and drop an object to a new position if the new position is quite far away from the current position.

But with UMS version 5.03.100 or newer, you can increase your scrolling speed. As soon as the object you are
moving touches the bottom edge of the structure tree window, the acceleration starts.

To enable drag and drop acceleration:

1. Openthe UMS and go to Misc > Settings > General.
2. Activate Increase Drag and Drop acceleration.
3. Adjust the Acceleration factor according to your needs and click Ok.

Settings

a General

Language English
B Appearance

Firmware Update
ers remember the last used directory

B Notifications Alw: nfirm overwriting elements in Search History

Elements in Search History (max)

Clear the user and server list of the login dialog Clear login history

Increase Drag and Drop acceleration (V]

Acceleration factor .
Medium Extreme

Cancel

Drag & drop acceleration is ready.
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Which UMS Directories Should Be Scanned for Viruses, Which Can Be Excluded?

Question

Which UMS directories can be excluded from antivirus scanning, which directories should be scanned?

Environment
This article is valid for the following environment:

+ UMS5.08 or higher
+ UMS is installed on Microsoft Windows server

Answer

Everythingin C:\<Program Files>\IGEL\RemoteManager\ can be excluded.

If your UMS also manages Windows devices, the downloadable filesin C:\<Program

Files>\IGEL\RemoteManager\rmguiserver\webapps\ums_filetransfer\ should bescanned.
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Licensing with Smartcard fails

Symptom

You can not create licenses from smartcard in IGEL UMS (License Management) although valid licenses are stored
on the SIM / smartcard and the smartcard reader's driver is installed to your system.

» The smardcard reader shows a problem in the Windows Hardware Manager [!].

Problem

Another smartcard reader (eg. built-in cardreader) overrides the access.

Solution

Deactivate or deinstall all other smartcard readers in the Windows Hardware Manager.
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« WhatIs New in IGEL UMS 6.10.1007 (see page 300)

o Overview (see page 301)

« UMS Installation and Update (see page 308)

« Connecting the UMS Console to the IGEL UMS Server (see page 401)
+ Registering IGEL OS Devices on the UMS Server (see page 403)

« UMS Console User Interface (see page 419)

« Profiles (see page 446)

« Master Profiles (see page 489)

« Template Profiles (see page 491)

« Mobile-Device Profiles (see page 508)

» Firmware Customizations (see page 509)

o Devices (see page 521)

« Shared Workplace Users (see page 560)

o Views (see page 561)

« Jobs (see page 588)

+ Files - Registering Files on the IGEL UMS Server and Transferring Them to Devices (see page 596)
« Universal Firmware Update (see page 606)

+ Search History (see page 610)

+ Recycle Bin (see page 612)

« UMS Administration (see page 613)

« Importing Active Directory Users (see page 715)

« Create Administrator Accounts (see page 719)

» User Logs (see page 734)

+ Save Support Information / Send Log Files to Support (see page 741)
« Save Device Files for Support (see page 745)

« The IGEL UMS Administrator (see page 747)
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What Is New in IGEL UMS 6.10.1007?

You will find the release notes for IGEL Universal Management Suite 6.10.100 both as a text file in the same folder as
the installation programs on our download server?* and in the Knowledge Base (see page 1038).

Information on Network Adapters Added

In the UMS Console and the UMS Web App, you can now view details on all available network adapters of a device.
This information is provided as of IGEL OS 11.07.100. See View Device Information in the IGEL UMS (see page
523) and Devices - View and Manage Your Endpoint Devices in the IGEL UMS Web App (see page 822).

embackup.exe, ksbackup.exe, and installNetworkToken Tools Removed

Command line tools embackup.exe, ksbackup.exe, and instalINetworkToken have been removed. Use the IGEL UMS
Administrator Command-Line Interface (see page 777) instead.

Changing the Values for Custom Device Attributes

When configuring custom device attributes in the UMS Console, you can now prohibit the change of the values for
the device attributes via the UMS Web App / UMS Console and allow it for devices with IGEL OS 11.07.100 or
higher, see Managing Device Attributes for IGEL OS Devices (see page 653). See also Devices - View and Manage Your
Endpoint Devices in the IGEL UMS Web App (see page 822).

AWS Aurora PostgreSQL Database Is Now Supported

You can use an AWS Aurora PostgreSQL Database as external database; see Using an AWS Aurora PostgreSQL
Database with IGEL Universal Management Suite (UMS) (see page 400).

The Distributed UMS Feature Added

With the Distributed UMS feature enabled (UMS Console > UMS Administration > Global Configuration > Server
Network Settings (see page 649)), the standalone UMS Servers work just as if they were installed as a High Availability
environment. See Installing an IGEL UMS Server (see page 309) and Installing the Distributed IGEL UMS (see page 350).

The Distributed UMS section has also been added to the UMS Administrator, see Distributed UMS - Perform Local
UMS Actions in the IGEL UMS Administrator (see page 775).

UMS High Availability

In the IGEL UMS High Availability installations, messages between the UMS Servers now use the database
bridge. Cross-subnet communication for UMS HA installations without UMS Load Balancers is now possible. See
Installing an IGEL UMS Server (see page 309).

21 https://www.igel.com/software-downloads/workspace-edition/
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Overview

With the IGEL Universal Management Suite (UMS), you can remotely configure and control IGEL devices.

The UMS supports not only various operating systems but also databases and directory services such as Microsoft®
Active Directory.

(@ EachIGEL device comes with a free version of the IGEL Universal Management Suite.

For an overview of devices supported by the IGEL UMS, see Devices Supported by IGEL Universal Management Suite
(UMS) (see page 29).

Typical Areas of Use

+ Setting up devices automatically;

+ Configuring devices, software clients, tools and local protocols;
Distributing updates and firmware images;

Diagnostics and support.

Attributes of the IGEL UMS (see page 302)
IGEL UMS Components (see page 304)
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Attributes of the IGEL UMS

Quick installation:

A wizard helps you during the installation procedure. You can connect external database systems as an alternative
to the integrated database.

Straightforward management at the click of a mouse:
Most hardware and software settings can be changed with just a few clicks.
Standardized user interface:

The UMS user interface is similar to that for local device configuration. The additional remote management
functions give the administrator complete control in the familiar, proven environment.

No scripting:

Although scripting is supported, you will only need it for managing the device configuration in the most exceptional
circumstances.

Asset management:

Automatic capturing of all your hardware information, licensed features and installed hotfixes.
Commentary fields:

For various customer-specific information such as location, installation date and inventory number.
Support for numerous operating systems:

The UMS server can run on many common versions of Microsoft® Windows® Server and Linux, see Installation
Requirements for the IGEL UMS (see page 313).

Access independent of the operating system:

The UMS console runs on any device with the Java Runtime Environment. You can also use the UMS console with
Java Web Start without a local installation, see Installation Requirements for the IGEL UMS (see page 313).

Encrypted communication:

Certificate-based TLS/SSL-encrypted communication between remote management servers and clients to prevent
unauthorized reconfiguration of the devices.

Failsafe update function:

If a device fails while the update is in progress, e. g. as a result of a power outage or loss of the network connection,
it will still remain usable. The update process will then be completed when the device next boots.

Based on standard communication protocols:

There is no need to reconfigure routers and firewalls because the UMS uses the standard HTTP and FTP protocols.
Support for extensive environments:

The IGEL Universal Management Suite can be scaled to accommodate several thousand devices.

Group and profile-based administration:

The devices within a given organizational unit can be administered easily via profiles. If members of staff move to
another department, the administrator can change the settings with a simple drag-and-drop procedure.
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Trouble-free rollout:

IGEL devices can be automatically assigned to a group on the basis of either the relevant subnet or a list of MAC
addresses provided by IGEL. They then automatically receive the configuration settings for the group.

Comprehensive support for all configuration parameters:
Most IGEL device settings, e. g. device or session configurations, can be changed via the UMS user interface.
Transferral of administrative rights:

Large organizations can authorize a number of system administrators for different control and authorization areas.
These administrative accounts can be imported from an Active Directory.

Planning tasks:
Maintenance tasks can be scheduled to take place during the night so that day-to-day operations are not disrupted.
VNC shadowing:

Members of the IT support team have remote access to devicescreens, enabling them to rapidly identify problems
and demonstrate solutions directly to users.
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IGEL UMS Components

The IGEL Universal Management Suite program (referred to below as the UMS) comprises the following three
components:

« UMS Server (see page 305)
« UMS Administrator (see page 306)
« UMS Console / UMS Web App (see page 307)
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UMS Server

The UMS Server is a server application which requires a database management system (RDBMS). Information
regarding supported database management systems can be found under Installation Requirements for the IGEL
UMS (see page 313). The database can be installed on the server itself or on a remote host.

The UMS Server communicates internally with the database and externally with the registered devices and the UMS
Console:

TCP/ UDP 30001
TCP 8443 (HTTPS Tomcat)
TCP 9080 (HTTP Tomcat) Endpoints

UMS Server
UMS Console

TCP / UDP 30005
TCP 8443
(Console Communication)

UMS Console / Database System
Web Browser
¢ Embedded DB - TCP 1528
¢ Microsoft SQL Server - TCP 1433
e Oracle - TCP 1521
¢ PostgreSQL - TCP 5432
o Apache Derby - TCP 1527

Typically, the UMS Console and UMS Server are installed on different computers. Data transmission between the
UMS Server and devices as well as between the UMS Server and Console is encrypted.

All configurations for the managed devices are saved in the database. Changes to a configuration are made in the
database and are transferred to the device if necessary. The device can retrieve the information from the database
during the booting procedure or you can send the new configuration to the device manually. A scheduled
configuration update is also possible.
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UMS Administrator
The UMS Administrator is one of the UMS Server's administrative components.
The key parts of the UMS Administrator are as follows:

+ Network configuration (ports, WebDAV resources)
« Database configuration (data sources, backups)

Further information regarding the UMS Administrator can be found under The IGEL UMS Administrator (see page 747).
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UMS Console / UMS Web App

UMS Console

The UMS Console is the Java-based user interface to the UMS Server. The devices and their configuration are
administered via the GUI of the UMS Console.

The key tasks of the UMS Console are as follows:

+ Displaying the devices' configuration parameters
« Setting up profiles and scheduled jobs
+ Administering firmware updates

® If you need to start the UMS Console under Linux from the terminal emulator, use the command / [IGEL
installation directory] / RemoteManager.sh (ifthe default installation directoryis used: /
opt/IGEL/RemoteManager/RemoteManager.sh)
Itis NOT recommended to execute RemoteManager.sh with sudo .On Red Hat Enterprise Linux

8, RemoteManager.sh can be executed only without sudo .

You will find further information regarding the UMS Console under UMS Console User Interface (see page 419).

UMS Web App

With UMS version 6.05.100, the UMS Web App, a web-based user interface, has been introduced. The UMS Web App
can currently be used only in addition to the UMS Console. For detailed information about the application, see UMS
Web App (see page 800).
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UMS Installation and Update

This chapter describes the requirements for installing the UMS. The standard installation with the embedded
database is explained with an example for Windows (see page 344) and for Linux (see page 315). You are also told what
you need to bear in mind when performing an update and where you can connect external database systems.

+ Installing an IGEL UMS Server (see page 309)
+ Updating UMS (see page 370)
+ Connecting External Database Systems (see page 376)

TechChannel

Sorry, the widget is not supported in this export.
But you can reach it using the following URL:

https://www.youtube.com/watch?v=3YJnFiETy5w

Sorry, the widget is not supported in this export.
But you can reach it using the following URL:

https://www.youtube.com/watch?v=p52CxtB_0ok
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Installing an IGEL UMS Server

This article describes possible installation options for the IGEL Universal Management Suite (UMS) and provides
general installation recommendations and instructions.

A UMS installation can consist of a single UMS Server instance or multiple UMS Servers.

In a single-instance installation (also called "standard UMS"), only one UMS Server performs all tasks and is the
single access point for the endpoint devices.

A multi-instance installation has several UMS Servers - each can perform all tasks, but some tasks are distributed
across the UMS Servers. The endpoint devices can connect to any of the UMS Servers and are not fixed to them.
Multi-instance installations require messaging between the components to support organizational tasks. The IGEL
UMS supports two realizations of multi-instance installations:

+ Distributed UMS
In a Distributed UMS installation, all UMS Servers are installed as standalone servers, but with the
Distributed UMS feature enabled, these UMS Servers work just as if they were installed as a High
Availability environment. Messages between the UMS Servers use the database bridge: With this,
all core features of distributed tasks are available.

A Distributed UMS installation has the following requirements:
« Common external database
+ 8443/TCP for WebDav file exchange

Characteristic features: Cross-subnet communication and installation in cloud environments like Azure / AWS
are possible. For load distribution, DNS-Round-Robin load balancing of the server IP address should be used

since IGEL UMS Load Balancers are not supported. The DNS-Round-Robin for igelrmserver should point
to all servers.

« UMS High Availability (HA) Extension
The UMS HA (see page 850) provides all features from the Distributed UMS but comes with the
possibility to install UMS Load Balancers. Communication between the components of the UMS HA
installation, i.e. UMS Servers, UMS Load Balancers, is possible due to the use of the same IGEL
network token.
As of UMS version 6.10 (no matter if it is an HA installation with UMS Load Balancers or without),
messages between the UMS Servers use the database bridge, and not ActiveMQ like on earlier UMS
versions. Nevertheless, ActiveMQ messaging still remains active: on HA installations without Load
Balancers, it is active only in the background; on HA installations with UMS Load
Balancers, ActiveMQ messaging is, however, further used for the message exchange with Load
Balancers, and exactly this poses restrictions on the cross-subnet communication and possibility
to install UMS HA with Load Balancers in cloud environments. For further information on
messaging, see UMS HA Health Check - Analyse Your IGEL UMS High Availability and Distributed
UMS Systems (see page 888).
More on message exchange...
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A UMS HA installation has the following requirements:
« Common external database
+ 8443/TCP for WebDav file exchange
« For HA installations with IGEL UMS Load Balancers: 6155/UDP, 61616/TCP ActiveMQ
messaging. For the list of the UMS ports, see UMS Communication Ports (see page 30).

Characteristic features of HA installations with IGEL UMS Load Balancers: All UMS Servers and UMS Load Balancers
must reside on the same VLAN; there is no support for cloud environments like Azure / AWS.

() Cross-subnet Communication for UMS HA Installations without UMS Load Balancers
Existing UMS HA installations without UMS Load Balancers can be further used - there is no need to
reinstall them as Distributed UMS. UMS Server communication over subnets will automatically be
possible when you update to UMS 6.10 or higher.
There is no need for reinstallation also because a UMS HA without Load Balancers operates essentially as
the Distributed UMS - both are identical in terms of the synchronization of files (see page 179), firmware,
certificates, licenses, jobs; both use the database bridge for the message exchange.

How to Choose between the Standard UMS, Distributed UMS, and UMS High Availability

@ General Installation Recommendations
For small installations, a single UMS Server instance (standard UMS) with an embedded database is
usually sufficient. If required, a single-instance installation can be easily extended anytime to a Distributed
UMS installation by installing additional servers (and in the case of an embedded database, by
switching preliminarily to an external data source).
Large installations should use either the UMS High Availability or the Distributed UMS (preferable for new
installations, e.g. because you do not have to configure additional firewall exclusions). For
large installations, it is also recommended to use DNS-Round-Robin load balancing or IGEL Cloud
Gateway.
See also Installation and Sizing Guidelines for IGEL UMS (see page 353)
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+ You are an existing customer and have a single-instance UMS installation but want to run
additional UMS Servers...
=>Install UMS 6.10 or higher ("standard UMS" in the UMS installer) on the first server and enable
the Distributed UMS feature. After that, you can install additional servers, also as standalone, and
connect them to the same database (NOT embedded database).

+ You are an existing customer and have the UMS High Availability installed...
=> |nstall UMS 6.10 or higher (UMS High Availability Network components in the UMS installer; see
Updating the Installation of an HA Network (see page 867)) and leave everything as it is.

+ You are a new customer and want a single-instance UMS installation...
=> Install standard UMS 6.10 or higher.

+ You are a new customer and want to run the UMS with multiple servers, but you do not need IGEL
UMS Load Balancers because you deploy DNS-Round-Robin load balancing...
=>Install UMS 6.10 or higher as standalone (i.e. "standard UMS" in the UMS installer) on the first
server and enable the Distributed UMS feature. After that, you can install the other servers, also as
standalone, and connect them to the same database (NOT embedded database).

+ You are a new customer and want to run the UMS with multiple servers and to use the IGEL UMS
Load Balancers...
=>Install UMS 6.10 or higher as High Availability with Load Balancers. But first, ask IGEL if it would
be better to refrain from deploying IGEL UMS Load Balancers because they may be not optimal for
large installations. For management of devices outside the company network, use also IGEL Cloud
Gateway.

+ You are a new customer and want the UMS with multiple servers in the cloud...
=>Install UMS 6.10 or higher as standalone (i.e. "standard UMS" in the UMS installer) on the first
server and enable the Distributed UMS feature. After that, you can install the other servers, also as
standalone, and connect them to the same database (NOT embedded database).

How to Install the IGEL UMS

() Duringthe installation of the UMS Server, the UMS Console and UMS Administrator applications, which are
necessary for the management of the UMS installation, will be installed too. For security, performance, or
other reasons, the UMS Console is often additionally installed on a separate host.

Standard UMS

If you decided on a single-instance UMS installation, see the following articles. They describe the complete
procedure for installing the standard UMS with an embedded database. If your required installation differs, you can
select individual components, e.g. for an individual console installation.

+ IGEL UMS Installation under Linux (see page 315)
+ IGEL UMS Installation under Windows (see page 344)
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Distributed UMS

If you want to install the Distributed UMS or extend your existing standard UMS installation to the Distributed UMS,
see Installing the Distributed IGEL UMS (see page 350).

UMS High Availability

If you want to install the UMS HA Extension, see HA Installation (see page 854).
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Installation Requirements for the IGEL UMS
You can run the IGEL UMS with Windows and Linux 64-bit systems (x86_64).

() Forthe supported operating systems, see the "Supported Environment" section of the release notes (see
page 948).

Your hardware and software must meet the following minimum requirements:

Standard UMS (Includes UMS Server and UMS Administrator)

+ At least 5 GB of RAM
+ At least 2 GB of free disk space

With UMS Console
When the UMS Console is included, the RAM and disk space requirements are increased as follows:

+ At least 3 GB of RAM
+ At least 1 GB of free disk space

With Embedded Database
When the embedded database is included, the RAM and disk space requirements are increased as follows:

+ At least 2 GB of free disk space

UMS with UMS Console and Embedded Database

When both the UMS Console and the embedded database are included, the RAM and disk space requirements are
increased as follows:

+ At least 8 GB of RAM
+ At least 5 GB of free disk space

UMS with UMS Console, Embedded Database, and UMS Web App

When the UMS Console, the embedded database, and the UMS Web App are included, the RAM and disk s